CCIE Security Lab Workbook Vol Il Solutions Guide Version 5.0 Lab 1

Task 1.1

ASAl:

hostname Rackl1lASA

1

interface Ethernet0/0

nameif outside
ip address 183.1.125.12 255.255.255.0
no shutdown

1

interface Ethernet0/1

nameif inside
ip address 192.10.1.12 255.255.255.0
no shutdown

Task 1.2

ASAl:
1

I Default information is only originated if there is
I a default route in the routing table of the firewall

router ospf 1

router-id 150.1.12.12

network 183.1.100.0 255.255.255.0 area 51
network 192.10.1.0 255.255.255.0 area 51
default-information originate

I Create an SLA monitor object to ping R5

sla monitor 1

type echo protocol iplcmpEcho 183.1.125.5 interface outside
timeout 1000

frequency 1

Start monitoring

() 1= i -

la monitor schedule 1 start-time now life forever

Track the SLA object

[

rack 1 rtr 1 reachability

I Create a default route tracking the SLA object

;oute outside 0 0 183.1.125.5 track 1

Accessed by fedorov@iscotrain.ru from85.141.70.158 at 00:17:16 Aug 06, 2009

Copyright © 2009 Internetwork Expert www.INE.com
-1 -



CCIE Security Lab Workbook Vol Il Solutions Guide Version 5.0 Lab 1

Task 1.1-1.2 Verification

Z~ Note

Verify OSPF adjacencies in the ASA firewall. You should see both BB2 and
SwW2.

Rack1ASA(config)# show ospf neighbor

Neighbor ID Pri State Dead Time  Address
Interface

150.1.8.8 1 FULL/DROTHER 0:00:30 192.10.1.8
inside

192.10.1.254 1 FULL/DR 0:00:34 192.10.1.254
inside

~ Note

Verify the SLA object operational state and track object status. After this, ensure
that the default route is in the routing tables of the ASA and SW2.

Rackl1ASA(config)# show sla monitor operational-state 1
Entry number: 1

Modification time: 02:28:48.943 UTC Fri Apr 10 2009
Number of Octets Used by this Entry: 1480

Number of operations attempted: 134

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 02:31:01.945 UTC Fri Apr 10 2009
Latest operation return code: OK

RTT Values:
RTTAvg: 1 RTTMiIn: 1 RTTMax: 1
NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

Rackl1ASA(config)# show track

Track 1

Response Time Reporter 1 reachability
Reachability is Up

2 changes, last change 00:02:13
Latest operation return code: OK
Latest RTT (millisecs) 1

Tracked by:

STATIC-1P-ROUTING O
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Rackl1ASA(config)# show route | include 0.0.0.0
Gateway of last resort is 183.1.125.5 to network 0.0.0.0
S* 0.0.0.0 0.0.0.0 [1/0] via 183.1.125.5, outside

RacklSW2#show ip route ospf | inc 0.0.0.0
O*E2 0.0.0.0/0 [110/1] via 192.10.1.12, 00:05:46, VlIan255

~ Note

Now shutdown R5’s VLAN125 interface and check that the ASA detects this
event. Since the default route is no longer in the routing table, it is not advertised
via OSPF.

RacklR5(config)#interface fastEthernet 0/1
Rackl1R5(config-if)#shutdown

Rackl1ASA(config)# show track

Track 1
Response Time Reporter 1 reachability
Reachability is Down
3 changes, last change 00:00:47
Latest operation return code: Timeout
Tracked by:

STATIC-1P-ROUTING O

Rack1ASA(config)# show route | inc 0.0.0.0

RacklSW2#sh ip route ospf
51.0.0.0/32 is subnetted, 1 subnets
0 E2 51.51.51.51 [110/20] via 192.10.1.254, 00:04:10, VlIan255
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Task 1.3

SW2:

vlian 199
1

I Connect EO/2 ports of the ASAs using another VLAN

interface range FastEthernet 0/13 , FastEthernet 0/15
switchport host

switchport access vlan 199

ASA1l:

!

I Enable physical failover link
1
i

nterface ethernet 0/2
no shutdown

I Configure standby IP addresses

interface Ethernet 0/0
ip address 183.1.125.12 255.255.255.0 standby 183.1.125.13

1
interface Ethernet 0/1
ip address 192.10.1.12 255.255.255.0 standby 192.10.1.13

Designate unit as primary and name failover interface

ailover lan unit primary
ailover lan interface failover Ethernet0/2

N T

Enable stateful faiolver on the same link

(A

ailover link failover Ethernet0/2

I Configure failover addressing

%ailover interface ip failover 10.10.10.12 255.255.255.0 standby
10.10.10.13

I Set interface polling timers to minimum

!
failover polltime interface msec 500 holdtime 5

I Disable the inside interface monitoring

no monitor-interface inside
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1 Enable failover
1

failover

ASA2:

1

interface ethernet 0/2
no shutdown

1

failover lan interface failover Ethernet0/2
1

%ailover link failover Ethernet0/2
1

failover interface ip failover 10.10.10.12 255.255.255.0 stan

10.10.10.13
1

%ailover
Task 1.4

ASAl: (The active failover unit)
nat (inside) 1 00
global (outside) 1 interface

Tasks 1.3 — 1.4 Verification

Z Note

We verify both tasks together since Task 1.4 allows for connectivity across the

firewall.

Check the failover status first. Check the failover interface polling timers. Notice
that only one interface is monitored. Ensure the other unit is in standby ready

State.

After this, ensure that only the outside interface is monitored by the firewall.
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RacklASA(config)# show failover
Failover On
Failover unit Primary
Failover LAN Interface: failover Ethernet0/2 (up)
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 500 milliseconds, holdtime 5 seconds
Interface Policy 1
Monitored Interfaces 1 of 250 maximum
Version: Ours 8.0(4), Mate 8.0(4)
Last Failover at: 03:16:46 UTC Apr 10 2009
This host: Primary - Active
Active time: 160 (sec)
slot 0: ASA5510 hw/sw rev (2.0/8.0(4)) status (Up Sys)
Interface outside (183.1.125.12): Normal (Waiting)
Interface inside (192.10.1.12): Normal (Not-
Monitored)
slot 1: empty
Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: ASA5510 hw/sw rev (2.0/8.0(4)) status (Up Sys)
Interface outside (183.1.125.13): Normal (Waiting)
Interface inside (192.10.1.13): Normal (Not-
Monitored)
slot 1: empty

Stateful Failover Logical Update Statistics
Link : failover Ethernet0/2 (up)
Stateful Obj xmit xerr
General
sys cmd
up time
RPC services
TCP conn
UDP conn
ARP tbl
Xlate_Timeout
VPN IKE upd
VPN IPSEC upd
VPN CTCP upd
VPN SDI1 upd
VPN DHCP upd
SIP Session

9]
<
®
-
-

OO0 O0OO0OO0OO,~MODOOOO DN
[cNeoNooololoNololooNoNoNe]
eNoNoojololoNololoNoNoNoNaly
eNoNoojololoNolololoNoNoNal,

Logical Update Queue Information

Cur Max Total
Recv Q: 0 2 0
Xmit Q: 0 26 37
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Rackl1ASA(config)# show monitor-interface
This host: Primary - Active
Interface outside (183.1.125.12): Normal
Other host: Secondary - Standby Ready
Interface outside (183.1.125.13): Normal

Z~ Note

Now simulate an interface failure by shutting down the switch port connected to
the primary unit’s outside interface. Issue the commands in ASAL to check the
failover status again.

Racklsw2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rackl1sSw2(config)#interface fastEthernet 0/12
Rack1sSw2(config-if)#shutdown

Racklsw2(config-if)#

RacklASA(config)# show failover
Failover On
Failover unit Primary
Failover LAN Interface: failover Ethernet0/2 (up)
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 500 milliseconds, holdtime 5 seconds
Interface Policy 1
Monitored Interfaces 1 of 250 maximum
Version: Ours 8.0(4), Mate 8.0(4)
Last Failover at: 03:24:05 UTC Apr 10 2009
This host: Primary - Failed
Active time: 439 (sec)
slot 0: ASA5510 hw/sw rev (2.0/8.0(4)) status (Up Sys)
Interface outside (183.1.125.13): No Link (Waiting)
Interface inside (192.10.1.13): Normal (Not-
Monitored)
slot 1: empty
Other host: Secondary - Active
Active time: 7 (sec)
slot 0: ASA5510 hw/sw rev (2.0/8.0(4)) status (Up Sys)
Interface outside (183.1.125.12): Normal (Waiting)
Interface inside (192.10.1.12): Normal (Not-
Monitored)
slot 1: empty
<snip>

Accessed by fedorov@iscotrain.ru from85.141.70.158 at 00:17:16 Aug 06, 2009

Copyright © 2009 Internetwork Expert www.INE.com
-7 -




CCIE Security Lab Workbook Vol Il Solutions Guide Version 5.0 Lab 1

Rackl1ASA(config)# show monitor-interface
This host: Primary - Failed
Interface outside (183.1.125.13): No Link (Waiting)
Other host: Secondary - Active
Interface outside (183.1.125.12): Normal (Waiting)

Z~ Note

Confirm that you may still reach R5 from SW2, even with the primary firewall
failed.

RacklSw2#telnet 183.1.125.5
Trying 183.1.125.5 ... Open

User Access Verification

Password: cisco
Rack1R5>
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Lab 1

Task 1.5

ASAl: (The active failover unit)

1 Access-list to classify traffic

access-list TCP extended permit tcp any any
access-list UDP extended permit udp any any

1 L3/L4 class-map for UDP traffic

class-map UDP_TRAFFIC
match access-list UDP

1 L3/L4 class-map for TCP traffic

class-map TCP_TRAFFIC
match access-list TCP

I TCP Inspection Map to permit TCP Option 19 (Auth)

tcp-map OPTION19
tcp-options range 19 19 allow

I Apply connection limit & inspection policy

policy-map global_policy
I

class TCP_TRAFFIC

set connection conn-max 5000 per-client-max 1000
set connection advanced-options OPTION19
class UDP_TRAFFIC

set connection conn-max 1000 per-client-max 500

By inspecting ICMP we permit the returning packets

class inspection_default
inspect icmp
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Task 1.5 Verification

~ Note

Issue the command that lists the global inspection policy parameters. Notice the
connection limits set for every class.

Rackl1ASA(config)# show service-policy global

Global policy:

Service-policy: global _policy

Class-map: inspection_default

Inspect: dns migrated dns map_1, packet 0, drop O, reset-drop O
Inspect: Ttp, packet 0, drop 0, reset-drop O

Inspect: h323 h225 _default_h323 map, packet 0, drop O, reset-drop O
Inspect: h323 ras _default h323 map, packet 0, drop 0, reset-drop O
Inspect: rsh, packet 0, drop 0, reset-drop O

Inspect: rtsp, packet 0, drop O, reset-drop O

Inspect: esmtp _default _esmtp_map, packet 0O, drop 0, reset-drop O
Inspect: sqlnet, packet 0, drop O, reset-drop O

Inspect: skinny, packet 0, drop 0O, reset-drop O

Inspect: sunrpc, packet 0, drop 0, reset-drop O

Inspect: xdmcp, packet 0, drop 0, reset-drop O

Inspect: sip, packet 0, drop 0, reset-drop O

Inspect: netbios, packet 0, drop 0, reset-drop O

Inspect: tftp, packet 0, drop O, reset-drop O

Class-map: TCP_TRAFFIC

Set connection policy: conn-max 5000 per-client-max 1000
current conns 0, drop O

Set connection advanced-options: OPTION19

Retransmission drops: TCP checksum drops :
Exceeded MSS drops SYN with data drops:
Out-of-order packets: No buffer drops
Reserved bit cleared: Reserved bit drops :
IP TTL modified Urgent flag cleared:
Window varied resets:
TCP-options:
Selective ACK cleared: 0 Timestamp cleared : O
Window scale cleared - O

Other options cleared: 0

Other options drops: 0

Class-map: UDP_TRAFFIC

Set connection policy: conn-max 1000 per-client-max 500
current conns 0, drop O

[cNoNoNeoNoNe]
[eNeoNeoNeoNe)
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Task 1.6

ASAl: (The active failover unit)
static (inside,outside) 183.1.125.8 192.10.1.8

1 By applying inspection to ICMP error message (e.g. unreachables)
I we have the “ebmbedded” addresses translated by NAT policy

I Therefore, no inside addresses will be visible to the outside
bolicy—map global _policy

class inspection_default
inspect icmp error

1 Access-list to permit inbound UDP traffic (traceroute ports)
I and ICMP echo messages (pings)

éccess—list OUTSIDE_IN extended permit udp any any range 33434 33464
access-list OUTSIDE_ IN extended permit icmp any any echo

I Apply the access-list

access-group OUTSIDE_IN in interface outside

I Access-list to classify ICMP traffic

access-list ICMP extended permit icmp any any

1 L3/L4 class-map for ICMP traffic

class-map ICMP_TRAFFIC
match access-list ICMP

I Policy-map to rate-limit ICMP traffic

policy-map OUTSIDE
class ICMP_TRAFFIC
police input 56000
police output 56000

1 Apply the service policy

service-policy OUTSIDE interface outside
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Task 1.6 Verification

Z Note

Traceroute to the outside IP address of SW2. Notice that the real inside IP
address of the switch never shows up in the traceroute output. Also notice that
the ASA firewall does not appear as a hop in the traceroute output. Verify that
pings work as well.

RacklR1#traceroute 183.1.125.8

Type escape sequence to abort.
Tracing the route to 183.1.125.8

1 183.1.123.2 32 msec 28 msec 32 msec
2 183.1.123.3 56 msec 57 msec 56 msec
3 183.1.0.5 84 msec 84 msec 84 msec

4 183.1.125.8 84 msec * 84 msec

Rackl1lR1#ping 183.1.125.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 183.1.125.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 168/171/173
ms

Z Note

Verify that traffic rate-limiting for ICMP packets works as well. Notice the policing
drops for outbound packets, as the rate exceeds 56Kbps.

Rackl1Sw2#ping 183.1.125.5 repeat 1000 size 1500

Type escape sequence to abort.
Sending 1000, 1500-byte ICMP Echos to 183.1.125.5, timeout is 2

seconds:
rrerr e e e rrenla

Success rate is 83 percent (25/30), round-trip min/avg/max = 4/5/8 ms
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Rackl1ASA(config)# show service-policy interface outside

Interface outside:
Service-policy: OUTSIDE
Class-map: ICMP_TRAFFIC
Input police Interface outside:
cir 56000 bps, bc 1750 bytes
conformed 992 packets, 120260 bytes; actions: transmit
exceeded 0 packets, 0 bytes; actions: drop
conformed O bps, exceed 0 bps
Output police Interface outside:
cir 56000 bps, bc 1750 bytes
conformed 1003 packets, 121250 bytes; actions: transmit
exceeded 7 packets, 7798 bytes; actions: drop
conformed O bps, exceed 0 bps
RacklASA(config)#
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Task 1.7

ASAl: (the active fTailover unit)

I UNIX traceroute relies on two ICMP message types sent iIn response to
I probes: time-exceede and port-unreachable.

1 An object group is used to create only a single-line ACL entry.
object-group icmp-type TRACERT

icmp-object time-exceeded
icmp-object unreachable

I A single line ACL entry

access-list OUTSIDE_IN permit icmp any any object-group TRACERT

Task 1.7 Verification

Z~ Note

Do a traceroute off SW2 to R1 and ensure it works. After this, check the access-
list hit counters.

RacklSW2#traceroute 150.1.1.1

Type escape sequence to abort.
Tracing the route to 150.1.1.1

1 183.1.125.5 4 msec 4 msec 4 msec

2 183.1.0.3 32 msec 32 msec 28 msec

3 183.1.123.2 60 msec 60 msec 56 msec

4 183.1.123.1 84 msec * 84 msec
Rack1SW2+#

Rackl1ASA(config)# show access-list OUTSIDE_IN
access-list OUTSIDE_IN; 5 elements
access-list OUTSIDE_IN line 1 extended permit udp any any range 33434
33464 (hitcnt=39) 0x06le0lad
access-list OUTSIDE_IN line 2 extended permit icmp any any echo
(hitcnt=5) 0x869bdf05
access-list OUTSIDE_IN line 3 extended permit icmp any any object-group
TRACERT 0xd559d01e

access-list OUTSIDE_IN line 3 extended permit icmp any any time-
exceeded (hitcnt=12) 0x00c3b80d

access-list OUTSIDE _IN line 3 extended permit icmp any any
unreachable (hitcnt=4) Oxec6c9a23
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Task 1.8

ASA1l:

!

I Port redirection from outside interface to BB2

static (inside,outside) tcp interface telnet 192.10.1.254 telnet

I Permission for port redirection

access-list OUTSIDE_IN extended permit tcp any host 183.1.125.12 eq
telnet

Task 1.8 Verification

Z~ Note

Telnet to the outside interface of the ASA and ensure the session actually
terminates on BB2.

Rack1R5#telnet 183.1.125.12
Trying 183.1.125.12 ... Open

Welcome to BB2. These commands are available for use at privilege 0

ping show ip bgp
telnet show ip bgp neighbors
traceroute show ip bgp summary

p interface brief
show ip protocols

The reference configuration for this device is available at:
http://www. ine.com/downloads/bb2.txt |

|
|
|
|
|
|
| show ip route show 1
|
|
|
|
|
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Task 1.9

ASAl: (the active fTirewall unit)
!
I Destination NAT setup

1
alias (inside) 183.1.125.20 183.1.125.200

Task 1.9 Verification

~ Note

Start pinging the incorrect IP address from SW2 and enable ICMP trace
debugging in the ASA. Notice that you will also see ICMP packets generated by
the SAL probe. However, pay attention to the fact the packets destined to the IP
address 183.1.125.20 are redirected to 183.1.125.200.

RacklSw2#ping 183.1.125.20 repeat 100

Type escape sequence to abort.
Sending 100, 100-byte ICMP Echos to 183.1.125.20, timeout is 2 seconds:

Rack1ASA(config)# debug icmp trace

ICMP echo request untranslating inside:183.1.125.20 to
outside:183.1.125.200

ICMP echo request from Inside:192.10.1.8 to outside:183.1.125.20 ID=14
seq=4 len=72

ICMP echo request translating inside:192.10.1.8 to outside:183.1.125.8
ICMP echo request untranslating inside:183.1.125.20 to
outside:183.1.125.200
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Task 2.1

1

Security zones

- 1 OO

zone security OUTSIDE
zone security INSIDE

I Traceroute responses

ip access-list extended TRACEROUTE_RESPONSES ACL
permit icmp any any time-exceed
permit icmp any any port-unreach
!
class-map type inspect match-all TRACEROUTE_RESPONSES CMAP
match access-group name TRACEROUTE_RESPONSES_ ACL

I Traffic to the inside HTTP server

ip access-list extended INSIDE_HTTP_SERVER_ACL
permit tcp any host 183.1.46.100 eq 80

permit tcp any host 183.1.46.100 eq 443

1

class-map type inspect match-all INSIDE_HTTP_SERVER_CMAP
match access-group name INSIDE_HTTP_SERVER_ACL

match protocol tcp

1
class-map type inspect match-any ALLOWED TRAFFIC_CMAP
match protocol tcp

match protocol icmp

match protocol udp

I Policy for the inside->outside traffic

policy-map type inspect INSIDE_TO_OUTSIDE_PMAP
class type inspect ALLOWED TRAFFIC_CMAP
inspect
class class-default
drop

I Policy for the outside->inside traffic

policy-map type inspect OUTSIDE_TO_INSIDE_PMAP
class type inspect INSIDE_HTTP_SERVER CMAP
no pass
inspect
class TRACEROUTE_RESPONSES_CMAP
pass
class class-default
drop
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1 Define a zone pair and apply the policy

zone-pair security INSIDE_TO_OUTSIDE source INSIDE destination OUTSIDE
service-policy type inspect INSIDE TO OUTSIDE_ PMAP

I Define a zone pair and apply the policy

zone-pair security OUTSIDE_TO INSIDE source OUTSIDE destination INSIDE
service-policy type inspect OUTSIDE_TO_INSIDE PMAP

I Assign the zones to the interfaces

interface Serial 0/0.123

zone-member security INSIDE
1

interface FastEthernet 0/0
zone-member security OUTSIDE
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Lab 1

Task 2.1 Verification

Z~ Note

Firstly, try generating some test traffic from a host in the inside zone.

RacklR2#traceroute 204.12.1.254

Type escape sequence to abort.
Tracing the route to 204.12.1.254

1 183.1.123.1 28 msec 32 msec 28 msec
2 204.12.1.254 32 msec * 32 msec

Rackl1lR2#ping 204.12.1.254

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 204.12.1.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =

Rack1lR2#telnet 204.12.1.254
Trying 204.12.1.254 _._ Open

ping show ip bgp

telnet show ip bgp neighbors
traceroute show ip bgp summary
show ip route show ip interface brief

show ip protocols

The reference configuration for this device is available at:
http://www. ine.com/downloads/bb3.txt |

BB3>exit

[Connection to 204.12.1.254 closed by foreign host]

Welcome to BB3. These commands are available for use at privilege 0O

60/61/64 ms
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~ Note

Check the inspection policy maps statistics.

Rackl1lR1#show policy-map type inspect zone-pair
Zone-pair: INSIDE_TO OUTSIDE

Service-policy inspect : INSIDE_TO_OUTSIDE_PMAP

Class-map: ALLOWED_TRAFFIC_CMAP (match-any)
Match: protocol tcp
1 packets, 24 bytes
30 second rate 0 bps
Match: protocol icmp
1 packets, 80 bytes
30 second rate O bps
Match: protocol udp
3 packets, 24 bytes
30 second rate O bps
Inspect
Packet inspection statistics [process switch:fast switch]
tcp packets: [0:34]
udp packets: [0:3]
icmp packets: [0:10]

Session creations since subsystem startup or last reset 5
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [2:4:1]
Last session created 00:00:45

Last statistic reset never

Last session creation rate 3

Maxever session creation rate 5

Last half-open session total O

Class-map: class-default (match-any)
Match: any
Drop (default action)
0 packets, 0 bytes
Zone-pair: OUTSIDE_TO_INSIDE

Service-policy inspect : OUTSIDE _TO INSIDE_PMAP

Class-map: INSIDE_HTTP_SERVER_CMAP (match-all)

Match: access-group name INSIDE_HTTP_SERVER_ACL

Match: protocol tcp

Inspect
Session creations since subsystem startup or last reset 0O
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate 0O
Maxever session creation rate 0

Last half-open session total O
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Class-map: TRACEROUTE_RESPONSES CMAP (match-all)
Match: access-group name TRACEROUTE_RESPONSES_ ACL
Pass

2 packets, 72 bytes

Class-map: class-default (match-any)
Match: any
Drop
21 packets, 1020 bytes

Z Note

Routing traffic (BGP) is not affected by the zone-based firewall configuration, as
by default traffic to the “self” zone is permitted. Now telnet to BB3 and try ping
any inside host (notice that in the real exam you don’t have access to the
backbone routers):

BB3>ping 150.1.3.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 150.1.3.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)
BB3>ping 150.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 150.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms

Z Note

You can ping R1 since the traffic is classified as destined to the firewall itself, not
as transit.

Task 2.2

SWi1:
access-list 160 deny tcp any any eq 139
access-list 160 permit ip any any

interface FastEthernet0/24
ip access-group 160 in
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Task 2.3

6

Reflexive ACL

[T ;|

ip access-list extended TO BBl
permit tcp any any reflect MIRROR
permit udp any any reflect MIRROR
permit icmp any any

Permit BGP & ICMP response to R6

ip access-list extended FROM_BB

permit tcp host 54.1.7.254 eq bgp host 54.1.7.6

permit tcp host 54.1.7.254 host 54.1.7.6 eq bgp

permit icmp any any echo-reply

evaluate MIRROR

I

interface Virtual-Template 1
ccess-group FROM_BB1 in

n
ip a
ip access-group TO_BB1 out

p reflexive-list timeout 120

Task 2.3 Verification

~ Note

Sessions from the “inside” of R6 are permitted across.

Rackl1R3#ping 54.1.7.254
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 54.1.7.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =

Rackl1R3#telnet 54.1.7.254
Trying 54.1.7.254 __. Open
BB1>

20/23/28 ms
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Z Note

Notice how the temporary access-list entries are created to allow the returning
traffic.

RacklR6#show ip access-lists

Reflexive IP access list MIRROR

permit tcp host 54.1.7.254 eq telnet host 183.1.0.3 eq 11024 (230
matches) (time left 113)

Extended IP access list FROM_BB1

permit tcp host 54.1.7.254 eq bgp host 54.1.7.6 (3 matches)
permit tcp host 54.1.7.254 host 54.1.7.6 eq bgp

permit icmp any any echo-reply (5 matches)

evaluate MIRROR

Extended IP access list TO_BB1

permit tcp any any reflect MIRROR

permit udp any any reflect MIRROR

permit icmp any any (5 matches)

~ Note

Now verify that connections initiated from BB1 are blocked by the inbound
access list on the Virtual-Access interface.

BB1>ping 183.1.0.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 183.1.0.5, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

BB1>telnet 183.1.0.5
Trying 183.1.0.5 ...
% Destination unreachable; gateway or host down
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Task 3.1

R3:
interface FastEthernet0/1
ip nat inside

interface Seriall/1.345

ip nat outside

1 Static route for the new network

p route 10.7.7.0 255.255.255.0 NullO

1 “Create” a new network to translate the local subnet
1 and advertise it into OSPF to provide connectivity

router ospf 1
redistribute static subnets

ip nat inside source static network 10.41.41.0 10.7.7.0 /24

R4:
interface Serial0/0.345
ip nat outside

interface Serial0/1
ip nat outside

1
interface FastEthernet0/1
ip nat inside

Static route for the new network

p route 10.4.4.0 255.255.255.0 NullO

I We “create’ a new network to translate the local subnet
I and advertise it into OSPF to provide connectivity

router ospf 1
redistribute static subnets

1
ip nat inside source static network 10.41.41.0 10.4.4.0 /24

Accessed by fedorov@iscotrain.ru from85.141.70.158 at 00:17:16 Aug 06, 2009

Copyright © 2009 Internetwork Expert
-24 -

www.INE.com



CCIE Security Lab Workbook Vol Il Solutions Guide Version 5.0 Lab 1

Task 3.1 Verification

Rack1SWl#ping 10.4.4.4 source 10.41.41.7

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.4.4_.4, timeout is 2 seconds:
Packet sent with a source address of 10.41.41.7

Success rate is 100 percent (5/5), round-trip min/avg/max = 100/102/104 ms

Rack1R3#show ip nat translations

Pro Inside global Inside local Outside local Outside global
icmp 10.7.7.7:2 10.41.41.7:2 10.4.4.4:2 10.4.4.4:2
--- 10.7.7.7 10.41.41.7 - -

--- 10.7.7.0 10.41.41.0 -—- -

RacklR4#show ip nat translations

Pro Inside global

Inside local

Outside local

Outside global

icmp 10.4.4.4:2 10.41.41.4:2 10.7.7.7:2 10.7.7.7:2
-—- 10.4.4.4 10.41.41.4 -— -—
-—-10.4.4.0 10.41.41.0 - -

Task 3.2

R3 & R4:

!
I Synchronize clocks on R3/R4 with AAA/CA server
I in order for certificates to be valid:

ntp server 10.0.0.100

I Create RSA keys: configure domain-name first

ip domain-name ine.com
crypto key generate rsa general modulus 512

I Configure & authenticate the trustpoint for AAA/CA server

crypto ca trustpoint INE1l

enrollment url http://10.0.0.100/certsrv/mscep/mscep.dll
enrollment mode ra

crl optional

1

crypto ca authenticate INE1l

crypto ca enroll INE1l

I Common ISAKMP & IPsec settings

érypto isakmp policy 10
encr 3des

hash md5
1
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crypto ipsec transform-set AES256 ah-md5-hmac esp-aes 256

3

Traffic to encrypt

T ;|

ip access-list extended VLAN41l TO VLAN4
permit ip 10.7.7.0 0.0.0.255 10.4.4.0 0.0.0.255

By using the looback interface as the source for ISAKMP exchange
and IPSec packets tunneling

we protect the communication against local physical

interface failure

crypto map VPN local-address LoopbackO
crypto map VPN 10 ipsec-isakmp

set peer 150.1.4.4

set transform-set AES256

match address VLAN41 TO VLAN4

I

interface Seriall/1.345 point-to-point
crypto map VPN

R4:

i Traffic to encrypt

ip access-list extended VLAN4_TO_VLAN41
permit ip 10.4.4.0 0.0.0.255 10.7.7.0 0.0.0.255

By using the Looback interface for ISAKMP exchange
and IPSec packets tunneling

we protect the communication against local physical
interface failure

crypto map VPN local-address LoopbackO
crypto map VPN 10 ipsec-isakmp

set peer 150.1.3.3

set transform-set AES256

match address VLAN4_TO_VLAN41

1

interface Serial0/0.345 point-to-point
crypto map VPN

interface Serial0/1
crypto map VPN
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Task 3.2 Verification

Z~ Note

Here is a sample dialog demonstrating the CA enrollment procedure.

RacklR4(config)#crypto ca enroll INE1l

%

% Start certificate enrollment ..

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the
configuration.

Please make a note of it.

Password: cisco
Re-enter password: cisco

% The Ffully-qualified domain name in the certificate will be:
Rackl1R4.ine.com

% The subject name in the certificate will be: RacklR4.ine.com

% Include the router serial number in the subject name? [yes/no]: no
% Include an IP address in the subject name? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The "show crypto ca certificate® command will also show the
fingerprint.

Rack1R4(config)#

Fingerprint: AE11D86D 62E91A73 5C430955 739EC1A3
%CRYPTO-6-CERTRET: Certificate received from Certificate Authority
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RacklR4#show crypto ca certificates
Certificate

Status: Available

Certificate Serial Number: 27D7F344000100000034
Certificate Usage: General Purpose

Issuer:

CN = IESERVER1

= Internetwork Expert

L = Reno

ST = NV

C = US

EA = bmcgahan@ine.com

Subject:

Name: RacklR4.ine.com
01D.1.2.840.113549.1.9.2 = RacklR4.ine.com
CRL Distribution Point:
http://ieserverl/CertEnrol 1/1ESERVER1(1) .crl
Validity Date:

start date: 10:30:49 UTC Feb 9 2007

end date: 10:40:49 UTC Feb 9 2008

renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoints: INE1l

CA Certificate

Status: Available
Certificate Serial Number: 6A8B964C37F91BB245B01DE2A6363745
Certificate Usage: Signature
Issuer:

CN = IESERVER1

= Internetwork Expert

L = Reno

ST = NV

C = US

EA = bmcgahan@ine.com
Subject:

CN = IESERVER1

= Internetwork Expert

L = Reno
ST = NV
C = US

EA = bmcgahan@ine.com

CRL Distribution Point:
http://ieserverl/CertEnrol 1/1ESERVER1(1) -crl
Validity Date:

start date: 09:01:58 UTC Jul 21 2006

end date: 09:09:34 UTC Jul 21 2008
Associated Trustpoints: INE1

Accessed by fedorov@iscotrain.ru from85.141.70.158 at 00:17:16 Aug 06, 2009

Copyright © 2009 Internetwork Expert
- 28 -

www.INE.com



CCIE Security Lab Workbook Vol Il Solutions Guide Version 5.0 Lab 1

Z Note

Now check that protected network may ping each other and that traffic is actually
encrypted:

Rack1SWl#ping 10.4.4.4 source vlan4l

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.4.4.4, timeout is 2 seconds:
Packet sent with a source address of 10.41.41.7

Success rate is 100 percent (5/5), round-trip min/avg/max = 209/209/210
ms

Rack1lR3#show ip nat translations

Pro Inside global Inside local Outside local Outside
global

---10.7.7.7 10.41.41.7 -—= -—-
Subnet translation:

Inside global Inside local Outside local Outside global /prefix
10.7.7.0 10.41.41.0 -—= -—= /24
Rackl1R3#show cry isakmp sa

dst src state conn-id slot

150.1.4.4 150.1.3.3 QM_IDLE 1 0

Rackl1R3#show cry isakmp sa detail

Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal

X - IKE Extended Authentication

psk - Preshared key, rsig - RSA signature

renc - RSA encryption

C-id Local Remote 1-VRF Encr Hash Auth DH
Lifetime Cap.

1 150.1.3.3 150.1.4.4 3des md5 rsig 1
23:58:09
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Rackl

R3#show cry ipsec sa

interface: Seriall/1.345
Crypto map tag: VPN, local addr. 150.1.3.3

protected vr¥f:

local

ident (addr/mask/prot/port): (10.7.7.0/255.255.

255.0/0/0)

remote ident (addr/mask/prot/port): (10.4.4.0/255.255.255.0/0/0)
current_peer: 150.1.4.4:500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 5, #pkts encrypt: 5, #pkts digest 5
decaps: 5, #pkts decrypt: 5, #pkts verify 5
compressed: 0, #pkts decompressed: O

not compressed: 0, #pkts compr. failed: 0O

not decompressed: 0, #pkts decompress failed: O
errors 5, #recv errors 0O

crypto endpt.: 150.1.3.3, remote crypto endpt.:

path mtu 1500, media mtu 1500
current outbound spi: 43910448
<snip>

Task 3.3

2:

-t - 2O

Enable AAA and configure AAA list
to prevent authentication on the console line.

aaa new-model
aaa authentication login CONSOLE none

I AAA

list for local network authorizaion

I Required to apply ISAKMP authorization via
I local database

aaa authorization network EZVPN local

! App

ly AAA list to the console

line console 0
login authentication CONSOLE

Spl

it-tunneling Access-List

ip access-list extended SPLIT_TUNNEL

perm

Poo

it ip 183.1.0.0 0.0.255.255 any

1 to allocate addresses for remote clients

p local pool EZVPN_POOL 192.168.0.1 192.168.0.50

150.1.4.4
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I ISAKMP policy to support Cisco VPN Clients

crypto isakmp policy 10
encr 3des
authentication pre-share
group 2

1 DPD Keepalives, enabled periodically

crypto isakmp keepalive 10 periodic

1 Assign this pool to ISAKMP process, so that mode config may work
I with address assignment

crypto isakmp client configuration address-pool local VPN_POOL

I Client configuration group

crypto isakmp client configuration group IELAB
key CISCO

dns 183.1.46.100

wins 183.1.46.100

domain ine.com

pool EZVPN_POOL

acl SPLIT_TUNNEL

I ISAKMP Profile for the EZVPN group

crypto isakmp profile IELAB
match identity group IELAB
isakmp authorization list EZVPN
client configuration address respond
client configuration group 1ELAB
virtual-template 1

I

crypto ipsec transform-set 3DES _SHA esp-3des esp-sha-hmac

1 IPsec profile defiens protection settings

crypto ipsec profile IELAB
set transform-set 3DES_SHA
set reverse-route tag 100
set isakmp-profile 1ELAB
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Virtual Template to clone access interfaces.

interface Virtual-Templatel type tunnel
ip unnumbered LoopbackO
tunnel mode ipsec ipv4
tunnel protection ipsec profile IELAB

I Redistribute RRI routes
1

router ospf 1
redistribute static subnets route-map STATIC_TO_OSPF

1 Only redistribute RRI routes
I

route-map STATIC_TO OSPF
match tag 100

Task 3.3 Verification

~ Note

Configure SW2 port Fa 0/20 so that the Test PC appears in VLAN 2. Configure
the Test PC IP address respectively. Here is a sample configuration.

SW2:

interface FastEthernet0/20
switchport access vlan 2
switchport mode access
spanning-tree portfast

Test PC:
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Internet Protocol {TCP/IP) Properties

General

You can get IP zettings azsigned automatically if your netwark, supparts
thiz capability. Othemwize, vou need o agk pour nebwork, administrator for
the appropriate [P zettings.

i~ Obtain an IP address automatically

—{%" Use the following IP address:
| address: | 10. 0. 0 200

Subnet mask: I 8B .286 2850 00

Default gatewan: I

£ Obtain DNE server address automatizally

—{%" Use the following DNS server addresses:

Brefermed DMNS zerver: I |

Alternate DS server I

Advanced... |
OF. I Canizel |

~ Note

Next, configure the Cisco EzZVPN Client application for connection with R2. Set
the parameters per the task specification.
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# ¥PN Client | Properties for "E2¥YPN"

Connection Entry: IIEL.-'B.E

Dezcription; I

Host:[10.0.0.2

Authentication ITranspu:urt | Backup Semvers | Dial-dp |

% Group Authentication

= Mutual Group Authentication

Marme:

|IELAR

Pazzwaord:

Ixxxxx

Caorfirm Pazsword: I"’“‘"’1

" Certificate Authentication

Hame: I

[T | Send/Cé Certifizate Chain

Eraze Uzer Fazswond |

Cancel

Save

~ Note

When connected, check ezVPN client statistics page. Notice the split-tunnel
network downloaded from the server, the cipher and the hash.

# ¥PN Client | Statistics
ils: I Foute Details | Firewsall |
Addrezz Information Connection Information
Client: 192.168.0.1 E rikry: |[ELAE
Server: 10,002 Time: 0 day(z]. 00:00.11
Bytes Crypto
Received: 0 E ncryption: 168-bit 3DES
Sent; BV Authentication: HiAC-SHAT
Packets Transport
Encrpted: ¥ Tranzparent Tunneling: lnactive
Decrnpted:0 Local LaM: Dizabled
Digoarded: 1 Compression: M one
Bypaszed: 235
Reset |
Cloze
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# ¥PNM Client | Statistics

Local LAH Routes Secured Routes
Hetworl, I Subnet Maszk, | Metworl, Subnet Maszk
183.1.0.0 255.255.0.0

Cloze

~ Note

Now send some traffic from R3 to the VPN client’s IP address. Check that R3
learns the new route via OSPF. Check IPsec counters and ISAKMP parameters
using the show crypto commands.

Rackl1R3#show ip route 192.168.0.1
Routing entry for 192.168.0.1/32
Known via "ospf 1", distance 110, metric 20
Tag 100, type extern 2, forward metric 781
Last update from 183.1.123.2 on Seriall/0.123, 00:02:47 ago
Routing Descriptor Blocks:
* 183.1.123.2, from 150.1.2.2, 00:02:47 ago, via Seriall/0.123
Route metric is 20, traffic share count is 1
Route tag 100

Rackl1R3#ping 192.168.0.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.1, timeout is 2 seconds:
éﬂéééss rate is 100 percent (5/5), round-trip min/avg/max = 60/64/72 ms
Rack1R3#
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RacklR2#show crypto isakmp sa detail
Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
X - 1KE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote 1-VRF Status Encr Hash Auth DH
Lifetime Cap.

1001 10.0.0.2 10.0.0.200 ACTIVE 3des sha psk 2
23:56:31 CD

Engine-id:Conn-id = SWw:1
IPv6 Crypto ISAKMP SA
Rackl1R2#show crypto ipsec sa

interface: Virtual-Access?2
Crypto map tag: Virtual-Access2-head-0, local addr 10.0.0.2

protected vrf: (none)
local 1ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port):
(192.168.0.1/255.255.255.255/0/0)

current_peer 10.0.0.200 port 1461

PERMIT, flags={origin_is_acl,}
#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 47, #pkts decrypt: 47, #pkts verify: 47
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: O
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 10.0.0.2, remote crypto endpt.: 10.0.0.200
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0
current outbound spi: OxD1F0965F(3522205279)

inbound esp sas:

spi: O0x1945AE51(423997009)
transform: esp-3des esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: 1, crypto map: Virtual-Access2-head-0
sa timing: remaining key lifetime (k/sec): (4407924/3388)
1V size: 8 bytes
replay detection support: Y
Status: ACTIVE

<snip>
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Task 3.4

ASAl: (The active failover unit)
crypto isakmp policy 10

auth pre-share

hash md5

encr 3des

1

érypto isakmp enable outside

I Configure transform-set

crypto ipsec transform-set 3DES MD5 esp-3des esp-md5-hmac

I Access-list to select traffic to encrypt

access-list VLAN8 TO_VLAN5 permit ip 10.8.8.0 255.255.255.0 10.5.5.0
255.255.255.0

I Do not forget the NAT exemption rule

nat (inside) 0 access-list VLAN8 TO VLAN5

I Crypto map configuration

crypto map VPN 10 match address VLAN8 TO VLAN5
crypto map VPN 10 set peer 183.1.125.5
crypto map VPN 10 set transform-set 3DES_MD5

I Apply crypto map to the outside interface

crypto map VPN interface outside

I Tunnel-group filter (Ffilters traffic inside the IPsec tunnel)

access-list VPN_FILTER extended deny icmp any any echo
access-list VPN_FILTER extended deny icmp any any echo-reply
access-list VPN_FILTER extended permit ip any any

I Configure group-policy that applies tunnel ACL

group-policy VPN_POLICY internal
group-policy VPN_POLICY attributes
vpn-Ffilter value VPN_FILTER
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[T p—

t
d

t
p

Create LAN-to-LAN tunnel group to match the remote-peer

unnel-group 183.1.125.5 type ipsec-121

Apply group policy

unnel-group 183.1.125.5 general-attributes
efault-group-policy VPN_POLICY

Configure pre-shared key for authentication
unnel-group 183.1.125.5 ipsec-attributes

re-shared-key CISCO

Permit tunneled traffic to bypass outside access-list

sysopt connection permit-vpn

R
c

i () e et

5:

rypto isakmp policy 10
auth pre

hash md5

encr 3des
1

1 The ASA uses DH group2 by default, so mirror it
I

éroup 2
Pre-shared key for the ASA

rypto isakmp key CISCO address 183.1.125.12

Transform-set and access-list to classify traffic for IPSec
rypto ipsec transform-set 3DES_MD5 esp-3des esp-md5-hmac

p access-list ext VLANS5 TO VLAN8

permit ip 10.5.5.0 0.0.0.255 10.8.8.0 0.0.0.255

Static route to VLANS

p route 10.8.8.0 255.255.255.0 183.1.125.12
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!

I Crypto map

!

crypto map VPN 10 ipsec-isakmp
match address VLAN5_TO_VLAN8
set transform 3DES_MD5
set peer 183.1.125.12

1

interface FastEthernet 0/1
crypto map VPN

Task 3.4 Verification

~ Note

Simulate traffic across the VPN tunnel and make sure TCP connection
establishes.

Racklsw2#telnet 10.5.5.5 /source-interface vlan 8
Trying 10.5.5.5 ... Open
User Access Verification

Password: cisco
RacklR5>exit

[Connection to 10.5.5.5 closed by foreign host]

Z Note

Now send some ICMP packets and verify that they are filtered out.

RacklSw2#ping 10.5.5.5 source vlan 8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.5.5.5, timeout is 2 seconds:
Packet sent with a source address of 10.8.8.8

Success rate is 0 percent (0/5)

Rack1Sw2#

Z~ Note

Now check the L2L VPN status, filter applied and packet statistics.
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Rackl1lASA(config)# show vpn-sessiondb 121

Session Type: LAN-to-LAN

Connection :183.1.125.5

Index -1 IP Addr : 183.1.125.5
Protocol - IPSecLAN2LAN Encryption : 3DES
Hashing > MD5

Bytes Tx = 1047 Bytes Rx : 855

Login Time : 04:49:17 UTC Fri Feb 9 2007

Duration : O0h:z01m:13s

Filter Name : VPN _FILTER

RacklASA(config)# show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

IKE Peer: 183.1.125.5
Type : L2L Role

: initiator
Rekey I no State

MM_ACTIVE

Rackl1ASA(config)# show cry ipsec sa
interface: outside
Crypto map tag: VPN, seq num: 10, local addr: 183.1.125.12

access-list VLAN8_TO_VLAN5 permit ip 10.8.8.0 255.255.255.0 10.5.5.0
255.255.255.0

local ident (addr/mask/prot/port): (10.8.8.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.5.5.0/255.255.255.0/0/0)
current_peer: 183.1.125.5

#pkts encaps: 25, #pkts encrypt: 25, #pkts digest: 25

#pkts decaps: 19, #pkts decrypt: 19, #pkts verify: 19

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 25, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: O
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0O

local crypto endpt.: 183.1.125.12, remote crypto endpt.: 183.1.125.5

path mtu 1500, ipsec overhead 58, media mtu 1500
current outbound spi: AD088D10

inbound esp sas:

spi: 0x9166C1C0O (2439430592)
transform: esp-3des esp-md5-hmac none
in use settings ={L2L, Tunnel, }
<snip>
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Task 3.5

ASAl: (The active failover unit)

Enable PQ for the outside interface

T 1= i -

riority-queue outside

Class map to match voice traffic inside a tunnel group

class-map VPN_VOICE
match dscp ef
match tunnel-group 183.1.125.5

Class map to match traffic inside the tunnel group.

I Notice that we match the VPN traffic flow, it’s the only
way to match “tunnel-group”. Since we have just one L2L
tunnel, we effectively limit it to 2Mbps

class-map VPN_DATA
match tunnel-group 183.1.125.5
match Fflow ip destination-address

1 Add policy actions to the policy map

policy-map OUTSIDE
class VPN_DATA
police output 2000000
class VPN_VOICE
priority
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Task 3.5 Verification

~ Note

Check the service-policy parameters using the show command.

Rack1ASA(config)# show service-policy interface outside

Interface outside:

Service-policy: OUTSIDE

Class-map: ICMP_TRAFFIC

Input police Interface outside:

cir 56000 bps, bc 1750 bytes

conformed 301 packets, 60914 bytes; actions: transmit
exceeded 0 packets, 0 bytes; actions: drop

conformed O bps, exceed O bps

Output police Interface outside:

cir 56000 bps, bc 1750 bytes

conformed 2372 packets, 330070 bytes; actions: transmit
exceeded 686 packets, 1005004 bytes; actions: drop
conformed 8 bps, exceed O bps

Class-map: VPN_DATA

Output police Interface outside:

cir 2000000 bps, bc 62500 bytes

conformed O packets, O bytes; actions: transmit
exceeded 0 packets, 0 bytes; actions: drop

conformed O bps, exceed O bps

Class-map: VPN_VOICE

Priority:

Interface outside: aggregate drop 0, aggregate transmit O

~ Note

Now generate some traffic marked with DSCP value of EF. We will use telnet
session sourced off a router for this.

Recall that DSCP EF has the actual code-point value of 46. Therefore, the
corresponding TOS byte is 46*4=184, which is 0xB8 in Hex. Set this TOS value
for telnet sessions originated from SW2:

Rack1sw2(config)#ip telnet tos B8
Rack1sw2(config)#exit

Racklsw2#telnet 10.5.5.5 /source-interface vlan 8
Trying 10.5.5.5 ... Open

User Access Verification

Password: cisco
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Rack1R5>
Rackl1ASA(config)# show service-policy interface outside

Interface outside:

Service-policy: OUTSIDE

Class-map: ICMP_TRAFFIC

Input police Interface outside:

cir 56000 bps, bc 1750 bytes

conformed 301 packets, 60914 bytes; actions: transmit
exceeded 0 packets, 0 bytes; actions: drop

conformed O bps, exceed O bps

Output police Interface outside:

cir 56000 bps, bc 1750 bytes

conformed 2372 packets, 330070 bytes; actions: transmit
exceeded 686 packets, 1005004 bytes; actions: drop
conformed O bps, exceed O bps

Class-map: VPN_DATA

Output police Interface outside:

cir 2000000 bps, bc 62500 bytes

conformed 1 packets, 110 bytes; actions: transmit
exceeded 0 packets, 0 bytes; actions: drop

conformed O bps, exceed O bps

Class-map: VPN_VOICE

Priority:

Interface outside: aggregate drop 0, aggregate transmit 15

Task 3.5

R5:
crypto map VPN 10
qos pre-classify
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Task 3.5 Verification

Z~ Note

Verify that QoS pre-classification is enabled for the particular crypto map.

Rack1R5#show crypto map tag VPN
Crypto Map: "VPN" idb: LoopbackO local address: 150.1.5.5

Crypto Map "VPN" 10 ipsec-isakmp

Peer = 183.1.125.12

Extended IP access list VLANS5 TO VLANS

access-list VLAN5_TO_VLAN8 permit ip 10.5.5.0 0.0.0.255 10.8.8.0
0.0.0.255

Current peer: 183.1.125.12

Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N

Transform sets={

3DES_MD5,

QO0S pre-classification
<snip>

Task 4.1

ASAl: (the active fTailover unit)
1

I Configure AAA server

aaa-server TACACS+ protocol tacacs+
aaa-server TACACS+ (outside) host 10.0.0.100 CISCO

I Traffic that requires authentication, notice that
I the virtual HTTP is also included

access-list AUTH permit tcp any any eq 135

access-list AUTH permit tcp any host 192.10.1.100 eq www
1

éaa authentication match AUTH inside TACACS+

I Virutal HTTP provides transparent redirection back
I to the URL entered by the end-user, and HTTP server
1 capability for authentication

!
virtual http 192.10.1.100
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Step 1:

Start by creating a new user in the AAA server. Launch the ACS application and
follow to User Setup then enter then name “USER1” and click the Add/Edit
button. After this, enter the Password of “CISCO” and confirm it. Click the
Submit button when you’re done.

/3 CiscoSecure ACS - Microsoft Internet Explorer

File Edit View Favorites Tools  Help | GBack - = - ) |ng|dress |@ http:}/127.0.0,1:4308] 'l
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@ Cgﬁffgn:wation Real Name IUSERI
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j'.l | EcternalUsar ‘ User Setup ﬂ
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ooomn|| Fosture . . :
Walidahion Password Authentication
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. MHetmark Bccess) . .
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‘ Online

—— Documentation

Subrnit | Cancel |
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Step 2:

Add the AAA Client in the ACS. In the ACS application, click Network

Configuration then click the Add Entry button. Fill in the fields according to the

screenshot below and click Submit + Apply.

/7 CiscoSecure ACS - Microsoft Internet Explorer

File Edit iew Fawvorites Tools  Help

|¢'Back-=¢-°

|.C\gdress |@ http:(f127.0.0.1:1318] I

Gisco SrsTems

User
Setup

Setup

% | Shared Profile
Companents
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Configuration

Interface
Configuration

H | Administration

gl | Control

j-l | External User
E [ratabazes

Pasture

mooml| walidation
Netvark Access

. Profile:
Reparts and
dctivity

Network Configuration

_

Add AAA Client

b Client Hostname [Rackiasa
183.1.125. 12 =]
aap Client IP Address
Key [ciscol
Authenticate Using [Tacacs+ (Cisco 105) =

[T Single Connect TACACS+ aas Client (Record stop in accounting on failure).
[T Log Update/watchdog Packets from this aaa Client
[T Log RADIUS Tunneling Packets from this aas Client

[T Replace RADIUS Part info with Username from this aas Client

b | Online Submit I Submit + Appl | Cancel |
‘ Dacumentation PRTY L
||
|@ Applet encryptor started l_l_l_ |@ Internet 4
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Task 4.1 Verification

Step 1:

Configure the Test PC to reside in VLAN 255 using the IP address of
192.10.1.200 and then open the web browser, pointing to the IP address of
192.10.1.100. An authentication dialog will appear, enter the username of

“USER1” and the password of “CISCO”

Connect to 192.10.9.100

7,
R

HTTP Authentication

User name: I ﬂ IJSER.1 j

Password: | TIIY

[~ Remember my password

(0] 4 I Cancel

Step 2:
Review the authentication cache in the ASA:

Rackl1lASA(config)# show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

user "USER1" at 192.10.1.200, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00
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Task 4.2

4:

Initialize AAA

- 1 O

aaa new-model

1 Safeguard the console

aaa authentication login CONSOLE none

I The default list will be applied to HTTP authentication

aaa authentication login default group tacacs+

I Auth-proxy is authorzied via TACACS+

aaa authorization auth-proxy default group tacacs+

I Apply AAA list to the console

line console O
login authentication CONSOLE
1
I TACACS+ server settings, use LoopbackO as source of requests
1
tacacs-server host 10.0.0.100 key CISCO
ip tacacs source-interface LoopbackO
1 Enable HTTP server and configure authentication via AAA
I HTTP server is used for auth-proxy authentication session
p http server
ip http authentication aaa
I Auth-proxy rule intercepts HTTP traffic
p auth-proxy name AUTH_PROXY http
1 Acess-list denies TCP 135 traffic by default
1 Everythig else is permitted
ip access-list extended VLAN46_IN

deny tcp any any eq 135
permit ip any any
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1 Apply the auth-proxy rule and access-list

n
i
i

T T

Step 1:

terface FastEthernet0/0
auth-proxy AUTH_PROXY
access-group VLAN46 IN in

Launch the ACS Server administration and click the Network Configuration
button and then click the Add Entry button. Fill in the fields per the screenshot
below and click the Submit + Apply button.

#j CiscoSecure ACS - Microsoft Internet Explorer
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Step 2:

Configure the ACS Interface to support Auth Proxy service. Click the Interface
Configuration button then click the TACACS+ (Cisco 10S) link. Under the New
Services section, check the checkboxes corresponding to both user and group
profiles (so that it appears on both the user and group configuration pages) and
add the service name as “auth-proxy”.

+J CiscoSecure ACS - Microsoft Internet Explorer
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Step 3:

Now add a new user and configure auth-proxy settings for it. Click the User

Setup button, then enter the new user name as “TCP135” and click the Add/Edit
button. On the next page, set the Password to “CISCO” and scroll down to the
TACACS+ Settings “auth-proxy” section of the page. Fill the section according
to the screenshot below. Notice that it activates the new “auth-proxy” service for

this user and additionally specifies the proxy ACL to be downloaded via
TACACSH+.

/3 CiscoSecure ACS - Microsoft Internet Explorer
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Task 4.2 Verification

Step 1:

Configure the port connected to the Test PC in VLAN 46 and configure the IP
address of 183.X.46.200 for the Test PC. Set R4 as the default gateway for the
Test PC.

Step 2:

Initiate WWW session to a server behind R4, for example to R5. You should see
the browser prompt, asking you for credentials. Enter the name “TCP135” along
with the password of “CISCO”. You should see the popup “Authentication
Successful!” window.

3 Authentication Proxy Login Page - Microsoft Internet Explorer

| File Edt View Favortes Tooks Help |J dEack « = - € |J.ﬁ.gdress |@ http:f{150.1.5.5 vl
=
Username: [crs
Password:
i
|&] Dane |_|_|Q Internet 4
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Step 3:
Now check the authentication proxy cache in R2.

RacklR4#show ip auth-proxy cache
Authentication Proxy Cache

Client Name TCP135, Client IP 183.1.46.200, Port 1564, timeout 60,
Time Remaining 60, state ESTAB

RacklR4#show ip access-lists
Extended IP access list VLAN46_IN
permit tcp host 183.1.46.200 any eq 135
10 deny tcp any any eq 135
20 permit ip any any (218 matches)
Extended IP access list VLAN4 TO VLAN41

Task 4.3

5:

Initialize AAA and safeguard the console

[, 5

aaa new-model
aaa authentication login CONSOLE none
!
line console 0O
login authentication CONSOLE

I Configure a list for local authentication

aaa authentication login LOCAL_AUTH local-case

1 Authorize exec separately; this is possible with TACACS+

aaa authorization exec default group tacacs+

1 Configure accounting for Level5 commands via TACACS+

aaa accounting commands 5 default start-stop group tacacs+

Assign “clear’ command to privilege level 5

rivilege exec level 5 clear line
rivilege exec level 5 clear counters

T O 1= i1

Add a user to local database, notice that password is stored
I as an md5 hash, not in the default reversible format

Qsername NOC secret CISCO
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I e I L T

TACACS+ settings

acacs-server host 10.0.0.100 key CISCO
p tacacs source-interface loopback O

I Apply AAA list to VTY lines

line vty 0 4

login authentication LOCAL_AUTH

Step 1:

Add R5 as AAA client to the ACS server. Click the Network Configuration

button, and then click the Add Entry button. Fill in the fields according to the

screenshot below. Click the Submit+Apply button when you’re done.

+J CiscoSecure ACS - Microsoft Internet Explorer
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Step 2:

Make sure that “Shell(exec)” service is enabled within the ACS Interface. Click
the Interface Configuration button, then click the TACACS+ (Cisco 10S) link,
then make sure the “Shell(exec)” service is selected for both User and Group
profile configuration. When done, click the Submit button.

/3 CiscoSecure ACS - Microsoft Internet Explorer
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Step 3:

Add a new user for remote authorization in the ACS next. In the ACS Admin
utility, click the User Setup button then add new user named “NOC”. On the next
page that appears, specify the Password value of “CISCO” for this user. Scroll
down to the TACACS+ Settings and check the “Shell(exec)” checkbox. Then,
check the “Privilege level” field and assign the value of “5” to this field.
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Task 4.3 Verification

Rackl1R5#telnet 150.1.5.5
Trying 150.1.5.5 ... Open
User Access Verification

Username: NOC
Password: CISCO

Rack1R5#show privilege
Current privilege level is 5

RacklR5#clear ?

aaa Clear AAA values
backhaul-session-manager Backhaul Session Manager information
bsc Clear counters in <show bsc> command
bstun Clear counters displayed in show bstun
call Call

counters Clear counters on one or all interfaces
drip Clear drip

h323 Clear H.323 items

line Reset a terminal line

memory Memory counters

ncia Native Client Interface Architecture (NCIA)
rpms-proc Clear RPMS Process Information

scp Clear SCP commands

statistics Statistics

stun Clear counters displayed in show stun

Rack1R5#conf t
N
% Invalid input detected at "~" marker.

Rackl1R5#clear counters

Clear ''show interface'" counters on all interfaces [confirm]
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Verify TACACS+ Accounting. Click the Reports & Activity button in the ACS

Admin, the select TACACS+ Administration and click the TACACS+
Administration Active.csyv file.

/7 CiscoSecure ACS - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

|¢'Backvﬁb*°

| Address |@ http://127.0.0.1:4308] 'l

Cisco SrsTems

Reports and Activity

O Refresh [ Download
Start Date & Time

Tacacs+ Administration active.csv

Uzer
Setup
Regular Expression

[x]

End Date & Time

| Graup
Setup I

% Shared Profile
Cornponents

|mm/’dd/wahh: mm:ss

Apply Filter | Clear Filter |

Filtering is not applied.

|mm/’dd/wahh: r

Metwork
a Configuration _ B P B e
= Date ¥ Time LEsT sl cmd Iy service el task id eg - reas
+ | Sustem Name Name 1wl Portname Address
= Configuration
Default Clear
T 02/09/2007 09:24: 40 NOC counters & shell tiy6a 1 150.1.5.5 ..
Configuration GI’DU[ZI SO

H. | Administration

j-l | Excternal User
Databazes

FPasture

monal| walidation
HNetwark Access
. Profiles

Reparts and

A ctivity
B | Online
‘ Docurnentation ld

4]

|@ Applet startStop skarked

|
[ [ [ |4 mternet

N |l
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Task 4.4

SW1:
aaa new-model

1 Safeguard the console line
I Disable authentication *and*
1 exec authorization

aaa authentication login CONSOLE none
aaa authorization exec CONSOLE none

1
line console O

login authentication CONSOLE
authorization exec CONSOLE

Configure dotlx authentication via RADIUS

aa authentication dotlx default group radius

=) e e -

dotlx system-auth-control

Create VLANs 200 and 201 (guest & auth-fail vlans)
lan 200,201

1 Guest VLAN is used for clientless hosts
I Auth-Fail VLAN is used for clients,

1 that failed authentication

interface FastEthernet0/17

switchport mode access

dotlx port-control auto

dotlx guest-vlan 201

dotlx auth-fail vlan 200

I Configure RADIUS server

ip radius source-interface LoopbackO
I

radius-server host 10.0.0.100 key CISCO
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Step 1:

Add the switch as a new RADIUS client in the ACS. Run the ACS Admin utility
and click the Network Configuration button then click the Add Entry button. Fill
in the form per the screenshot below and click the Submit + Apply button.

/7 CiscoSecure ACS - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help | GSRack » = - e

| Address |@ http://127.0.0.1:4308] 'l

Cisco SrsTems

Uzer
Setup
| Graup
Setup

% Shared Profile
Cornponents

Metwork
Configuration

ol T System
Configuration

ﬁ

Interface
Configuration

=t | Administration

j-l | Excternal User
Databazes

FPasture

monal| walidation
HNetwark Access

. Profiles
Reparts and
A ctivity

5% | Online
‘ Docurnentation

Edit

Network Configuration

Add AAA Client

Absd Client Hostnarme

Abd Client IP Address

Key

Authenticate Using

[rack1swi

150.1.7.7

CISCO

PADIUS (Cisco 105,

[T Single Connect TACACS+ Aaa Client (Record stop in accounting on failure).

[T Log Update/watchdog Packets from this aaa Client
[T Log RADIUS Tunneling Packets from this aas Client

[T Replace RADIUS Port info with Username from this Aaa Client

Subrnit I

Submit + Apply

|@ Applet startStop skarked

[ [ [ |4 mternet
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Step 2:

Add new user in the ACS. Click the User Setup button, then enter the name
*HOST” and lick the Add/Edit button. Set the password of “CISCO” on the next
page and click the Submit button.

/7 CiscoSecure ACS - Microsoft Internet Explorer

Fle Edit Wiew Favorites Tools  Help | GBack « = - &3 |p.gdress |@ http:/{127.0.0.1:4308] 'l

@ <t User: HOST (New User)

[T account Disabled ‘

% Shared Profile |
Cornponents

a Dot ation ‘ supplementary User Info ¥

ol T System I
Configuration Real Mame

ﬁ

Description |

Interface
Configuration

=t | Administration

j'_.l | External Uszer ‘ User Setup ﬂ

Databazes

ooon|| Posture . . :
walidation Password Authentication

|AC5 Internal Database j
Hetwark Access)

l.igprofiles CiscoSecure PAP (Also used for CHAR/MS-CHAP/ARAP, if the Separate
field is not checked.)

Reparts and
Activity Passward |*****

‘ Online

— Docurnentation

Submit | Cancel |

Cisco Sysrems User Setup [(x]

|&] Applet nas_fiter starked l_ l_ ’_ | Internet
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Task 4.4 Verification

Z Note

First, perform some basic checks using the show commands.

Rackl1SWl#show dotlx all

Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

Dotlx Info for FastEthernet0/17

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0
Auth-Fail-Vlan = 200

Auth-Fai l-Max-attempts =3

Guest-Vlan = 201

RacklSWl#test aaa group radius HOST CISCO legacy
Attempting authentication test to server-group radius using radius
User was successfully authenticated.
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Z Note

Now configure R3 as a 802.1x supplicant and use its connection to SW1 for the
simulation-based verificaton.

R3:

dotlx credentials TEST
username HOST
password 0 CISCO

interface FastEthernet0/0
no ip address

dotlx port-control auto
dotlx pae supplicant
dotlx credentials TEST

SW1:

interface FastEthernet0/3
switchport mode access

dotlx pae authenticator
dotlx port-control auto
dotlx violation-mode protect
dotlx guest-vlan 201

dotlx auth-fail vlan 200
spanning-tree portfast

~ Note

Wait some time for R3 to authenticate to the switch, and check the show
commands again:
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Rackl1R3#dotlx supplicant start TEST interface fastEthernet 0/0

Rack1lSWl#show dotlx interface fastEthernet 0/3
Dotlx Info for FastEthernet0/3

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE HOST
Violation Mode = PROTECT
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0
Auth-Fail-Vlan = 200

Auth-Fai l-Max-attempts =3

Guest-Vlan = 201

Dotlx Authenticator Client List

Domain DATA
Supplicant 000f.8f14_ad20

Auth SM State = AUTHENTICATED

Auth BEND SM State = IDLE
Port Status = AUTHORIZED
Authentication Method = Dotlx
Authorized By = Authentication Server
Vlan Policy = N/A
Task 4.5
SWi:

aaa authorization network default group radius

Step 1:

Create a new group in the ACS server. It is more convenient to configure a
group, instead of the user, since most RADIUS attributes are by default only
visible under group configuration.
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Click the Group Setup button and select any unused group. Rename it to the
group named “DOT1X” and then click the Edit Settings button. On the top of the
screen, select Jump to: RADIUS (IETF). Scroll down and set values for the
following attributes:

Tunnel-Type="VLAN", Tunnel-Medium-Type="802", “Tunnel-Private-Group-
ID"="255" (the VLAN number).

3 CiscoSecure ACS - Microsoft Internet Explorer

File Edit ‘Wew Favorites

Tools  Help | Back v =+ °

| address |@ http:/f127.0,0,1:1318) 'l

Cisco Sysrems

User

Setup
|Broup

Setup

% Shared Profile
Components

Network
Configuration

o T System
Configuration

Interface
Configuration

|

| | Administration

3 | Contral

3--1 | External User
= Databaszes

mooo|| Fosture
monaff yalidation

Hetwark P.-:cess
Frofiles

ﬁ

| Reportsand
Activity

Group Setup

¥ [064] Tunnel-Type

¥ [085] Tunnel-Medium-Type

[T [063] Tunnel-Password

RADIUS (IETF)

Tag | 1 j Yalue |VLAN

Tag |2 j Yalue |

L L]

Tag |1 j Yalue |802

Tag |2 j Yalue |

Led L

Tag |1 'I value |

Tag |2 'I Yalue |

¥ [D81] Tunnel-Private-Group-10

Tag|t = value [255

Tag |2 'I Yalue |

[z

‘ Online
— Docurnentation

Submit

Submit + Restart

| Cancel |

&7 http:js127.0.0.1:1318

’_ ’_ ’_ | mkernet v

When you'’re done, click the Submit+Restart button.
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Step 2:

Assign this profile to the user “HOST”. Click the User Setup button, find the user

named “HOST” and assign it to the group “DOT1X".

3 CiscoSecure ACS - Microsoft Internet Explorer

File Edit ‘Wew Favorites Tools  Help |(2='Back - = - °

| address |@ http:/f127.0,0,1:1318) 'l

Cisco Sysrems

User Setup

‘ Online
— Docurnentation |

T Group to which the user is assigned:
ser
ﬁ Eroup
Setup
Callback
% |SharedProﬁIe
Components .
*  lse group setting
Hetwork
& e Mo callback allowed
%, System ' calback using this numberl
= Configuration
" Dialup client specifies callback number
Interface . .
Configuration  Use Windows Database callback settings
| | Administration
Control ) .
= Client IP Address Assignment
a-_-l | External User
Daioass # Use group settings
e 0 Mo IP address assignment
-  Assigned by dialup client
\& Frofiles . .
: ' assign static IP addressl
@ | Reportsand . .
otivity ' assigned by aas client pDDIl
E Submit | Delete | Cancell 5

&7 http:js127.0.0.1:1318

’_ ’_ ’_ | mkernet v
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Task 4.5 Verification

Z~ Note

To verify, once again use R3 as 802.1x supplicant, and shutdown/no-shutdown
the interface connected to R3. Use the command debug radius in SW1 to
observe the attributes passed down from the RADIUS server

Rackl1SWil#debug radius

AAA/AUTHEN/8021X (0000000A): Pick method list “default*
RADIUS/ENCODE(0O0O00000A) :Orig- component type = DOT1X
RADIUS: AAA Unsupported Attr: audit-session-id [599] 24
RADIUS: 42 37 30 39 32 35 30 37 30 30 30 30 30 30 30 35

[B709250700000005]

RADIUS: 32 46 46 31 37 33 [ 2FF173]

RADIUS: AAA Unsupported Attr: interface [170] 15

RADIUS: 46 61 73 74 45 74 68 65 72 6E 65 74 30 [ FastEthernetO]

RADIUS(0000000A) : Config NAS IP: 150.1.7.7

RADIUS/ENCODE(OOOO000A) : acct_session_id: 6

RADIUS(0000000A) : sending

RADIUS(0000000A): Send Access-Request to 10.0.0.100:1645 id 1645/11,
len 179

RADIUS: authenticator CO 9C 43 B1 08 C1 07 CO - E4 4A ED 39 8C 9A E9
07

RADIUS: User-Name [11 6  "HOST"
RADIUS: Service-Type [61 6 Framed [2]
RADIUS: Framed-MTU [12] 6 1500

RADIUS: Called-Station-1d [30] 19 "00-12-01-83-59-03"
RADIUS: Calling-Station-1d [31] 19 "00-OF-8F-14-AD-20"

RADIUS: EAP-Message [79]1 24
RADIUS: 02 05 00 16 04 10 29 90 30 07 73 68 BF 45 EC 32 27 EF 1C C9
1A C5 [ DOshE2*"]

RADIUS: Message-Authenticato[80] 18
RADIUS: C2 CB 28 04 C3 ED CB 16 32 E1 61 9A BB CD 2F 93

[ (2a/]

RADIUS: NAS-Port-Type [61] 6 Ethernet [15]
RADIUS: NAS-Port [51 6 50003

RADIUS: NAS-Port-1d [87]1 17 ‘'FastEthernet0/3"

RADIUS: State [24] 26

RADIUS: 45 41 50 3D 30 2E 32 30 34 2E 38 63 32 2E 32 3B
[EAP=0.204.8c2.2;]

RADIUS: 53 56 43 3D 30 2E 34 3B [ SvC=0.4;]

RADIUS: NAS-IP-Address [4] 6 150.1.7.7

RADIUS: Received from id 1645/11 10.0.0.100:1645, Access-Accept, len 97
RADIUS: authenticator 8C 3B 14 EO AO 9B 78 9F - DF Al 2B 8F 61 7A 3A
cC

RADIUS: Framed-1P-Address [81
RADIUS: EAP-Message [79]
RADIUS: 03 05 00 04
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RADIUS: Class [25] 29

RADIUS: 43 41 43 53 3A 30 2F 31 37 37 34 61 2F 39 36 30

[CACS:0/1774a/960]

RADIUS: 39 30 37 30 37 2F 35 30 30 30 33 [ 90707/50003]

RADIUS: Message-Authenticato[80] 18

RADIUS: 3C 8F E5 66 5F D8 66 BC BC D3 D6 67 E2 3E 96 D7 [

<f_fg>]

RADIUS(O000000A) : Received from id 1645/11

RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

~ Note

Finally, verify that port connected to R3 is assigned to VLAN255:

RacklSWil#show interfaces status

Port Name Status Vlan Duplex Speed Type

Fa0/1 connected 110 a-full a-100 10/100BaseTX

Fa0/2 connected 2 a-full a-100 10/100BaseTX

Fa0/3 connected 255 a-full a-100 10/100BaseTX

Fa0/4 connected 46 a-full a-100 10/100BaseTX

Fa0/5 connected 5 a-full a-100 10/100BaseTX

Fa0/6 connected 46 a-full a-100 10/100BaseTX

Fao/7 notconnect 1 auto auto 10/100BaseTX

Fa0/8 notconnect 1 auto auto 10/100BaseTX
Accessed by fedorov@iscotrain.ru from85.141.70.158 at 00:17:16 Aug 06, 2009

Copyright © 2009 Internetwork Expert www.INE.com

- 68 -




CCIE Security Lab Workbook Vol Il Solutions Guide Version 5.0

Lab 1

Task 5.1

R3:

router ospf 1

area 0 authentication message-digest
1
interface Seriall/1.345

ip ospf message-digest-key 35 md5 CISCO035

R4 :
interface FastEthernet0/0
ip ospf message-digest-key 1 md5 CISCO

interface Serial0/0.345
ip ospf message-digest-key 45 md5 CISC045

interface Serial0/1
ip ospf message-digest-key 45 md5 CISC045
1

router ospf 1
area 0 authentication message-digest

R5:

router ospf 1

area 0 authentication message-digest
1
interface Serial0/0.345

ip ospf message-digest-key 35 md5 CISCO035
ip ospf message-digest-key 45 md5 CISC045
!
interface Serial0/1

ip ospf message-digest-key 45 md5 CISC045

R6:

interface FastEthernet0/0

ip ospf message-digest-key 1 md5 CISCO
1

router ospf 1
area 0 authentication message-digest
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Task 5.1 Verification

~ Note

Issue the show commands and check that authentication is properly configured
on all interfaces.

Rack1R3#show ip ospf interface serial 1/1.345

Seriall/1.345 is up, line protocol is up

Internet Address 183.1.0.3/24, Area O

Process ID 1, Router ID 150.1.3.3, Network Type POINT_TO_MULTIPOINT,
Cost: 781

Transmit Delay is 1 sec, State POINT_TO _MULTIPOINT,

Timer intervals configured, Hello 30, Dead 120, Wait 120, Retransmit 5
oob-resync timeout 120

Hello due in 00:00:03

Index 2/2, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 6

Last flood scan time is 0 msec, maximum is 4 msec

Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor 150.1.5.5

Suppress hello for 0 neighbor(s)

Message digest authentication enabled

Youngest key id is 35

Rackl1R5#show ip ospf interface serial 0/0.345
Serial0/0.345 is up, line protocol is up

Internet Address 183.1.0.5/24, Area O

Process ID 1, Router ID 150.1.5.5, Network Type POINT_TO_MULTIPOINT,
Cost: 64

Transmit Delay is 1 sec, State POINT_TO_MULTIPOINT,

Timer intervals configured, Hello 30, Dead 120, Wait 120, Retransmit 5
oob-resync timeout 120

Hello due in 00:00:03

Index 3/3, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 10

Last flood scan time is 4 msec, maximum is 4 msec
Neighbor Count is 2, Adjacent neighbor count is 2
Adjacent with neighbor 150.1.4.4

Adjacent with neighbor 150.1.3.3

Suppress hello for 0 neighbor(s)

Message digest authentication enabled

Youngest key id is 45

Rollover in progress, 1 neighbor(s) using the old key(s):
key id 35
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RacklR4#show ip ospf interface serial 0/0.345

Serial0/0.345 is up, line protocol is up

Internet Address 183.1.0.4/24, Area O

Process ID 1, Router 1D 150.1.4.4, Network Type POINT_TO_MULTIPOINT,
Cost: 64

Transmit Delay is 1 sec, State POINT_TO_MULTIPOINT,

Timer intervals configured, Hello 30, Dead 120, Wait 120, Retransmit 5
oob-resync timeout 120

Hello due in 00:00:13

Index 2/2, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 9

Last flood scan time is 0 msec, maximum is 4 msec

Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor 150.1.5.5

Suppress hello for 0 neighbor(s)

Message digest authentication enabled

Youngest key id is 45

Rackl1lR4#show ip ospf interface serial 0/1

Serial0/1 is up, line protocol is up

Internet Address 183.1.45.4/24, Area O

Process 1D 1, Router ID 150.1.4.4, Network Type POINT_TO_POINT, Cost:
64

Transmit Delay is 1 sec, State POINT_TO POINT,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 00:00:06

Index 3/3, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is O msec, maximum is 4 msec

Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor 150.1.5.5

Suppress hello for 0 neighbor(s)

Message digest authentication enabled

Youngest key id is 45

Accessed by fedorov@iscotrain.ru from85.141.70.158 at 00:17:16 Aug 06, 2009

Copyright © 2009 Internetwork Expert www.INE.com
-71 -



CCIE Security Lab Workbook Vol Il Solutions Guide Version 5.0 Lab 1

RacklR4#show ip ospf interface FastEthernet 0/0

Ethernet0/0 is up, line protocol is up

Internet Address 183.1.46.4/24, Area O

Process ID 1, Router 1D 150.1.4.4, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State BDR, Priority 1

Designated Router (ID) 150.1.6.6, Interface address 183.1.46.6
Backup Designated router (ID) 150.1.4.4, Interface address 183.1.46.4
Flush timer for old DR LSA due in 00:00:51

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 00:00:04

Index 4/4, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 9

Last flood scan time is 0 msec, maximum is 4 msec

Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor 150.1.6.6 (Designated Router)

Suppress hello for 0 neighbor(s)

Message digest authentication enabled

Youngest key id is 1

Task 5.2

ASA1:

snmp-server host outside 10.0.0.100 trap community CISCO
snmp-server community CISCO

snmp-server enable traps ipsec start stop

I Logging via SMTP

logging recipient-address admin@ine.com
logging from-address asa-labl@ine.com
logging mail critical

logging on

1

émtp—server 183.1.119.100
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Task 5.2 Verification

~ Note

You cannot do much about SNMP server configuration with except to issuing the
show run command. As for the logging, you can check the levels and
destinations configured using the show logging commad.

Rackl1lASA(config)# show logging
Syslog logging: enabled

Facility: 20

Timestamp logging: disabled

Standby logging: disabled

Deny Conn when Queue Full: disabled
Console logging: disabled

Monitor logging: disabled

Buffer logging: disabled

Trap logging: disabled

History logging: disabled

Device ID: disabled

Mail logging: level critical, 0 messages logged
ASDM logging: disabled

Task 5.3

SW1 & Sw2:
vtp domain CCIE_SECURITY
vtp password CISCO

Task 5.3 Verification

~ Note

Check VTP status in both switches, and notice domain name and the password
values.

RacklSWil#show vtp status

VTP Version : 2
Configuration Revision t1

Maximum VLANs supported locally : 1005

Number of existing VLANs : 16

VTP Operating Mode : Server

VTP Domain Name - CCIE_SECURITY
VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled
<snip>
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RacklSW2#show vtp status

VTP Version : 2

Configuration Revision t1

Maximum VLANs supported locally : 1005

Number of existing VLANs 16

VTP Operating Mode : Server

VTP Domain Name - CCIE_SECURITY

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

<snip>

Rackl1SWl#show vtp password

VTP Password: CISCO

RacklSW2#show vtp password

VTP Password: CISCO

Task 6.1

IPS:

IPS# setup

-—- System Configuration Dialog ---

At any point you may enter a question mark "?" for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets "[]".

Current Configuration:

<snip>

Continue with configuration dialog?[yes]: yes

Enter host name[IPS]: Rackl1lIPS

Enter IP interface[10.0.0.10/24,10.0.0.254]: 204.12.1.10/24,204.12.1.1

Enter telnet-server status[enabled]: disable

Enter web-server port[443]:

Modify current access list?[no]:

Modify system clock settings?[no]:

Modify interface/virtual sensor configuration?[no]:
Modify default threat prevention settings?[no]:

The following configuration was entered.
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service host

network-settings

host-ip 204.12.1.10/24,204.12.1.1
host-name Rack9IPS

telnet-option disabled
ftp-timeout 300

no login-banner-text

exit

time-zone-settings

offset O
standard-time-zone-name UTC
exit

summertime-option disabled

ntp-option disabled

exit

service web-server

port 443

exit

service event-action-rules rulesO

overrides

override-item-status Enabled

risk-rating-range 90-100

exit

exit

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.

Enter your selection[2]: 2
Configuration Saved.

IPS# reset

Task 6.1 Verification

~ Note

Verify connectivity between the sensor and the default gateway. Notice that R1
has zone firewall configured, and thus you cannot ping beyond R1 yet.

Rack9IPS# ping 204.12.1.1

PING 204.12.1.1 (204.12.1.1): 56 data bytes

64 bytes from 204.12.1.1: icmp_seq=0 ttl=255 time=4.0 ms
64 bytes from 204.12.1.1: icmp_seq=1 ttl=255 time=1.5 ms
64 bytes from 204.12.1.1: icmp_seq=2 ttl=255 time=1.6 ms
64 bytes from 204.12.1.1: icmp_seq=3 ttl=255 time=1.6 ms

-—- 204.12.1.1 ping statistics -—-
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.5/2.1/4.0 ms
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Rack9IPS# show statistics host
General Statistics
Last Change To Host Config (UTC)

Network Statistics

11-Apr-2009 04:49:52
Command Control Port Device = GigabitEthernet0/1

= ge0 1 Link encap:Ethernet HWaddr 00:0F:1F:65:86:C2

= inet addr:204.12.1.10 Bcast:204.12.1.255

Mask:255.255.255.0

NTP Statistics
status = Not applicable
Memory Usage
usedBytes 773951488
freeBytes 149442560
totalBytes = 923394048
CPU Statistics
Usage over last 5 seconds = 0
Usage over last minute = 0O
Usage over last 5 minutes = 19
Memory Statistics
Memory usage (bytes) = 773951488
Memory free (bytes) = 149442560
Auto Update Statistics
lastDirectoryReadAttempt = N/A
lastDownloadAttempt = N/A
lastinstal IAttempt = N/A
nextAttempt = N/A
Auxilliary Processors Installed

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:18 errors:0 dropped:0 overruns:0 frame:0
TX packets:12 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:1304 (1.2 KiB) TX bytes:920 (920.0 B)

Base address:0xdccO Memory:feb20000-feb40000
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Task 6.2

Sw2:
monitor session 1 source vlan 125 rx
monitor session 1 destination interface Fa0/10 encapsulation dotlq

IPS:

Z Note

Configure the IPS to be managed both from the AAA/CA server and the host on
the same VLAN as the IPS (this is going to be the Test PC).

RacklIPS# conf t

Rackl1PS(config)# service host

Rackl1PS(config-hos)# network-settings
Rack1l1PS(config-hos-net)# access-list 204.12.1.200/32
Rack1l1PS(config-hos-net)# access-list 10.0.0.100/32
Rackl1PS(config-hos-net)# exit

Rackl1PS(config-hos)# exit

Apply Changes:?[yes]: yes

~ Note

Configure the web-server settings.

Rackl11PS(config)# service web-server
Rackl1PS(config-web)# show settings
enable-tls: true <defaulted>

port: 443 <defaulted>

server-id: HTTP/1.1 compliant <defaulted>
Rackl11PS(config-web)# port 10443
Rackl1PS(config-web)# server-id IPS Web Server
Rack1l1PS(config-web)# exit

Apply Changes:?[yes]: yes

~ Note

Now you need to creat a VLAN-group subinterface to intercept just VLAN125’s
traffic.
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Rack1IPS# conf t

Rackl1PS(config)# service interface
Rackl1PS(config-int)# physical-interfaces GigabitEthernet/0
Rack1l1PS(config-int-phy)# admin-state enabled
Rack9I1PS(config-int-phy)# subinterface-type vlan-group
Rack91PS(config-int-phy-vla)# subinterface 1
Rack9l1PS(config-int-phy-vla-sub)# vlans range 125
Rack9l1PS(config-int-phy-vla-sub)# exit
Rack9lIPS(config-int-phy-vla)# exit
Rack9IPS(config-int-phy)# exit

Rack9IPS(config-int)# exit

Apply Changes?[yes]: yes

~ Note

Now we assign the sub-interface to the dedicated virtual sensor vs1.

Rack1lIPS(config)# service analysis-engine

Rackl1PS(config-ana)# virtual-sensor vsl
Rack9IPS(config-ana-vir)# physical-interface gigabitEthernet0/0
subinterface-number 1

Rack9lIPS(config-ana-vir)# exit

Rack9lPS(config-ana)# exit

Apply Changes?[yes]: yes

~ Note

Now add the sensor into the IPS Manager Express for monitoring. Start the
application, select Devices and click the “Plus” button. Notice that the HTTPS
port is 10443, not the default 443.
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%] Add Device
Sensar Mame: |RackifPs
Sensor TP Address: [204.12.1.10
Iser Mame: I-:isu:u:u
PaSSWDrd: I************
Web Server Port: |1I:I443

Communication protocol

+ Use encrypted connection (https)

" lse non-encrypted conneckion (http)

Event Start Time [(UTC)

[ Most Recent &lerks

Start Date (MO0 | [
Start Time (HHMMSEY | S

Exclude alerts of the Following severity level(s)

[~ Informational [~ Low [ Medium [ High

Ik I Cancel
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Task 6.2 Verification

~ Note

The best way to verify that the sensor is inspecting the traffic is to make sure it
triggers signatures. As you remember, the ASA is constantly pinging R5 due to
SLA configuration. Thus, we may configure a signature that responds to ICMP
echo requests.

Configure the Test PC in the same VLAN as the IPS (110) and assign it IP
address 204.12.X.200. This address is allowed to manage the IPS sensor.
Connect to the sensor via HTTPS and launch IDM. From the main IDM menu,
select Configuration and then Signature Definitions/sig0. On the right pane,
change the Select By mode to “Sig Name” and locate all signatures with the
word “ICMP”. Point on the signature with the ID 2004 and click the Enable
button, then click the Apply button.

% Cisco IDM 6.0 - 204.12.9.10

File  Help
& @ @O0 O|e bl
Hotrie: Configuration Manitating Back Forwvard Refrezh Help CISCO

Users 4-sig0
W I

‘é’ Interface Confiauration
Tl Summeary Sighature Configuration I Custom Signature Wizard | Signature Yariakles | Miscellaneous

Intetface Pairs Select By: [Siy Name LI Erter Sig Marne: ||cru1p Find |

Bypass

WLAN Pairs
VLA Groups Sigip - | Subsig ID Hatne Enshizd Severtty select Al |

_\ Tratfic Flow Motificati 1600 0 ICKPYE zero lencgth option es Medium 1= actions
% Analysiz Engine
‘irtual Sensars 1601 0 ICKPvE option type 1 violation Yes Medium it
Global Variahles
@ Palicies 1602 0 IChPvE option type 2 violation Yes fedium
o Restore Defauts
(=G Signature Definitions
I_m 1603 0 ICMPYE option type 3 violstion Wes Medium
Bi0 Event Action Rulss
L B rieso 1604 0 ICHPYE aption type 4 vidlation Mo Mecium EREHE |
[=-Ea Anomaly Detections g Disable |
|_® ad0 16805 0 IChPvE option type S violation es Medium
U Blocking : :
Blocking Properties 1606 0 ICMPvE short option data Mo Medium Add

Device Login Profiles -
Biocking Devices 2000 0 ICKP Echo Reply Mo Infarmational Clane |
Fouter Blocking Devic 2001 1 ICMP Host Unreachable =] Infortmationsl

Cat BK Blacking Devic 2001 0 2P Host Unreachable hla Informational Delete |

Pl Master Blocking Sens 2002 0 ICKP Source Guench Mo Informstional
x ShikP 2003 0 ICMP Redirect Mo Inforemstional
':% General Configuration ‘ ICMP Echo Reguest m Informational

Traps Configuration 2005 0 ICMP Titne Exceedead for @ Datagram Mo Informational -
48 External Procuct Interface— oooo odrotem o ettt o) b bk Kl

T3 4 | K

s Auto Update

estore Defaults |
L Reset |
] Reboot Sensor hd i
il B §
There is no license key installed on the sensor. cisco adminiztrator ﬁ
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Z~ Note

Now launch the IPS Manager Express in the AAA server. Select Event
Monitoring from the toolbar and change the Time setting to “Real Time” then
click the Apply button. You should see the ICMP Echo Request signature firing
periodically, similarly to the screenshot below.

isco IPS Manager Express b.2 !E m

File Wiew Tools Help

T i R T . alialn

» L . ~ o 7 % B
ﬁ!”\j] Haormne li.‘;'_ (] Corfiguration @ Event Monitaring ] Reports | (2( Help % CisCo
Event Monitoring 3 Event Monitoring > Event Monitoring > Event Views > Basic View (|

4 New [ Delste % View Settings Video Help | #

it Mdeo Relp
Event Yiews i
mGroup By rCU\or Rules | Fields | General ] Save As... 4] Reset

Grouped Severit: Filter Mame: IBasic Wigw Filber LI &
Real time Colores

Packet Parameters Rating and Action Parameters Other Parameters
My Views

atkacker IP; Ii & Severity: ¥ High W Medium W Low [ Info. Sensor Mamels): l— I
Wickirm IP: I— & Risk R.ating: I I Virtual Sensar: I—
Signature Mame/ID: I— & Threat Rating: I & Status: Al 2
Wickim Part: I & Action(s) Taken: | & Yick. Locality: I

Time: & Fedl Tme ¢ Last |10 minte 'l ¢ Start Time: [Sat, 11 Apr 2009 00:00:00 = | End Time: [Sat, 11 Apr 2009 00:00:00 | Apply

00 Pause | - Show all Details | o, ~ | 8B Edit Signature § Create Rule [y -| @8 | -

Severity| Date | Tme | Deviee | Sig. Hame | sio. 1o | attackerte | victmie [ action... [vicitm .. [Theeat. . | Risk ... |

@ inf... 04/10f2009 23:23::31  RackdIPS ICMP EchoRequest  2004/0 163.9.125.12 183.9.125.5 5 35 a|

i inf... 04/10f2009 23:29:32  RackdIP5 ICMP EchoRequest  2004/0  163.9.125.13 183.9.125.5 35 35

@ nf... 04/10/2009 232332 RackdIP5 ICMP EchoRequest 20040 163.9.125.12 183.9.125.5 35 35

i inf... D4/10f2009 23:29:33  RackdIP5 ICMP EchoRequest  2004/0 183.9.125.13 183.9.125.5 35 35

@ inf... D4/10f2009 23:30:02  RackdIPS ICMP EchoRequest  2004/0  163.9.125.12 183.9.125.5 5 35

i inf... 04/10f2009 23:30:03  RackdIPS ICMP EchoRequest  2004/0  163.9.125.13 183.9.125.5 35 35

@ nf... 04/10/2009 z330:03  RackdIPS ICMP EchoRequest 20040 163.9.125.12 183.9.125.5 35 35

i inf... D4/10f2009 23:30:04  RackdIPS ICMP EchoRequest  2004/0 183.9.125.13 183.9.125.5 35 35

@ inf... 04/10f2009 23:30:33  RackdIPS ICMP EchoRequest  2004/0  163.9.125.12 183.9.125.5 5 35

i inf... 04/10f2009 23:30:34  RackSIPS ICMP EchoRequest  2004/0  163.9.125.13 183.9.125.5 35 35

@ nf... 04/10/2009 z330:34  RackdIPS ICMP EchoRequest 20040 163.9.125.12 183.9.125.5 35 35

i inf... D4/10f2009 23:30:35  RackdIPS ICMP EchoRequest  2004/0  183.9.125.13 183.9.125.5 35 35
Event Monitaring
B =

& | Event Details

Tokal Events:12 | Events Shown: 12 | ®|

| TokalEPs: 0.0
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Task 6.3

~ Note

Launch the IDM to complete this task. You may use the Test PC configured in
VLAN110 with the IP 204.12.X.10 to accomplish this, as this is the fastest way to
access the sensor.

Select Monitoring > Active Host Blocks and then click the Add button. Fill in
the fields similar to the screenshot below, but using your rack number. Notice
that the No Timeout radio button is selected. When you're done, click the Apply
button.

g% Add Active Host Block

Source [P |1 83146120

[ Enable connection hlocking

Connection Blocking

Destination 1P

Destination Port (optional): I

Protocal (optionsl): A o

WLAM [optional): I

™ Enable Timeout

1IFTIE0LT
Tirmeout: IED minutes (range 1 - FOS60)
&+ o Timeout

Apply Cancel Help
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Z~ Note

In the IDM, select Configuration, then Blocking and next Device Login
Profiles. After this, click the Add button. Fill in the fields similar to the screenshot
below. Notice that we're using the default username/password to access the ASA
remotely, which is “pix/cisco”. Click OK and then click Apply Changes.

f% Add Device Login Profile

Prafile Marne: Fack! A=A,

Lzernatme [optional); [l

Login Passwaord (optional)

Mew Pazswiord: FarEE

EX+ 141

Caonfirm Meww Pazsword:

Enable Pazsword (aptional)

Mewy Password:

Confirm Mewy Pazsword:

Ok Cancel Helg
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Z~ Note

Now select Blocking > Blocking Devices and click the Add button. Fill in the
form similar to the screenshot below and click the OK/Apply buttons in
sequence. Notice that SSH is selected as the communication protocol.

@ Add Blocking Device

P Address:
Senszor's MAT &ddress (optional):
Device Login Profile:
Device Type:
Response Capakilties:

Cotmrunication:

O |

Cancel

183112512

Fack! A28 hd
PlACiA= A, b
[ Elack [~ Rate Lirnit
ISSH JDE= b

Helg
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~ Note

Now we still have a fews things left to do. First, we need to configure the ASA for
remote SSH access. Next, we should configure R1 zone-based firewall to permit
SSH sessions across R1 and to the ASA. Since there are no explicit restrictions,
we permit SSH access to the ASA from any address and permit any SSH
connections from the IPS across R1.

R1:

ip access-list extended SSH_FROM_IPS ACL
permit tcp host 204.12.1.10 any eq 22

1

class-map type inspect SSH _FROM_IPS CMAP
match access-group name SSH_FROM_IPS_ACL
match protocol tcp
1
policy-map type inspect OUTSIDE_TO_INSIDE_PMAP
class SSH FROM_IPS CMAP

inspect

ASAl: (the active firewall unit)

domain-name ine.com
1

I Crypto keys must be generated for SSH to work
1

crypto key generate rsa
1

ssh 0.0.0.0 0.0.0.0 outside

~ Note

Lastly, you should retrieve the RSA hostkey of the ASA and add it to the known-
host database in the IPS. To do this, launch the IDM and navigate to
Configuration > SSH > Known Host Keys and press the Add button. Enter the
IP address of the ASA unit and press the Retrieve Host Key button. After this,
press the OK button and then the Apply button.
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§& Add Known Host Key x|

P Address: |1 83112512 Retrieve Host Key

Modulus Length:  [1024

Public Exponert: 55537

3618057701 TE1 0645232451 91 50660333941 5004591 2
7161406061 79657 226754 28960915351 7511954831 367
M 26TE1 0236634771 23341 245684031 2408652759303
0240584490395 341 5793481 91 4604 2087025679932 1.
M420354 2841 320597 76841 9841 6TES 2831 499054 74407 ¢
010422561994 FEOS985E61 535847041 631 91 800291 032
29061 79243614 2852837T0002583911993

Public Modulus:

Ol Cancel Help

Task 6.3 Verification

Z~ Note

Check that the “shun” actually appears in the ASA. You may also inspect the
event logs in the IPS looking for status events. Notice that the IPS keeps a
session open with the ASA permanently.

RacklASA(config)# show shun
shun (outside) 183.1.46.120 0.0.0.0 0 0 O

Rack1ASA(config)# show ssh sessions

SID Client 1P Version Mode Encryption Hmac State

Username

2 204.12.1.10 1.5 - 3DES - SessionStarted
pix
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Task 6.4

Z~ Note

Create a new custom signature in the IDM. Follow to the Configuration section
and select the Signature Definitions > sig0 and select the Custom Signature
Wizard tab. Press Start the Wizard button.

fi; Cisco IDM 6.0 - 204.12.9.10

File  Help
@) &Gl m O > ® 2 st ren] s
Home Configuration Monitoring Back Forward Refresh Help CISCO
EhSar =ellp d o
Metweork LI' =
Allowved Hosts Sighature Configuration  Custom Signature Wizarc I Signature Yariables | Miscellaneous
Q, 55H
Q, Certiticates
Time
Users
‘C}‘ Interface Configuration
) Summary A custom signature can affect the pedformance of the sensor. Each time a signature is added, you
Interfaces should analyze its impact on the performance of the sensor.
Interface Pairs
YLAN Pairs To establish a haseline and test the impact of a signature, configure the Missed Packets Threshold and
YLAN Groups Motification Interval on the Interface Configuration -= Traffic Flow Motifications panel. Then allow the
N Bypass sensor to run with the current signature setto see ifthe sensor is handling the load. Adjust the values if
Tratfic Flove Motificati needed, then add a single custom signature and monitor Event Viewer for any status notifications.
UE Analysis Engine

“irtual Senzors
Global Yariables

@ Folicies

Y Signature Defintions

=il Evert Action Rules
ll—@ rules0
= Aromaly Detections
s EBilocking
T8 Blocking Properties Start the Wizard |
Device Login Profiles b
v Blocking Devices
W Router Elocking Devic
Cat 6K Blocking Devic
i Master Blocking Sens
T2 Shnp
|—@ General Configurstion + Aty Reset
K| | 3|

There is no licenze key installed on the sensor. cizco adtninistrator E|
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@ Custom Signature Wizard

Wislcome to the Custom Sighsture Wizard. This wizard will guide you through the process of

defining & custom sighsture.

Do you knowy which Signature Engine you want to use for the custom signature?

{* ves

Select Enging:  ETRIS:

=Back

| M= | Finish | Cancel | Help |
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# Custom Signature Wizard

Signature identification parameters identify and describe the signature, but do not affect the signature behavior.
You rmust specify a Signature 1D and SubSignature |D. You can override the default values, but each required
value must be unigue (not used by another signature).

Signature ID:

Alert Motes:

User Comments

SubSignature |D:

Signature Mame: |Passwurd Change

: |Aler1 on passwoard change|

[»

=Hack | Mext= | Finish | Cancel | Help |
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Z~ Note

Set Regex String to “[Pp]assword” and Service Ports to “23”. The direction
should remain as “To Service”.

s Custom Signature Wizard

Engine-specific parameters determine what the signature looks for and what causes the signature
Lo fire. %ou can set the following String TCP engine parameters used for this signature.

Matre I “alue I

—IMl Evert &.ction Produce Alert

— M Strip Telnet Options Mo
—Specify Min Match Length

—Service Ports 23
—M Direction Tao Service

[=HSpecify Exact Match Offset Mo

tzpecify Maz Match Offzet Mo

pecity Min Match Offset Mo

.| Sweap Attacker Wictim Mo

B Parstmeter uses the Detautt value, Click the value field to edit the value.
& Parameter uzes a User-Defined Walue. Click the icon to restare the default value.

=Back | Mest= | Fitizk | Cahcel | Help |
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# Custom Signature Wizard

Alert Response

‘l

You can assign the following values to this signature that reflect both your confidence in the fidelity of the
signature and the severity of the attack it represents. The Signature Fidelity Rating is any number from 0 to 100,

with 100 reflecting the most confidence in this signature. This number is used to help calculate the Risk Rating,
| which helps determine what actions result from the firing of this signature.

Signature Fidelity Rating: |1 ao

Severity of the Alert: IHigh "I

[»

=Hack | Mext= | Finish | Cancel | Help |
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# Custom Signature Wizard

Alert Behavior

The sensor sends the first alert for each address set, and then a summary of all the alerts that occur an this
address set over the next 15 seconds.

The summary alert contains the same infarmation as the ariginal alert and provides an interval summary that
| shows the number of total alerts pertime interval. A surmmary counts signature firings an attacker address.

The sensorwill not automatically upgrade {or downgrade) to global summarization mode.

To accept this alert hehavior and create the custom signature, click
Finish. To change the alert behavior, click Advanced.

=Hack | [+l et | Finish | Cancel | Help |
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Task 6.5

R6:

ip ips config location flash:/ips/
ip ips name IPS

ip ips notify log

1

logging host 10.0.0.100
!

ip ips signature-category
category all
retired true
category i10s_ips basic
retired false
1
interface Virtual-Template 1
ip ips IPS in
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~ Note
Now we need to do the following:

1) Store the signing key from Cisco in routers NVRAM. They key in R6’s flash
memory. Simply run the command

RacklR6#more flash:/realm-cisco.pub._key.txt
crypto key pubkey-chain rsa
named-key realm-cisco.pub signature
key-string
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 A8AF124A D6CC7A24 5097A975 206BE3A2 O6FBA13F 6F12CB5B 4E441F16
17E630D5 CO2AC252 912BE27F 37FDDOC8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCB D34EDOF9 085FADC1 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7AS5EDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112A35
FE3FOC87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6D9CC8E3 FOBO8B85
50437722 FFBE85B9 5E4189FF CC189CB9 69C46F9C A84DFBA5 7AOAF99E AD768C36
006CF498 079F88F8 A3B3FB1F 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE
2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFF66BE9 689782A5 CF31CB6E B4B094D3
F3020301 0001
quit
exit
exit

And copy-paste its contents to the router’s configuration prompt.

2) Load the signature definition file. The IPS signatures are stored in the flash
memory of the router as well. Issue the command similar to the one below:

Rackl1R6#copy Flash:/10S-S347-CLI1.pkg idconf

And wait till it loads all the engines. Notice that if you don’t have much of the
signatures “Retired” in your configuration, this process might drain the router out
of memory.

Now we need to enable the ICMP echo and echo reply signatures. The IDs for
these signatures remain the same during all versions of the IPS engine, and they
are 2004 and 2000.
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Rack1R6#conf t

RacklR6(config)#ip ips signature-definition
RacklR6(config-sigdef)#signature 2000 O
RacklR6(config-sigdef-sig)#status
Rack1R6(config-sigdef-sig-status)#retired false
RacklR6(config-sigdef-sig-status)#exit
RacklR6(config-sigdef-sig)#exit
Rack1lR6(config-sigdef)#signature 2004 O
RacklR6(config-sigdef-sig)#status
Rackl1R6(config-sigdef-sig-status)#enabled true
RacklR6(config-sigdef-sig-status)#retired false
RacklR6(config-sigdef-sig-status)#exit
Rack1lR6(config-sigdef-sig)#exit
Rack1lR6(config-sigdef)#exit

Do you want to accept these changes? [confirm]

~ Note

Finally, change the target value rating for the network 183.X.146.0/24

RacklR6(config)#ip ips event-action-rules
Rack1lR6(config-rul)#target-value mission-critical target-address
183.1.46.0/24

RacklR6(config-rub)#exit

Do you want to accept these changes? [confirm]

Task 6.5 Verification

~ Note

First, check the basic IPS configuration information. Notice the interfaces
enabled for IPS and syslog event notification. Also, the part of CLI configuration
is category definition.

Rack1lR6#show ip ips all

IPS Signature File Configuration Status
Configured Config Locations: flash:/ips/
Last signature default load time: 15:16:03 UTC Apr 12 2009
Last signature delta load time: 15:25:37 UTC Apr 12 2009
Last event action (SEAP) load time: 15:45:36 UTC Apr 12 2009

General SEAP Config:

Global Deny Timeout: 3600 seconds
Global Overrides Status: Enabled
Global Filters Status: Enabled

IPS Auto Update is not currently configured

Accessed by fedorov@iscotrain.ru from85.141.70.158 at 00:17:16 Aug 06, 2009

Copyright © 2009 Internetwork Expert www.INE.com
-95 -




CCIE Security Lab Workbook Vol Il Solutions Guide Version 5.0 Lab 1

IPS Syslog and SDEE Notification Status
Event notification through syslog is enabled
Event notification through SDEE is disabled

IPS Signature Status
Total Active Sighatures: 340
Total Inactive Signatures: 1980

IPS Packet Scanning and Interface Status
IPS Rule Configuration
IPS name IPS
IPS fail closed is disabled
IPS deny-action ips-interface is false
Interface Configuration
Interface Virtual-Templatel
Inbound IPS rule is IPS
Outgoing IPS rule is not set
Interface Virtual-Accessl
Inbound IPS rule is IPS
Outgoing IPS rule is not set

IPS Category CLI Configuration:
Category all:
Retire: True
Category ios_ips basic:
Retire: False

~ Note

Now check that the ICMP signatures are actually enabled in the IPS
configuration.
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RacklR6#show ip ips signatures sigid 2000 subid O

En - possible values are Y, Y*, N, or N*
Y: signature is enabled
N: enabled=false in the signature definition Ffile
*: retired=true in the signature definition Ffile
Cmp - possible values are Y, Ni, Nr, Nf, or No
Y: signature is compiled
Ni: signature not compiled due to invalid or missing parameters
Nr: signature not compiled because it is retired
Nf: signature compile failed
No: signature is obsoleted
Action=(A)lert, (D)eny, (R)eset, Deny-(H)ost, Deny-(F)low

Trait=alert-traits EC=event-count Al=alert-
interval

GST=global-summary-threshold Sl=summary-interval SM=summary-mode
SW=swap-attacker-victim SFR=sig-fidelity-rating Rel=release

SigID:SubID En Cmp  Action Sev Trait EC Al GST SI SM SW
SFR Rel

2000:0 Y Y A INFO 0 1 0 200 30 FA N

sig-name: ICMP Echo Reply
sig-string-info: My Sig Info
sig-comment: Sig Comment
Engine atomic-ip params:
fragment-status :
icmp-type - O
14-protocol : icmp

Rackl1lR6#show ip ips signatures sigid 2004 subid O

En - possible values are Y, Y*, N, or N*
Y: signature is enabled
N: enabled=false in the signature definition Ffile
*: retired=true in the signature definition Ffile
Cmp - possible values are Y, Ni, Nr, Nf, or No
Y: signature is compiled
Ni: signature not compiled due to invalid or missing parameters
Nr: signature not compiled because it is retired
Nf: signature compile failed
No: signature is obsoleted
Action=(A)lert, (D)eny, (R)eset, Deny-(H)ost, Deny-(F)low

Trait=alert-traits EC=event-count Al=alert-
interval

GST=global-summary-threshold Sl=summary-interval SM=summary-mode
SW=swap-attacker-victim SFR=sig-fidelity-rating Rel=release
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SiglD:SubID En Cmp Action Sev Trait EC Al GST SI SM sw
SFR Rel

2004:0 Y Y A INFO 0 1 0 200 30 FA N
100 S1

sig-name: ICMP Echo Request
sig-string-info: My Sig Info
sig-comment: Sig Comment
Engine atomic-ip params:
fragment-status :
icmp-type - 8
14-protocol : icmp

~ Note

Check the target value rating for VLAN46 network.

RacklR6#show ip ips event-action-rules target-value-rating

Target Value Ratings
Target Value Setting IP range
mission-critical 183.1.46.0-183.1.46.255

~ Note

Ensure that logging to the AAA/CA server is enabled in R6.

Rackl1R6#show logging
<snip>

ESM: O messages dropped

Trap logging: level informational, 126 message lines logged

Logging to 10.0.0.100 (udp port 514,

authentication disabled, encryption disabled,

13 message lines logged,
0 message lines rate-limited,
0 message lines dropped-by-MD,

xml disabled, sequence number disabled

filtering disabled

audit disabled,

link up),
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Z Note

Now generate some test traffic and ensure that the IPS engine catches it.

Rack1R6#ping 119.0.0.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 119.0.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms

Rack1R6#

%IPS-4-SIGNATURE: Sig:2000 Subsig:0 Sev:25
-> 54.1.7.6:8] VRF:NONE RiskRating:25
%I1PS-4-SIGNATURE: Sig:2000 Subsig:0 Sev:25
-> 54.1.7.6:8] VRF:NONE RiskRating:25
%IPS-4-SIGNATURE: Sig:2000 Subsig:0 Sev:25
-> 54.1.7.6:8] VRF:NONE RiskRating:25
%IPS-4-SIGNATURE: Sig:2000 Subsig:0 Sev:25
-> 54.1.7.6:8] VRF:NONE RiskRating:25
%IPS-4-SIGNATURE: Sig:2000 Subsig:0 Sev:25
-> 54.1.7.6:8] VRF:NONE RiskRating:25

Task 7.1

4

Enable sequencing in log messages

[, 5]

service sequence-numbers

1 Specify syslog host and logging level

logging 10.0.0.100
logging trap informational

Task 7.1 Verification

RacklR4(config)#interface Fastethernet 0/1
Rack1R4(config-if)#shutdown

I1CMP

I1CMP

ICMP

1CMP

1CMP

Echo

Echo

Echo

Echo

Echo

Reply [119.0.0.1:0
Reply [119.0.0.1:0
Reply [119.0.0.1:0
Reply [119.0.0.1:0

Reply [119.0.0.1:0

000067: %LINK-5-CHANGED: Interface FastEthernet0/1, changed state to

administratively down

000068: %LINEPROTO-5-UPDOWN: Line protocol on Interface

FastEthernet0/1, changed state to down
Rackl1lR4(config-if)#no shutdown

000069: %LINK-3-UPDOWN: Interface FastEthernet0/1, changed state to up
000070: %LINEPROTO-5-UPDOWN: Line protocol on Interface

FastEthernet0/1, changed state to up
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Rackl1R4#show logging

Syslog logging: enabled (0 messages dropped, 1 messages rate-limited, O
flushes, 0 overruns, xml disabled)

Console logging: level debugging, 58 messages logged, xml disabled
Monitor logging: level debugging, O messages logged, xml disabled
Buffer logging: disabled, xml disabled

Logging Exception size (4096 bytes)

Count and timestamp logging messages: disabled

Trap logging: level informational, 65 message lines logged

Logging to 10.0.0.100, O message lines logged, xml disabled

Task 7.2

R4 & R6:
1

1 Username for local authentication
1

Qsername SSH password 0 CISCO

i Generate the RSA key
1

ip domain name ine.com
1

crypto key generate rsa general modulus 512

1 Restrict VTY access
1

éccess—list 60 permit 183.1.0.0 0.0.255.255

!
I Apply access-restrictions and configure input transport
I

line vty 0 4
login local
transport input ssh
access-class 60 in
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Task 7.2 Verification

Rackl1R4#show ip ssh
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

RacklR6#sho ip ssh
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

Rackl1lR4#ssh -1 SSH 150.1.6.6

Password: CISCO

Rack1R6>

Rackl1R4#telnet 150.1.6.6

Trying 150.1.6.6 ...

% Connection refused by remote host

RacklR4(config)#ip ssh source-interface FastEthernet 0/1
RacklR4(config)#™Z

RacklR4#ssh -1 SSH 150.1.6.6
Connection refused by remote host
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Task 7.3

L T U

5:

Access-list to classify the VPN traffic

It uses the tunneled VPN IP addressing,

since QoS Pre-Classification has been enabled
p access-list ext VPN_TRAFFIC

permit ip 10.5.5.0 0.0.0.255 10.8.8.0 0.0.0.255

Class to match VPN traffic

class-map VPN_TRAFFIC

match access-group name VPN_TRAFFIC

Class to distinguish voice traffic (using the DSCP value)

class-map VOICE_TRAFFIC

match dscp ef

Tunnel policy to provide priority treatment for voice traffic

inside the VPN tunnel

policy-map TUNNEL_POLICY

class VOICE_TRAFFIC
priority 128

Interface policy to provide minimum bandwidth guarantee
and limit the maximum transmissin speed

Here “shape” limits maxmimum speed, and “bandwidth” provides
minimum bandwidth reservation in case of congestion

policy-map INTERFACE_POLICY

class VPN_TRAFFIC
shape average 2000000
service-policy TUNNEL_ POLICY

Set interface bandwidth and apply the QoS Policy

nterface FastEthernet 0/1

service-policy out INTERFACE_POLICY
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Task 7.3 Verification

~ Note

To verify the QoS processing for traffic marked with DSCP value of EF, configure
the telnet server in R5 to mark traffic with the TOS byte of 0xB8, corresponding
to the DSCP value of EF.

R5:
ip telnet tos B8

~ Note

Now connect to R5 across the VPN using the telnet session and then check the
policy-map statistics. Ensure that there are matches for packets marked with
DSCP value of EF.

Racklsw2#telnet 10.5.5.5 /source-interface vlan 8
Trying 10.5.5.5 ... Open

User Access Verification

Username: NOC
Password: CISCO

Rack1R5#show policy-map interface fastEthernet 0/1
FastEthernet0/1

Service-policy output: INTERFACE_POLICY

Class-map: VPN_TRAFFIC (match-all)
44 packets, 5096 bytes
5 minute offered rate 2000 bps, drop rate O bps
Match: access-group name VPN_TRAFFIC
Traffic Shaping

Target/Average Byte Sustain Excess Interval
Increment
Rate Limit bits/int bits/int (ms)
(bytes)
2000000/2000000 12500 50000 50000 25 6250
Adapt Queue Packets Bytes Packets Bytes
Shaping
Active Depth Delayed Delayed Active
- 0 44 5096 0 0 no
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Service-policy : TUNNEL_POLICY

Class-map: VOICE_TRAFFIC (match-all)
43 packets, 4986 bytes
5 minute offered rate 2000 bps, drop rate O bps
Match: dscp ef (46)
Queueing
Strict Priority
Output Queue: Conversation 72
Bandwidth 128 (kbps) Burst 3200 (Bytes)
(pkts matched/bytes matched) 0/0
(total drops/bytes drops) 0/0

Class-map: class-default (match-any)
1 packets, 110 bytes
5 minute offered rate 0 bps, drop rate O bps
Match: any

Class-map: class-default (match-any)
4973 packets, 382211 bytes
5 minute offered rate 1000 bps, drop rate O bps
Match: any

Task 8.1

R2:
1

1 Basic BGP configuration, using peer-group for smaller config

I

router bgp 100

neighbor IBGP peer-group

neighbor IBGP remote-as 100

neighbor IBGP send-community

neighbor IBGP update-source LoopbackO

1 Peer with R1,R6
1

ﬁeighbor 150.1.1.1 peer-group IBGP
neighbor 150.1.6.6 peer-group IBGP
1

;edistribute static route-map STATIC TO BGP

A /32 route used as next-hop to “drop” the packets
It should be configured on every participating router.

p route 192.0.2.1 255.255.255.255 nullO

1
1 Blackhole route, the one we want to “screen”

I (In this case — route to the server under attack)
I

i

:p route 183.1.37.200 255.255.255.255 null0 tag 100

Accessed by fedorov@iscotrain.ru from85.141.70.158 at 00:17:16 Aug 06, 2009

Copyright © 2009 Internetwork Expert
-104 -

www.INE.com



CCIE Security Lab Workbook Vol Il Solutions Guide Version 5.0 Lab 1

Route-map to signal RTHB information.

Note that Origin and Local Pref are changed to ensure
that route is alwasy preferred by BGP best-path selection.

No-Export community is used to contain RTBH route inside our AS.
Match Tag is used for scalable route lookup.

route-map STATIC_TO_BGP permit 10
match tag 100

set local-preference 200

set origin igp

set community no-export

set ip next-hop 192.0.2.1

R1 & R6:

router bgp 100

neighbor 150.1.2.2 remote-as 100

neighbor 150.1.2.2 update-source LoopbackO
1
ip route 192.0.2.1 255.255.255.255 null0

Task 8.1 Verification

~ Note

Firstly check that all routers see the prefix with the next-hop of 192.0.2.1, which
is routed to NullO.

Rackl1R2#show ip bgp 183.1.37.200
BGP routing table entry for 183.1.37.200/32, version 9
Paths: (1 available, best #1, table Default-1P-Routing-Table, not
advertised to EBGP peer)
Flag: 0x820
Advertised to update-groups:
1
Local
192.0.2.1 from 0.0.0.0 (150.1.2.2)
Origin IGP, metric 0, localpref 200, weight 32768, valid,
sourced, best
Community: no-export
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RacklR1#show ip bgp 183.1.37.200
BGP routing table entry for 183.1.37.200/32, version 40
Paths: (1 available, best #1, table Default-1P-Routing-Table, not
advertised to EBGP peer, Advertisements suppressed by an aggregate.)
Flag: 0x820
Not advertised to any peer
Local
192.0.2.1 from 150.1.2.2 (150.1.2.2)
Origin IGP, metric 0, localpref 200, valid, internal, best
Community: no-export
Rack1R1#

Rack1R6#show ip bgp 183.1.37.200
BGP routing table entry for 183.1.37.200/32, version 22
Paths: (1 available, best #1, table Default-1P-Routing-Table, not
advertised to EBGP peer, Advertisements suppressed by an aggregate.)
Not advertised to any peer
Local
192.0.2.1 from 150.1.2.2 (150.1.2.2)
Origin IGP, metric 0, localpref 200, valid, internal, best
Community: no-export

~ Note

To make sure, issue the following command to check the CEF next-hop for the
prefix. You should repeat this command on all border BGP routers.

Rackl1R6#sh ip cef 183.1.37.200
183.1.37.200/32
nexthop 192.0.2.1 NullO

~ Note

You can’t get access to the backbone routers in the real lab, but in INE-
compatible racks you could. Do a traceroute and ensure the packets are dropped
at R6.

BB1-FRS>traceroute 183.1.37.200

Type escape sequence to abort.
Tracing the route to 183.1.37.200
6 20 msec 20 msec 20 msec
6 H

4.1.7.
4.1.7. * IH
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Task 8.2

2:

Add new route-map entry, to propagate self-originated
routes with a “high priority’. Therefore, we attract
traffic destined to particular network to the “sinkhole”
router.

T T ¥

Traffic should be only diverted “locally’, i.e. inside our AS
Therefor “no-export” community is applied.

route-map STATIC_TO_BGP permit 20
match tag 200
set local-preference 200
set origin igp
set community no-export

I In this case, we want to attract the traffic for network 112.0.0.0/8
I which is suspected to be the source of the attack. We use special
I tag to distinguish such “sinkhole” networks.

p route 112.0.0.0 255.0.0.0 NullO tag 200

I Next, we need a way to intercept and log ICMP unreachable messages

p access-list ext LOG_UNREACHABLES
permit icmp any any unreachable log
permit ip any any

nterface Serial 0/0.123
ip access-group LOG_UNREACHABLES in

I Tune access-list logging to log every ACL line hit

p access-list log-update threshold 1

I Redistribute static routes into OSPF so non-BGP hosts may reach it

route-map STATIC_TO_OSPF

match tag 200
1

router ospf 1
redistribute static subnets route-map STATIC _TO_OSPF
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Task 8.2 Verification

RacklR6#show ip route 112.0.0.0
Routing entry for 112.0.0.0/8
Known via ""bgp 100", distance 200, metric O, type internal
Redistributing via ospf 1
Last update from 150.1.2.2 00:09:35 ago
Routing Descriptor Blocks:
* 150.1.2.2, from 150.1.2.2, 00:09:35 ago
Route metric is 0, traffic share count is 1
AS Hops O

Rackl1R6#show ip bgp 112.0.0.0
BGP routing table entry for 112.0.0.0/8, version 23
Paths: (2 available, best #1, table Default-1P-Routing-Table, not
advertised to EBGP peer)
Not advertised to any peer
Local
150.1.2.2 (metric 911) from 150.1.2.2 (150.1.2.2)
Origin IGP, metric 0, localpref 200, valid, internal, best
Community: no-export
54 50 60
54.1.7.254 from 54.1.7.254 (212.18.3.1)
Origin IGP, metric O, localpref 100, valid, external

~ Note

The following simulation cannot be reproduced in rental racks as it uses the
enable mode privilege. Ping the “blackbholed” host off the subnet that is
redirected to the sinkhole. Notice that the log entries in R2 contain the IP address
of the edge router that dropped the packet. This allows tracking of the network
entrance point.

BB1-FRS#ping 183.1.37.200 source 112.0.0.1

Rackl1R2#show ip access-lists

Extended IP access list LOG_UNREACHABLES
10 permit icmp any any unreachable log (5 matches)
20 permit ip any any (3734 matches)

Rack1R2#show logging

Syslog logging: enabled (1 messages dropped, O messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering

disabled)

<snip>
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Log Buffer (4096 bytes):

%SEC-6-1PACCESSLOGDP: list LOG_UNREACHABLES permitted
112.0.0.1 (3/1), 1 packet
%SEC-6-1PACCESSLOGDP: list LOG_UNREACHABLES permitted
112.0.0.1 (3/1), 1 packet
%SEC-6-1PACCESSLOGDP: list LOG_UNREACHABLES permitted
112.0.0.1 (3/1), 1 packet
%SEC-6-1PACCESSLOGDP: list LOG_UNREACHABLES permitted
112.0.0.1 (3/1), 1 packet
%SEC-6-1PACCESSLOGDP: list LOG_UNREACHABLES permitted
112.0.0.1 (3/1), 1 packet

icmp 54.1.7.6 ->
icmp 54.1.7.6 ->
icmp 54.1.7.6 ->
icmp 54.1.7.6 ->

icmp 54.1.7.6 ->
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