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Task 1.1 
  
ASA1: 
hostname Rack1ASA1 
! 
interface Ethernet0/0 
 nameif outside 
 ip address 132.1.69.9 255.255.255.0  
 no shutdown 
! 
interface Ethernet0/1 
 nameif inside 
 ip address 132.1.29.9 255.255.255.0 
 no shutdown 
 

Task 1.1 Verification 
 
Rack1ASA1(config)# ping 132.1.29.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 132.1.29.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/10 ms 
 
Rack1ASA1(config)# ping 132.1.69.6 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 132.1.69.6, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms 
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Task 1.2 
 

 Note 

Enable multiple-context mode in ASA2, then reboot in the system context and 
create two customer contexts. Notice the new names given to the physical 
interfaces inside the customer contexts. Don’t forget the mac-address auto 
statement for proper traffic classification. 

ASA2: 
ciscoasa# conf t 
ciscoasa(config)# mode multiple  
WARNING: This command will change the behavior of the device 
WARNING: This command will initiate a Reboot 
Proceed with change mode? [confirm]  
Convert the system configuration? [confirm] 
 
ASA2: 
hostname Rack1ASA2  
 
! 
! Automatically generate MAC addresses for the shared interface 
! 
mac-address auto 
! 
! Configure ContexA settings 
! 
context ContextA 
  allocate-interface Ethernet0/0 outside  
  allocate-interface Ethernet0/1 insideA  
  config-url disk0:/ContextA.cfg 
 
! 
! Configure ContextA as admin-context 
! And drop the old admin context   
! 
admin-context ContextA 
no context admin noconfirm 
 
! 
! Configure ContexB settings 
! 
context ContextB 
  allocate-interface Ethernet0/0 outside  
  allocate-interface Ethernet0/2 insideB  
  config-url disk0:/ContextB.cfg 
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! 
! Enable physical interfaces allocated to contexts 
! 
interface Ethernet0/0 
  no shutdown 
! 
interface Ethernet0/1 
  no shutdown 
! 
interface Ethernet0/2 
  no shutdown 
 

Task 1.2 Verification 
 
Rack1ASA2(config)# changeto context ContextA 
Rack1ASA2/ContextA(config)# show interface  
Interface insideA "", is up, line protocol is up 
        Available but not configured via nameif 
Interface outside "", is up, line protocol is up 
        Available but not configured via nameif 
 

Task 1.3 
 

 Note 

Use commands changeto context ContextA and changeto context 
ContexB to change from system to respective customer context. Use the 
mapped interface names inside the contexts. 

ASA2/ContextA: 
interface insideA 
 nameif inside 
 ip address 204.12.1.13 255.255.255.0  
 no shutdown 
! 
interface outside 
 nameif outside 
 ip address 132.1.137.113 255.255.255.0 
 no shutdown
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ASA2/ContextB: 
interface insideB 
 nameif inside 
 ip address 132.1.138.13 255.255.255.0  
 no shutdown 
! 
interface outside 
 nameif outside 
 ip address 132.1.137.213 255.255.255.0 
 no shutdown 
 

Task 1.3 Verification 
 
Rack1ASA2/ContextA(config)# ping 132.1.137.7 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 132.1.137.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
 
Rack1ASA2/ContextA(config)# ping 204.12.1.254 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 204.12.1.254, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms 
 
Rack1ASA2/ContextB(config)# ping 132.1.137.7 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 132.1.137.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms 
 
Rack1ASA2/ContextB(config)# ping 132.1.138.8 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 132.1.138.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms 
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Task 1.4 
 
SW1: 
ip route 132.1.138.0 255.255.255.0 132.1.137.213 
ip route 204.12.1.0 255.255.255.0 132.1.137.113 
 
! 
! Redistribute static subnets to provide full connectivity  
!  
router ospf 1 
 redistribute static subnets 
 
ASA2/ContextA & ContextB: 
route outside 0 0 132.1.137.7 
 

Task 1.4 Verification 
 

 Note 

Confirm that other routers can see the networks redistributed into IGP as OSPF 
external prefixes. Keep in mind that you cannot reach SW2 or BB3 right now, as 
the necessary firewall configurations have not been applied yet. 

Rack1R2#show ip route ospf  
O E2 204.12.1.0/24 [110/20] via 132.1.0.1, 00:02:37, Serial0/0.1234 
     10.0.0.0/24 is subnetted, 1 subnets 
O IA    10.0.0.0 [110/138] via 132.1.0.4, 01:45:40, Serial0/0.1234 
     132.1.0.0/16 is variably subnetted, 10 subnets, 2 masks 
O E2    132.1.138.0/24 [110/20] via 132.1.0.1, 00:02:37, Serial0/0.1234 
O IA    132.1.170.0/24 [110/74] via 132.1.0.1, 01:44:21, Serial0/0.1234 
O       132.1.0.4/32 [110/64] via 132.1.0.4, 01:45:40, Serial0/0.1234 
O       132.1.0.1/32 [110/64] via 132.1.0.1, 01:45:40, Serial0/0.1234 
O       132.1.0.3/32 [110/64] via 132.1.0.3, 01:45:40, Serial0/0.1234 
O IA    132.1.35.0/24 [110/192] via 132.1.0.4, 01:45:40, Serial0/0.1234 
O IA    132.1.45.0/24 [110/128] via 132.1.0.4, 01:45:40, Serial0/0.1234 
O IA    132.1.115.0/24 [110/138] via 132.1.0.4, 01:45:40, 
Serial0/0.1234 
     150.1.0.0/16 is variably subnetted, 6 subnets, 2 masks 
O IA    150.1.7.7/32 [110/75] via 132.1.0.1, 01:44:16, Serial0/0.1234 
O IA    150.1.5.5/32 [110/129] via 132.1.0.4, 01:45:40, Serial0/0.1234 
O       150.1.4.4/32 [110/65] via 132.1.0.4, 01:45:42, Serial0/0.1234 
O       150.1.3.3/32 [110/65] via 132.1.0.3, 01:45:42, Serial0/0.1234 
O       150.1.1.1/32 [110/65] via 132.1.0.1, 01:45:42, Serial0/0.1234 
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Task 1.5 
 
ASA1: 
router rip 
 version 2 
 no auto-summary 
 network 132.1.0.0 
 default-information originate 
! 
interface Ethernet 0/1 
  rip authentication key CISCO key_id 1 
! 
! Access-list to permit only the default route 
! 
access-list DEFAULT_ONLY standard permit host 0.0.0.0 
 
! 
! Permit only the default route to R2. 
!  
router rip 
  distribute-list DEFAULT_ONLY out interface inside 
  
R2: 
key chain RIP 
 key 1 
  key-string CISCO 
! 
interface FastEthernet0/0 
 ip rip authentication key-chain RIP 
 
 

  Pitfall 
 

Do not apply a key-chain to an interface before it has been created in 
the global configuration.  When making changes to a key-chain, remove 
it from the interface and reapply it after the changes have been made.  
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Task 1.5 Verification 
 

 Note 

Check that R2 is configured for RIP authentication.  

Rack1R2#show ip protocols | beg is "rip" 
Routing Protocol is "rip" 
  Sending updates every 30 seconds, next due in 2 seconds 
  Invalid after 180 seconds, hold down 180, flushed after 240 
  Outgoing update filter list for all interfaces is not set 
  Incoming update filter list for all interfaces is not set 
  Redistributing: ospf 1 (internal, external 1 & 2, nssa-external 1 & 
2) 
                   
  Redistributing: rip 
  Default version control: send version 2, receive version 2 
    Interface             Send  Recv  Triggered RIP  Key-chain 
    FastEthernet0/0       2     2                    RIP              
  Automatic network summarization is not in effect 
  Maximum path: 4 
  Routing for Networks: 
    132.1.0.0 
  Passive Interface(s): 
    VoIP-Null0 
    Serial0/0 
    Serial0/0.1234 
    Serial0/1 
    Virtual-Access1 
    Loopback0 
  Routing Information Sources: 
    Gateway         Distance      Last Update 
    132.1.29.9           120      00:00:11 
  Distance: (default is 120) 
 

 Note 

Using RIP packet debugging, confirm that R2 receives authenticated RIP 
updates with only the default route. 

Rack1R2#debug ip rip 
RIP protocol debugging is on 
 
Rack1R2# 
RIP: received packet with text authentication CISCO 
RIP: received v2 update from 132.1.29.9 on Ethernet0/0 
      0.0.0.0/0 via 0.0.0.0 in 1 hops 
 
Rack1R2#show ip route rip  
R*   0.0.0.0/0 [120/1] via 132.1.29.9, 00:00:19, Ethernet0/0 
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Rack1ASA1(config)# show route 
 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - 
BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area  
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS 
inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
 
Gateway of last resort is not set 
 
R    204.12.1.0 255.255.255.0 [120/1] via 132.1.29.2, 0:00:07, inside 
R    10.0.0.0 255.255.255.0 [120/1] via 132.1.29.2, 0:00:07, inside 
R    132.1.138.0 255.255.255.0 [120/1] via 132.1.29.2, 0:00:07, inside 
R    132.1.170.0 255.255.255.0 [120/1] via 132.1.29.2, 0:00:07, inside 
R    132.1.0.4 255.255.255.255 [120/1] via 132.1.29.2, 0:00:07, inside 
R    132.1.0.1 255.255.255.255 [120/1] via 132.1.29.2, 0:00:07, inside 
R    132.1.0.0 255.255.255.0 [120/1] via 132.1.29.2, 0:00:07, inside 
R    132.1.0.3 255.255.255.255 [120/1] via 132.1.29.2, 0:00:07, inside 
C    132.1.29.0 255.255.255.0 is directly connected, inside 
R    132.1.35.0 255.255.255.0 [120/1] via 132.1.29.2, 0:00:07, inside 
R    132.1.45.0 255.255.255.0 [120/1] via 132.1.29.2, 0:00:07, inside 
C    132.1.69.0 255.255.255.0 is directly connected, outside 
R    132.1.115.0 255.255.255.0 [120/1] via 132.1.29.2, 0:00:07, inside 
R    150.1.6.0 255.255.255.0 [120/1] via 132.1.69.6, 0:00:07, outside 
R    150.1.2.0 255.255.255.0 [120/1] via 132.1.29.2, 0:00:11, inside 
R    150.1.7.7 255.255.255.255 [120/1] via 132.1.29.2, 0:00:11, inside 
R    150.1.5.5 255.255.255.255 [120/1] via 132.1.29.2, 0:00:11, inside 
R    150.1.4.4 255.255.255.255 [120/1] via 132.1.29.2, 0:00:11, inside 
R    150.1.3.3 255.255.255.255 [120/1] via 132.1.29.2, 0:00:11, inside 
R    150.1.1.1 255.255.255.255 [120/1] via 132.1.29.2, 0:00:11, inside 
 

Task 1.6 
 
R6: 
key chain RIP 
 key 1 
  key-string CISCO 
! 
! Apply key-chain to the interface 
! 
interface FastEthernet0/0 
 ip rip authentication mode md5 
 ip rip authentication key-chain RIP 
 
ASA1: 
interface Ethernet0/0 
 rip authentication mode md5 
 rip authentication key CISCO key_id 1 
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Task 1.6 Verification 
 

 Note 

Check the protocol settings for the authentication key. Enable RIP packets 
debugging to confirm the reception of authenticated RIP updates. 

Rack1R6#show ip protocols  
Routing Protocol is "rip" 
  Sending updates every 30 seconds, next due in 5 seconds 
  Invalid after 180 seconds, hold down 180, flushed after 240 
  Outgoing update filter list for all interfaces is not set 
  Incoming update filter list for all interfaces is not set 
  Redistributing: rip 
  Default version control: send version 2, receive version 2 
    Interface             Send  Recv  Triggered RIP  Key-chain 
    Ethernet0/0           2     2                    RIP              
    Loopback0             2     2                                     
  Automatic network summarization is not in effect 
  Maximum path: 4 
  Routing for Networks: 
    132.1.0.0 
    150.1.0.0 
  Routing Information Sources: 
    Gateway         Distance      Last Update 
    132.1.69.9           120      00:00:04 
  Distance: (default is 120) 
 
Rack1R6#debug ip rip  
RIP protocol debugging is on 
 
Rack1R6# 
RIP: received packet with MD5 authentication 
RIP: received v2 update from 132.1.69.9 on Ethernet0/0 
     0.0.0.0/0 via 0.0.0.0 in 1 hops 
<snip>  
 

Copyright © 2009 Internetwork Expert www.INE.com
- 9 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:07:06 Aug 31,2009

CCIE Security Lab Workbook VOL II   Solutions Guide    Version 5.0 Lab 2
 

Task 1.7 
 
ASA1: 
! 
! Access-List for policy NAT 
! 
access-list ICMP extended permit icmp any any 
 
! 
! Translate all inside addresses 
! 
nat (inside) 1 0.0.0.0 0.0.0.0 
global (outside) 1 interface 
 
! 
! Policy NAT for ICMP packets 
! 
nat (inside) 2 access-list ICMP 
global (outside) 2 132.1.69.222 
 
! 
! Static NAT to keep BGP session intact 
! 
static (inside,outside) 150.1.2.2 150.1.2.2 
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Task 1.7 Verification 
 

 Note 

Enable ICMP tracing in the firewall. Send some ICMP packets through the 
firewall ( the returning packets will be blocked though). Confirm that the firewall 
translates the source IP addresses using the PAT pool. 

Rack1ASA1(config)# debug icmp trace 
 
Rack1R2#ping 150.1.6.6 timeout 0 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 150.1.6.6, timeout is 0 seconds: 
..... 
Success rate is 0 percent (0/5) 
 
Rack1ASA1(config)# 
ICMP echo request from inside:132.1.29.2 to outside:150.1.6.6 ID=73 
seq=115 len=72 
ICMP echo request translating inside:132.1.29.2/73 to 
outside:132.1.69.222/1 
ICMP echo request from inside:132.1.29.2 to outside:150.1.6.6 ID=74 
seq=115 len=72 
<output omitted> 
 
Rack1R2#telnet 150.1.6.6 
Trying 150.1.6.6 ... Open 
 
 
User Access Verification 
 
Password:  
Rack1R6> 
 
Rack1ASA1(config)# show xlate 
1 in use, 1006 most used 
PAT Global 132.1.69.9(1024) Local 132.1.29.2(11019) 
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Task 1.8 
 
R6: 
! 
! Configure BGP password 
! 
router bgp 100 
 neighbor 150.1.2.2 password CISCO 
 

 Note 

The static route to R6’s Loopback0 IP address in R2 is required, because eBGP 
session will not start when the destination is only reachable via the default route. 

R2: 
! 
! Set BGP password 
! 
router bgp 100 
 neighbor 150.1.6.6 password CISCO 
! 
ip route 150.1.6.6 255.255.255.255 132.1.29.9 
 
ASA1: 
! 
! A TCP inspection policy, that permits TCP option 19 
! This option is used to authenticate the BGP peering 
! It carries the actual hash value. 
! 
tcp-map BGP 
  tcp-options range 19 19 allow 
 
! 
! Class-map to classify BGP traffic 
!  
class-map BGP 
 match port tcp eq bgp 
 
! 
! Actual policy that disables TCP random-sequencing for 
! BGP sessions and applies TCP inspection policy 
! 
policy-map global_policy 
 class BGP 
  set connection advanced-options BGP 
  set connection random-sequence-number disable 

Copyright © 2009 Internetwork Expert www.INE.com
- 12 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:07:06 Aug 31,2009

CCIE Security Lab Workbook VOL II   Solutions Guide    Version 5.0 Lab 2
 

Task 1.8 Verification 
 
Rack1R2#show ip bgp neighbors 150.1.6.6 routes  
BGP table version is 17, local router ID is 150.1.2.2 
Status codes: s suppressed, d damped, h history, * valid, > best, i - 
internal, 
              r RIB-failure, S Stale 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop            Metric LocPrf Weight Path 
*>i112.0.0.0        150.1.6.6                0    100      0 54 50 60 i 
*>i113.0.0.0        150.1.6.6                0    100      0 54 50 60 i 
*>i114.0.0.0        150.1.6.6                0    100      0 54 i 
*>i115.0.0.0        150.1.6.6                0    100      0 54 i 
*>i116.0.0.0        150.1.6.6                0    100      0 54 i 
*>i117.0.0.0        150.1.6.6                0    100      0 54 i 
*>i118.0.0.0        150.1.6.6                0    100      0 54 i 
*>i119.0.0.0        150.1.6.6                0    100      0 54 i 
 
Total number of prefixes 8 
 

Task 1.9 
 

 Note 

We have to use static PAT (not just a single bi-directional NAT entry) because 
there is another task that maps different ports on the same outside IP to the 
different inside IP. 

ASA1: 
static (inside,outside) tcp 132.1.69.100 80 132.1.29.100 80 
static (inside,outside) tcp 132.1.69.100 443 132.1.29.100 443 
 
! 
! Time-range to match weekdays 
!  
time-range WEEKDAYS 
  periodic weekdays 00:00 to 23:59 
 
! 
! Access-Control Policy 
! 
access-list OUTSIDE_IN permit tcp any host 132.1.69.100 eq 80 time 
WEEKDAYS 
access-list OUTSIDE_IN permit tcp any host 132.1.69.100 eq 443 time 
WEEKDAYS 
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Task 1.9 Verification 
 

 Note 

Verify the time-rage in ASA1 by switching the system clock to a date on the 
weekday/weekends and seeing if the time-range becomes active. 

Rack1ASA1(config)# show time-range  
 
time-range entry: WEEKDAYS (inactive) 
   periodic weekdays 0:00 to 23:59 
   used in: IP ACL entry 
   used in: IP ACL entry 
 
Rack1ASA1(config)# show clock  
16:09:51.722 UTC Sun Jan 17 1993 
 
Rack1ASA1(config)# clock set 16:09:51 Feb 13 2007 
Rack1ASA1(config)# show time-range 
 
time-range entry: WEEKDAYS (active) 
   periodic weekdays 0:00 to 23:59 
   used in: IP ACL entry 
   used in: IP ACL entry 
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Task 1.10  
 

 Note 

Configure additional static PAT entries for the additional ports. Enable FTP 
inspection on port 10021. 

ASA1: 
! 
! Static PAT 
! 
static (inside,outside) tcp 132.1.69.100 ftp 132.1.29.101 ftp 
static (inside,outside) tcp 132.1.69.100 10021 132.1.29.101 10021 
 
! 
! Configure ACL to permit TCP connections on ports 21/10021 
! 
access-list OUTSIDE_IN extended permit tcp any host 132.1.69.100 eq ftp  
access-list OUTSIDE_IN extended permit tcp any host 132.1.69.100 eq 
10021 
 
! 
! Match port 10021 
! 
class-map FTP_10021 
 match port tcp eq 10021 
 
! 
! Inspect FTP on port 10021 
! 
policy-map global_policy 
 class FTP_10021 
  inspect ftp 
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Tasks 1.9 - 1.10 Verification 
 

 Note 

Using the ip alias command configure R2 to respond on requests sent to the IP 
addresses 132.X.29.100 and 132.X.29.101. Simulate connections to ports 21, 
80, 443 and 10021 after that. Make sure R2 receives TCP SYN packets and 
responds with RST segments. 

R2: 
ip alias 132.1.29.100 80 
ip alist 132.1.29.101 21 
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Rack1R2#debug ip tcp transactions  
TCP special event debugging is on 
 
Rack1R6#telnet 132.1.69.100 80 
Trying 132.1.69.100, 80 ...  
% Connection refused by remote host 
 
Rack1R6#telnet 132.1.69.100 21 
Trying 132.1.69.100, 21 ...  
% Connection refused by remote host 
 
Rack1R6#telnet 132.1.69.100 10021 
Trying 132.1.69.100, 10021 ...  
% Connection refused by remote host 
 
Rack1R6#telnet 132.1.69.100 443   
Trying 132.1.69.100, 443 ...  
% Connection refused by remote host 
 
Rack1R2# 
TCP: sending RST, seq 0, ack 2814639545 
TCP: sent RST to 132.1.69.6:11034 from 132.1.29.100:80 
Rack1R2# 
TCP: connection attempt to port 0 
TCP: sending RST, seq 0, ack 1296412693 
TCP: sent RST to 132.1.69.6:11035 from 132.1.29.100:21 
Rack1R2# 
TCP: connection attempt to port 0 
TCP: sending RST, seq 0, ack 753709533 
TCP: sent RST to 132.1.69.6:11036 from 132.1.29.100:10021 
Rack1R2# 
TCP: connection attempt to port 0 
TCP: sending RST, seq 0, ack 2841358415 
TCP: sent RST to 132.1.69.6:11037 from 132.1.29.100:443 
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Task 1.11 
 
ASA2/ContextB: 
! 
! Permit HTTP, SMTP, FTP protocols in the ACL 
! 
access-list OUTSIDE_IN permit tcp any any eq 80 
access-list OUTSIDE_IN permit tcp any any eq 25 
access-list OUTSIDE_IN permit tcp any any eq 21 
! 
access-group OUTSIDE_IN in interface outside 
 
! 
! Two regexps to match EXE/DLL files. Notice the use of []  
! for lower/upper case matching. 
! 
regex EXE ".*\.[eE][xX][eE]" 
regex DLL ".*\.[dD][lL][lL]" 
 
! 
! Class-map that matches any of DLL/EXE files 
! 
class-map type regex match-any BANNED_FILES 
 match regex EXE 
 match regex DLL 
 
! 
! FTP-specific inspection map 
! Matches PUT command along with filenames *.EXE/*.DLL  
! 
class-map type inspect ftp match-all FTP_BANNED_FILES 
 match filename regex class BANNED_FILES 
 match request-command put 
 
! 
! FTP-specific inspection policy. Reset on upload attempts 
! for files named *.exe/*.dll 
! 
policy-map type inspect ftp FTP_POLICY 
 parameters 
 class FTP_BANNED_FILES 
  reset 
 
! 
! Apply FTP policy to global FTP inspection rule 
! 
policy-map global_policy 
  class inspection_default 
    inspect ftp strict FTP_POLICY 
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! 
! Regexp to match domain cyberspam.org 
! 
regex SPAM_DOMAIN "cyberspam.org" 
 
! 
! SMTP inspection policy 
! 
policy-map type inspect esmtp SMTP_POLICY 
 
! 
! Log local-domain violations 
! 
 parameters 
  mail-relay INE.com action log 
 
! 
! Reset connection for offending transactions 
! 
 match invalid-recipients count gt 10  
  reset 
 
! 
! Drop connection containing a message from “cyberspam.org” 
! 
 match sender-address regex SPAM_DOMAIN 
  drop-connection 
 
! 
! Apply ESMTP inspection policy globally 
! 
policy-map global_policy 
 class inspection_default 
 no inspect esmtp 
 inspect esmtp SMTP_POLICY 
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Task 1.11 Verification 
 

 Note 

Using the show commands check that the inspection policies apply globally . 

Rack1ASA2/ContextB# show service-policy global inspect esmtp  
 
Global policy:  
  Service-policy: global_policy 
    Class-map: inspection_default 
      Inspect: esmtp SMTP_POLICY, packet 0, drop 0, reset-drop 0 
        mask-banner, count 0 
        mail-relay domain INE.com, log 0 
        match invalid-recipients count gt 10  
          reset, packet 0 
        match sender-address regex SPAM_DOMAIN 
          drop-connection, packet 0 
     
Rack1ASA2/ContextB# show service-policy global inspect ftp  
 
Global policy:  
  Service-policy: global_policy 
    Class-map: inspection_default 
      Inspect: ftp strict FTP_POLICY, packet 0, drop 0, reset-drop 0 
 
Rack1ASA2/ContextB# show service-policy global  
 
Global policy:  
  Service-policy: global_policy 
    Class-map: inspection_default 
      Inspect: dns preset_dns_map, packet 0, drop 0, reset-drop 0 
      Inspect: ftp strict FTP_POLICY, packet 0, drop 0, reset-drop 0 
      Inspect: h323 h225 _default_h323_map, packet 0, drop 0, reset-
drop 0 
      Inspect: h323 ras _default_h323_map, packet 0, drop 0, reset-drop  
      Inspect: netbios, packet 0, drop 0, reset-drop 0 
      Inspect: rsh, packet 0, drop 0, reset-drop 0 
      Inspect: rtsp, packet 0, drop 0, reset-drop 0 
      Inspect: skinny, packet 0, drop 0, reset-drop 0 
      Inspect: sqlnet, packet 0, drop 0, reset-drop 0 
      Inspect: sunrpc, packet 0, drop 0, reset-drop 0 
      Inspect: tftp, packet 0, drop 0, reset-drop 0 
      Inspect: sip, packet 0, drop 0, reset-drop 0 
      Inspect: xdmcp, packet 0, drop 0, reset-drop 0 
      Inspect: esmtp SMTP_POLICY, packet 0, drop 0, reset-drop 0 
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Task 1.12 
 
ASA1: 
ntp authentication-key 1 md5 CISCO 
ntp authenticate 
ntp trusted-key 1 
ntp server 54.1.2.254 key 1 
 

Task 1.12 Verification 

 
 Note 

Check the clocks are synchronized and the peer is authenticated. 

Rack1ASA1(config)# show ntp status  
Clock is synchronized, stratum 5, reference is 54.1.2.254 
nominal freq is 99.9984 Hz, actual freq is 99.9984 Hz, precision is 2**6 
reference time is afc8e5d3.987208eb (00:20:35.595 UTC Wed Jun 16 1993) 
clock offset is -2.2748 msec, root delay is 28.82 msec 
root dispersion is 15892.94 msec, peer dispersion is 15890.63 msec 
 
Rack1ASA1(config)# show ntp associations detail  
 
54.1.2.254 configured, authenticated, our_master, sane, valid, stratum 4 
ref ID 127.127.7.1, time afc8e5ad.8f19be1e (00:19:57.558 UTC Wed Jun 16 1993) 
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64 
root delay 0.00 msec, root disp 0.03, reach 1, sync dist 15905.060 
<snip> 
 

Task 2.1 

 

 Note 

One trick used in this task is the inspection of ICMP traffic, which has been 
introduced since IOS 12.2(15)T. Since 12.3(14)T, IOS allows for inspection of 
router-generated traffic for some protocols, including ICMP. This allows to 
overcome the well-known issue with the local traffic not generating CBAC states. 
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R5: 
! 
! Inspection rule for TCP/UDP traffic 
! 
ip inspect name INSPECT tcp 
ip inspect name INSPECT udp 
ip inspect name INSPECT icmp router-traffic 
! 
ip access-list extended FROM_BB2 
 ! 
 ! OSPF, IGP Routing Traffic 
 !  
 permit ospf any any 
 ! 
 ! HTTP access 
 !  
 permit tcp any any eq www 
 ! 
 ! SSH access 
 !  
 deny   tcp 192.10.1.0 0.0.0.255 any eq 22 
 permit tcp any any eq 22 
 ! 
 deny ip any any log 
 
! 
! Apply ACL and inspection rule 
!  
interface FastEthernet0/0 
 ip access-group FROM_BB2 in 
 ip inspect INSPECT out 
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Task 2.2  
 

 Note 

An important thing here is that CBAC uses different timers for UDP and DNS 
idles sessions. 

R5: 
ip inspect tcp idle-time 1800 
ip inspect udp idle-time 180 
ip inspect dns-timeout 10 
 

Task 2.1 & 2.2 Verification 

 

 Note 

Check global CBAC timeouts using the show command. Next, initiate some 
traffic from behind R5 and off R5 itself and make sure it creates CBAC sessions. 

Rack1R5#show ip inspect config  
Session audit trail is disabled 
Session alert is enabled 
one-minute (sampling period) thresholds are [unlimited : unlimited] connections 
max-incomplete sessions thresholds are [unlimited : unlimited] 
max-incomplete tcp connections per host is unlimited. Block-time 0 minute. 
tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec 
tcp idle-time is 1800 sec -- udp idle-time is 180 sec 
tcp reassembly queue length 16; timeout 5 sec; memory-limit 1024 kilo bytes 
dns-timeout is 10 sec 
Inspection Rule Configuration 
 Inspection name INSPECT 
    tcp alert is on audit-trail is off timeout 1800 
    udp alert is on audit-trail is off timeout 180 
    icmp alert is on audit-trail is off timeout 10 
 inspection of router local traffic is enabled 
 
Rack1R3#telnet 192.10.1.254 
Trying 192.10.1.254 ... Open 
 
+-----------------------------------------------------------------------+ 
|                                                                       | 
| Welcome to BB2.  These commands are available for use at privilege 0  | 
|                                                                       | 
| ping                           show ip bgp                            | 
| telnet                         show ip bgp neighbors                  | 
| traceroute                     show ip bgp summary                    | 
| show ip route                  show ip interface brief                | 
| show ip protocols                                                     | 
|                                                                       | 
| The reference configuration for this device is available at:          | 
| http://www.internetworkexpert.com/downloads/bb2.txt                   | 
|                                                                       | 
+-----------------------------------------------------------------------+ 
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SC.9.9.BB2> 
Rack1R5#ping 192.10.1.254 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.10.1.254, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms 
 
Rack1R5#show ip inspect sessions      
Established Sessions 
 Session 8469ACC0 (132.1.35.3:57817)=>(192.10.1.254:23) tcp SIS_OPEN 
 Session 8469A9F8 (192.10.1.5:8)=>(192.10.1.254:0) icmp SIS_OPEN 
 

 Note 

Look at the ingress access-list and notice the matches for OSPF protocol traffic. 

Rack1R5#show ip access-lists FROM_BB2 
Extended IP access list FROM_BB2 
    10 permit ospf any any (16 matches) 
    20 permit tcp any any eq www 
    30 deny tcp 192.10.1.0 0.0.0.255 any eq 22 
    40 permit tcp any any eq 22 
    50 deny ip any any log (1 match) 
 

Task 2.3 
 

 Note 

This task uses the NAT Virtual Interface feature. All traffic ingress on interfaces 
enabled for NAT using the command ip nat enable is routed across the 
virtual NVI0 interface. This allows for symmetrical application of NAT rules (no 
more inside or outside domains), plus you may now use automatic static routes 
toward NVI0 interface when configuring NAT pools. 

R4: 
! 
! Configure NAT inside/outside interfaces 
! 
interface Serial0/0.1234  
 ip nat enable 
! 
interface FastEthernet0/0 
 ip nat enable 
! 
interface Serial0/1 
 ip nat enable 
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! 
! Redistribute static subnets describing NAT pools 
!  
router ospf 1 
 redistribute static subnets 
 
! 
! NAT pool with the “add-route” option 
! 
ip nat pool NAT_POOL 132.1.255.1 132.1.255.101 prefix-length 24 add-
route 
  
! 
! Source list for dynamic NAT 
! 
ip access-list extended VLAN4 
 permit ip 132.1.4.0 0.0.0.255 any 
 
! 
! Dynamic NAT rule 
! 
ip nat source list VLAN4 pool NAT_POOL 
 
! 
! Static PAT for the HTTP/FTP servers 
!  
ip nat source static tcp 132.1.4.101 20 132.1.255.100 20  
ip nat source static tcp 132.1.4.101 21 132.1.255.100 21  
ip nat source static tcp 132.1.4.100 80 132.1.255.100 80  
ip nat source static tcp 132.1.4.100 443 132.1.255.100 443  
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Task 2.3 Verification 
 

 Note 

Turn SW1 into a host temporarily. Don’t forget to bring it back to the original 
configuration after that. 

SW1: 
no ip routing 
ip default-gateway 132.1.4.4 
! 
interface Vlan 4 
 ip address 132.1.4.7 255.255.255.0 
 

 Note 

Ping R3 from SW1 and check the NAT NVI translation table on R4 after that. 
Notice the translated IP address for SW1’s IP. 

Rack1SW1#clear arp-cache 
Rack1SW1#ping 150.1.3.3 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 150.1.3.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 112/115/116 
ms 
Rack1SW1# 
 
Rack1R4#show ip nat nvi translations  
Pro Source global      Source local       Destin  local      Destin  
global 
icmp 132.1.255.2:27    132.1.4.7:27       150.1.3.3:27       
150.1.3.3:27 
--- 132.1.255.2        132.1.4.7          ---                --- 
<snip> 
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Task 2.4 
 

 Note 

The frame-relay mapping on R6 is configured so that packets send to 54.X.2.6 
are routed to BB1 and back. In order to make R6 accept packets sourced from 
itself, use the option allow-self-ping when configuring uRPF. 

R6: 
! 
! Make sure CEF is enabled globally 
! 
ip cef 
 
! 
! Enable uRPF 
! 
interface Serial0/0/0 
 ip verify unicast reverse-path allow-self-ping 
 

Task 2.4 Verification 
 
Rack1R6#show ip interface serial 0/0/0 
Serial0/0/0 is up, line protocol is up 
  Internet address is 54.1.2.6/24 
  Broadcast address is 255.255.255.255 
<snip> 
  IP verify source reachable-via RX, allow default 
   2 verification drops 
   0 suppressed verification drops 
   0 verification drop-rate 
 
Rack1R6#ping 54.1.2.6 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 54.1.2.6, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/60/68 ms 
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Task 3.1 
 

 Note 

The task configuration is straightforward based on the VTI interfaces. EIGRP 34 
is enabled on the tunnel interface and both protected segments are advertised 
into the new IGP. The tunnels are sources off Loopback0 interfaces, and thus 
could survive any physical interface failure. 

R3: 
! 
! ISAKMP policy, changing ISAKMP SA lifetime 
! 
crypto isakmp policy 100 
 authentication pre-share 
 lifetime 2400 
 
! 
! ISAKMP pre-shared key 
! 
crypto isakmp key CISCO address 150.1.4.4 
 
! 
! IPsec transform 
! 
crypto ipsec transform-set DES_MD5 esp-des esp-md5-hmac 
 
crypto ipsec profile TUNNEL 
 set transform-set DES_MD5 
! 
interface Tunnel 0 
 tunnel source Loopback0 
 tunnel destination 150.1.4.4 
 ip address 132.1.34.3 255.255.255.0 
 tunnel mode ipsec ipv4 
 tunnel protection ipsec profile TUNNEL 
! 
router eigrp 34 
 no auto-summary 
 network 10.3.3.0 0.0.0.255 
 network 132.1.34.3 0.0.0.0 
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R4: 
! 
! ISAKMP policy, changing ISAKMP SA lifetime 
! 
crypto isakmp policy 100 
 authentication pre-share 
 lifetime 2400 
 
! 
! ISAKMP pre-shared key 
! 
crypto isakmp key CISCO address 150.1.3.3 
 
! 
! IPsec transform 
! 
crypto ipsec transform-set DES_MD5 esp-des esp-md5-hmac 
 
crypto ipsec profile TUNNEL 
 set transform-set DES_MD5 
! 
interface Tunnel 0 
 tunnel source Loopback0 
 tunnel destination 150.1.3.3 
 ip address 132.1.34.4 255.255.255.0 
 tunnel mode ipsec ipv4 
 tunnel protection ipsec profile TUNNEL 
! 
router eigrp 34 
 no auto-summary 
 network 10.4.4.0 0.0.0.255 
 network 132.1.34.4 0.0.0.0 
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Task 3.1 Verification 
 

 Note 

Start by checking ISAKMP and IPSec SAs for the VPN tunnel. Notice that both 
SAs are sourced off Loopback0 interfaces and thus could survive any physical 
interface failures. The remaining ISAKMP SA lifetime is ticking down from 40 
minutes, which is 2400 seconds. IPSec SA appers to be healthy based on the 
incrementing packet counters. 

Rack1R3#show crypto isakmp sa detail  
Codes: C - IKE configuration mode, D - Dead Peer Detection 
       K - Keepalives, N - NAT-traversal 
       X - IKE Extended Authentication 
       psk - Preshared key, rsig - RSA signature 
       renc - RSA encryption 
IPv4 Crypto ISAKMP SA 
 
C-id  Local           Remote          I-VRF    Status Encr Hash Auth DH 
Lifetime Cap. 
 
1001  150.1.3.3       150.1.4.4                ACTIVE des  sha  psk  1  
00:35:21      
       Engine-id:Conn-id =  SW:1 
 
IPv6 Crypto ISAKMP SA 
 
Rack1R3#show crypto ipsec sa 
 
interface: Tunnel0 
    Crypto map tag: Tunnel0-head-0, local addr 150.1.3.3 
 
   protected vrf: (none) 
   local  ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) 
   remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) 
   current_peer 150.1.4.4 port 500 
     PERMIT, flags={origin_is_acl,} 
    #pkts encaps: 8, #pkts encrypt: 8, #pkts digest: 8 
    #pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20 
    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0 
    #pkts not decompressed: 0, #pkts decompress failed: 0 
    #send errors 0, #recv errors 0 
 
     local crypto endpt.: 150.1.3.3, remote crypto endpt.: 150.1.4.4 
     path mtu 1514, ip mtu 1514, ip mtu idb Loopback0 
     current outbound spi: 0x21514F9F(558976927) 
 
     <snip> 
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 Note 

Check that the VPN routes are received from Tunnel0 interface. Ensure 
connectivity exists between the two segments. 

Rack1R3#show ip route eigrp  
     10.0.0.0/24 is subnetted, 3 subnets 
D       10.4.4.0 [90/297246976] via 132.1.34.4, 00:05:07, Tunnel0 
 
Rack1R3#ping 10.4.4.4 source fastEthernet 0/0 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.4.4.4, timeout is 2 seconds: 
Packet sent with a source address of 10.3.3.3  
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 176/177/180 
ms 
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Task 3.2 
 
ASA1: 
! 
! Local IP pool for address allocation 
!  
ip local pool CCIEPOOL 10.255.255.1-10.255.255.254 
 
! 
! Group policy for VPN users 
! 
group-policy CCIELAB internal 
group-policy CCIELAB attributes 
 dns-server value 132.1.29.50 
 vpn-idle-timeout 1800 
 default-domain value INE.com 
 address-pools value CCIEPOOL 
 
! 
! Tunnel group for VPN users, group password is configured here 
! By default local client authentication (xauth) is enabled 
! 
tunnel-group CCIELAB type remote-access 
tunnel-group CCIELAB ipsec-attributes 
 pre-shared-key CISCO 
 
! 
! Assign the group policy to tunnel-group 
! 
tunnel-group CCIELAB general-attributes 
 default-group-policy CCIELAB 
 
! 
! Username for local authentication 
! 
username CCIEUSER password CISCO 
 
!!!!!!!!!!!!!!!!!!!!!!! 
! 
!   IPsec settings    ! 
! 
!!!!!!!!!!!!!!!!!!!!!!! 
 
! 
! Crypto transform 
! 
crypto ipsec transform-set 3DES_MD5 esp-3des esp-md5-hmac  
 
! 
! Dynamic crypto map for dynamic connections 
! 
crypto dynamic-map DYNAMIC 10 set transform-set 3DES_MD5 
 
! 
! Actual crypto map only uses dynamic crypto map 
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! 
crypto map VPN 10 ipsec-isakmp dynamic DYNAMIC 
crypto map VPN interface outside 
 
! 
! ISAKMP configuration follows 
! 
crypto isakmp enable outside 
crypto isakmp policy 10 
 authentication pre-share 
 encryption 3des 
 hash sha 
 group 2 
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Task 3.2 Verification 
 

 Note 

To perform the testing, configure SW2 to relocate the Test PC into VLAN69. After 
this, configure the Cisco VPN client in the Test PC with the information to 
connect to ASA1: 

SW2: 
interface Fa0/20 
 switchport host 
 switchport access vlan 69 
 
Test PC: 
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 Note 

After you have launched the VPN client, select Connections > New and create a 
new entry. 
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 Note 

When you’re done, connect to the firewall and authenticate using the 
username/password pair CCIEUSER/CISCO. After this, check the VPN sessions 
in the firewall. Pay attention to the cipher/hash used for the IPSec session. 

Rack1ASA1(config)# show vpn-sessiondb remote  
 
Session Type: Remote  
 
Username     : CCIEUSER 
Index        : 1 
Assigned IP  : 10.255.255.1           Public IP    : 132.1.69.200 
Protocol     : IPSec                  Encryption   : 3DES 
Hashing      : SHA1                    
Bytes Tx     : 0                      Bytes Rx     : 5415 
Client Type  : WinNT                  Client Ver   : 4.8.01.0300 
Group Policy : CCIELAB 
Tunnel Group : CCIELAB 
Login Time   : 15:07:25 UTC Thu Mar 18 1993 
Duration     : 0h:00m:51s 
Filter Name  :  
NAC Result   : N/A 
Posture Token: 
 

 Note 

Now that you know the remote client IP address you can ping it from ASA1. 
Check the IPSec SA statistics to make 100% your traffic is encrypted. 
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Rack1ASA1(config)# ping 10.255.255.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.255.255.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/8/30 ms 
 
Rack1ASA1(config)# show crypto ipsec sa 
interface: outside 
    Crypto map tag: DYNAMIC, seq num: 10, local addr: 132.1.69.9 
 
      local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) 
      remote ident (addr/mask/prot/port): 
(10.255.255.1/255.255.255.255/0/0) 
      current_peer: 132.1.69.200, username: CCIEUSER 
      dynamic allocated peer ip: 10.255.255.1 
 
      #pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5 
      #pkts decaps: 52, #pkts decrypt: 52, #pkts verify: 52 
      #pkts compressed: 0, #pkts decompressed: 0 
      #pkts not compressed: 5, #pkts comp failed: 0, #pkts decomp 
failed: 0 
      #pre-frag successes: 0, #pre-frag failures: 0, #fragments 
created: 0 
      #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing 
reassembly: 0 
      #send errors: 0, #recv errors: 0 
 
      local crypto endpt.: 132.1.69.9, remote crypto endpt.: 
132.1.69.200 
 
      path mtu 1500, ipsec overhead 58, media mtu 1500 
      current outbound spi: 240250A9 
 
    <snip> 
          

Copyright © 2009 Internetwork Expert www.INE.com
- 37 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:07:06 Aug 31,2009

CCIE Security Lab Workbook VOL II   Solutions Guide    Version 5.0 Lab 2
 
 

Task 3.3 
 

 Note 

This task uses IPSec encryption transport mode.  Only ICMP traffic between the 
respective Loopback0 interfaces of R1 and R6 is encrypted. The use of transport 
mode assumes that there are just TWO endpoint IP addresses used to exchange 
the encrypted traffic. Based on this, in order to make the configuration work, you 
should source the ISAKMP SA off the same addresses used for the endpoints. 
This is accomplished using the local-address parameter to the crypto map. 
Additionally, set peer statement under the crypto map should reference the 
same IP addresses used for the endpoints. 

R1: 
! 
! ISAKMP policy 
! 
crypto isakmp policy 100 
 encr 3des 
 authentication pre-share 
 
! 
! Pre-shared key for R6 
! 
crypto isakmp key CISCO address 150.1.6.6 
 
! 
! IPsec transform-set, uses transport mode for minimum overhead 
! 
crypto ipsec transform-set 3DES_SHA_TRANS esp-3des esp-sha-hmac 
  mode transport  
 
! 
! Traffic to encrypt 
! 
ip access-list extended PINGS 
 permit icmp host 150.1.1.1 host 150.1.6.6 
! 
crypto map ENCRYPT_PINGS local-address Loopback0 
crypto map ENCRYPT_PINGS 10 ipsec-isakmp  
 set peer 150.1.6.6 
 set transform-set 3DES_SHA_TRANS  
 match address PINGS 
!         
! Apply the crypto map 
!  
interface Serial0/0.1234  
 crypto map ENCRYPT_PINGS 
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R6: 
! 
! ISAKMP settings 
! 
crypto isakmp policy 10 
 encr 3des 
 authentication pre-share 
 
! 
! Pre-shared key for R1 
! 
crypto isakmp key CISCO address 150.1.1.1 
 
! 
! IPsec transform-set, uses transport mode for minimum overhead 
! 
crypto ipsec transform-set 3DES_SHA_TRANS esp-3des esp-sha-hmac 
  mode transport   
 
! 
! Traffic to encrypt 
! 
ip access-list extended PINGS 
 permit icmp host 150.1.6.6 host 150.1.1.1 
 
! 
! Crypto map 
! 
crypto map ENCRYPT_PINGS local-address Loopback0 
crypto map ENCRYPT_PINGS 10 ipsec-isakmp  
 set peer 150.1.1.1 
 set transform-set 3DES_SHA_TRANS  
 match address PINGS 
! 
interface FastEthernet0/0 
 c
 
rypto map ENCRYPT_PINGS 

 Note 

We are not allowed to modify the outside access-list in the ASA, so we use 
IPSec pass-through inspection. It dynamically opens holes for the IPSec 
sessions. 

ASA1: 
policy-map global_policy 
 class inspection_default 
  inspect ipsec-pass-thru 
! 
! Static mapping required since we enabled dynamic NAT earlier 
! R1 should translate to itself 
! 
static (inside,outside) 150.1.1.1 150.1.1.1 
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Task 3.3 Verification 
 
Rack1R1#ping 150.1.6.6 source loopback 0 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 150.1.6.6, timeout is 2 seconds: 
Packet sent with a source address of 150.1.1.1  
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 88/88/89 ms 
 
Rack1R1#show cry isa sa 
dst             src             state          conn-id slot 
150.1.6.6       150.1.1.1       QM_IDLE              1    0 
 
Rack1R1#show cry ipsec sa 
 
interface: Serial0/0.1234 
    Crypto map tag: ENCRYPT_PINGS, local addr. 150.1.1.1 
 
   protected vrf:  
   local  ident (addr/mask/prot/port): (150.1.1.1/255.255.255.255/1/0) 
   remote ident (addr/mask/prot/port): (150.1.6.6/255.255.255.255/1/0) 
   current_peer: 150.1.6.6:500 
     PERMIT, flags={origin_is_acl,} 
    #pkts encaps: 9, #pkts encrypt: 9, #pkts digest 9 
    #pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9 
    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0 
    #pkts not decompressed: 0, #pkts decompress failed: 0 
    #send errors 6, #recv errors 0 
 
     local crypto endpt.: 150.1.1.1, remote crypto endpt.: 150.1.6.6 
     path mtu 1500, media mtu 1500 
     current outbound spi: E6EDEFFE 
 
     inbound esp sas: 
      spi: 0x95E36CF6(2514709750) 
        transform: esp-3des esp-sha-hmac , 
        in use settings ={Transport, } 
        slot: 0, conn id: 2000, flow_id: 1, crypto map: ENCRYPT_PINGS 
        sa timing: remaining key lifetime (k/sec): (4379781/2759) 
        IV size: 8 bytes 
        replay detection support: Y 
<snip> 
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Task 3.4 
 

 Note 

Configuring a basic GET VPN scenario is straightforward as multicast routing has 
be pre-configured for you. Most of the configuration should be done on the key 
server, which is R2 in our case. The access-list to specify the protected traffic 
should cover the packets sourced off any Loopback0 subnet to the group range 
239.0.0.0/8. Group members are configured in similar manner, using pre-shared 
keys to authenticate with the key server. 

R2: 
! 
! ISAKMP settings 
! 
crypto isakmp policy 50   
  encr 3des 
  hash md5  
  group 2   
  authentication pre-share  
!  
! Group pre-shared keys to authenticate any group member 
! 
crypto isakmp key CISCO address 150.1.0.0 255.255.0.0 
! 
! GET VPN transform set to be pushed down to the members 
! 
crypto ipsec transform-set GETVPN_TS esp-3des esp-md5-hmac  
! 
! GET VPN profile that specifies the transform set 
!  
crypto ipsec profile GETVPN_PROFILE  
  set transform-set GETVPN_TS 
! 
! The RSA key needs to be generated in the server for key signing 
! 
crypto key generate rsa general-keys label GETVPN_KEYS modulus 512 
exportable  
! 
! Access-list that specifies the protected traffic 
! 
access-list 100 permit ip 150.1.0.0 0.0.255.255 239.0.0.0 0.255.255.255 
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! 
! GDOI group settings 
! 
crypto gdoi group GETVPN_GROUP  
  identity number 1234 
  server local         
  rekey authentication mypubkey rsa GETVPN_KEYS    
  rekey transport unicast              
  sa ipsec 1  
   profile GETVPN_PROFILE 
   match address ipv4 100 
   replay time window-size 5            
 
R3: 
crypto isakmp policy 50   
 encr 3des 
 hash md5  
 authentication pre-share  
 group 2  
! 
! PSK to authenticate with the server 
!  
crypto isakmp key CISCO address 150.1.2.2 
! 
crypto gdoi group GETVPN_GROUP_GM  
 identity number 1234  
  server address ipv4 150.1.2.2 
! 
! Crypto map uses Loopback0 for ISAKMP session 
! Set the GET VPN group that uses R2 as the server 
! 
crypto map GETVPN_MAP local-address Loopback0 
crypto map GETVPN_MAP 10 gdoi  
  set group GETVPN_GROUP_GM 
!  
interface Serial1/0.1234 
  crypto map GETVPN_MAP 
 
R4: 
crypto isakmp policy 50   
 encr 3des 
 hash md5  
 authentication pre-share  
 group 2  
  
crypto isakmp key CISCO address 150.1.2.2 
! 
crypto gdoi group GETVPN_GROUP_GM  
 identity number 1234  
  server address ipv4 150.1.2.2 
 
crypto map GETVPN_MAP local-address Loopback0 
crypto map GETVPN_MAP 10 gdoi  
  set group GETVPN_GROUP_GM 
!  
interface Serial0/0.1234 
  crypto map GETVPN_MAP 
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Task 3.4 Verification 
 

 Note 

Start by verifying the control plane connections. R2 should have two ISAKMP 
SAs with both group members. The group members should have registered with 
the key server and downloaded the ACL and the traffic encryption key. 

Rack1R2#show crypto isakmp sa  
IPv4 Crypto ISAKMP SA 
dst             src             state          conn-id slot status 
150.1.2.2       150.1.4.4       GDOI_IDLE         1004    0 ACTIVE 
150.1.2.2       150.1.3.3       GDOI_IDLE         1005    0 ACTIVE 
 
IPv6 Crypto ISAKMP SA 
 
Rack1R3#show crypto gdoi         
GROUP INFORMATION 
 
    Group Name               : GETVPN_GROUP_GM 
    Group Identity           : 1234 
    Rekeys received          : 0 
    IPSec SA Direction       : Both 
    Active Group Server      : 150.1.2.2 
    Group Server list        : 150.1.2.2 
                                
    GM Reregisters in        : 2113 secs 
    Rekey Received           : never 
 
 
    Rekeys received           
         Cumulative          : 0 
         After registration  : 0 
 
 ACL Downloaded From KS 150.1.2.2: 
   access-list  permit ip 150.1.0.0 0.0.255.255 239.0.0.0 0.255.255.255 
 
TEK POLICY: 
  Serial1/0.1234: 
    IPsec SA: 
        sa direction:inbound 
        spi: 0xD4632445(3563267141) 
        transform: esp-3des esp-md5-hmac  
        sa timing:remaining key lifetime (sec): (2230) 
        Anti-Replay(Time Based) : 5 sec interval 
 
    IPsec SA: 
        sa direction:outbound 
        spi: 0xD4632445(3563267141) 
        transform: esp-3des esp-md5-hmac  
        sa timing:remaining key lifetime (sec): (2230) 
        Anti-Replay(Time Based) : 5 sec interval 
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Rack1R4#show crypto gdoi  
GROUP INFORMATION 
 
    Group Name               : GETVPN_GROUP_GM 
    Group Identity           : 1234 
    Rekeys received          : 0 
    IPSec SA Direction       : Both 
    Active Group Server      : 150.1.2.2 
    Group Server list        : 150.1.2.2 
                                
    GM Reregisters in        : 1783 secs 
    Rekey Received           : never 
 
 
    Rekeys received           
         Cumulative          : 0 
         After registration  : 0 
 
 ACL Downloaded From KS 150.1.2.2: 
   access-list  permit ip 150.1.0.0 0.0.255.255 239.0.0.0 0.255.255.255 
 
TEK POLICY: 
  Serial0/0.1234: 
    IPsec SA: 
        sa direction:inbound 
        spi: 0xD4632445(3563267141) 
        transform: esp-3des esp-md5-hmac  
        sa timing:remaining key lifetime (sec): (1902) 
        Anti-Replay(Time Based) : 5 sec interval 
 
    IPsec SA: 
        sa direction:outbound 
        spi: 0xD4632445(3563267141) 
        transform: esp-3des esp-md5-hmac  
        sa timing:remaining key lifetime (sec): (1902) 
        Anti-Replay(Time Based) : 5 sec interval 
 

 Note 

Now join R4 Loopback0 interface to the group address 239.1.1.1 and ping this 
address off R3. Ensure you receive responses to the ping requests. 
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R4: 
interface Loopback0 
 ip igmp join-group 239.1.1.1 
 
Rack1R3#ping 239.1.1.1 source loopback 0 repeat 100 
 
Type escape sequence to abort. 
Sending 100, 100-byte ICMP Echos to 239.1.1.1, timeout is 2 seconds: 
Packet sent with a source address of 150.1.3.3  
 
Reply to request 0 from 132.1.0.4, 256 ms 
Reply to request 0 from 132.1.0.4, 269 ms 
 

 Note 

Check IPSec SAs in R3 and R3. Confirm the R3 encrypts the multicast packets 
and R4 decrypts them. 

Rack1R3#show crypto ipsec sa interface serial 1/0.1234 
 
interface: Serial1/0.1234 
    Crypto map tag: GETVPN_MAP, local addr 150.1.3.3 
 
   protected vrf: (none) 
   local  ident (addr/mask/prot/port): (150.1.0.0/255.255.0.0/0/0) 
   remote ident (addr/mask/prot/port): (239.0.0.0/255.0.0.0/0/0) 
   current_peer  port 848 
     PERMIT, flags={origin_is_acl,} 
    #pkts encaps: 15, #pkts encrypt: 15, #pkts digest: 15 
    #pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0 
    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0 
    #pkts not decompressed: 0, #pkts decompress failed: 0 
    #send errors 0, #recv errors 0 
 
<snip> 
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Rack1R4#show crypto ipsec sa interface serial 0/0.1234 
 
interface: Serial0/0.1234 
    Crypto map tag: GETVPN_MAP, local addr 150.1.4.4 
 
   protected vrf: (none) 
   local  ident (addr/mask/prot/port): (150.1.0.0/255.255.0.0/0/0) 
   remote ident (addr/mask/prot/port): (239.0.0.0/255.0.0.0/0/0) 
   current_peer  port 848 
     PERMIT, flags={origin_is_acl,} 
    #pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0 
    #pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15 
    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0 
    #pkts not decompressed: 0, #pkts decompress failed: 0 
    #send errors 0, #recv errors 0 
 
     local crypto endpt.: 150.1.4.4, remote crypto endpt.:  
     path mtu 1500, ip mtu 1500, ip mtu idb Serial0/0.1234 
     current outbound spi: 0xD4632445(3563267141) 
 
<snip> 
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Task 4.1 
 
R5: 
aaa new-model 
 
! 
! Create two authentication lists for the HTTP server 
! and the console line. 
!  
aaa authentication login HTTP group tacacs+  
aaa authentication login CONSOLE none 
 
! 
! Authorize exec via TACACS+. To manage the router user 
! needs exec privilege-level of 15 when accessing via HTTP 
! 
aaa authorization exec default group tacacs+ 
 
! 
! TACACS+ server communication settings 
! 
ip tacacs source-interface Loopback0 
tacacs-server host 10.0.0.100 key CISCO 
 
! 
! Enable HTTP server and configure authentication settings 
! 
ip http server 
ip http port 8080 
ip http authentication aaa login-authentication HTTP 
 
line console 0 
 login authentication CONSOLE 
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ACS: 
 
Step 1: 
 
Start by adding R5 as a TACACS+ client to the ACS server. Run the ACS Admin 
utility, select Network Configuration and click the Add Entry button. Fill in the 
fields according to the screenshot below, then click the Submit + Restart button. 
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Step 2: 
 
Click the User Setup button, then enter the name “R5WEB” and click the 
Add/Edit button. Set the Password field on the next page to “CISCO” and 
confirm the password. 
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Step 3: 
 
Enable the following TACACS+ settings in the user’s profile. (Make sure they are 
enabled for user’s profile in the ACS interface configuration). On the TACACS+ 
Settings section of the page check the Shell (exec) checkbox and set the 
Privilege Level field to 15. 
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Task 4.1 Verification 
 
Rack1R5#debug aaa authentication  
AAA Authentication debugging is on 
 
Rack1R5#debug tacacs 
TACACS access control debugging is on 
 
Rack1R5#debug tacacs packet  
TACACS+ packets debugging is on 
 

 Note 

Connect to R5 from the AAA server using the URL http://10.0.0.5:8080. 
Authenticate using the username/password pair R5WEB/CISCO. Observe the 
debugging output in R5. R5 starts by authenticating the new user using the HTTP 
list. 

AAA/BIND(0000000A): Bind i/f   
AAA/AUTHEN/LOGIN (0000000A): Pick method list 'HTTP'  
TPLUS: Queuing AAA Authentication request 10 for processing 
TPLUS: processing authentication start request id 10 
TPLUS: Authentication start packet created for 10(R5WEB) 
TPLUS: Using server 10.0.0.100 
TPLUS(0000000A)/0/NB_WAIT/83C52644: Started 5 sec timeout 
TPLUS(0000000A)/0/NB_WAIT: socket event 2 
T+: Version 192 (0xC0), type 1, seq 1, encryption 1 
T+: session_id 432296654 (0x19C452CE), dlen 13 (0xD) 
T+: type:AUTHEN/START, priv_lvl:15 action:LOGIN ascii 
T+: svc:LOGIN user_len:5 port_len:0 (0x0) raddr_len:0 (0x0) data_len:0 
T+: user:  R5WEB 
T+: port:   
T+: rem_addr:   
T+: data:   
T+: End Packet 
TPLUS(0000000A)/0/NB_WAIT: wrote entire 25 bytes request 
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 Note 

The AAA server prompts for a password: 

TPLUS(0000000A)/0/READ: socket event 1 
TPLUS(0000000A)/0/READ: Would block while reading 
TPLUS(0000000A)/0/READ: socket event 1 
TPLUS(0000000A)/0/READ: read entire 12 header bytes (expect 16 bytes 
data) 
TPLUS(0000000A)/0/READ: socket event 1 
TPLUS(0000000A)/0/READ: read entire 28 bytes response 
T+: Version 192 (0xC0), type 1, seq 2, encryption 1 
T+: session_id 432296654 (0x19C452CE), dlen 16 (0x10) 
T+: AUTHEN/REPLY status:5 flags:0x1 msg_len:10, data_len:0 
T+: msg:  Password:  
T+: data:   
T+: End Packet 
TPLUS(0000000A)/0/83C52644: Processing the reply packet 
TPLUS: Received authen response status GET_PASSWORD (8) 
TPLUS: Queuing AAA Authentication request 10 for processing 
TPLUS: processing authentication continue request id 10 
TPLUS: Authentication continue packet generated for 10 
TPLUS(0000000A)/0/WRITE/83C52644: Started 5 sec timeout 
 

 Note 

The router sends the password entered by the user back to the server: 

T+: Version 192 (0xC0), type 1, seq 3, encryption 1 
T+: session_id 432296654 (0x19C452CE), dlen 10 (0xA) 
T+: AUTHEN/CONT msg_len:5 (0x5), data_len:0 (0x0) flags:0x0 
T+: User msg: <elided> 
T+: User data:   
T+: End Packet 
TPLUS(0000000A)/0/WRITE: wrote entire 22 bytes request 
TPLUS(0000000A)/0/READ: socket event 1 
TPLUS(0000000A)/0/READ: read entire 12 header bytes (expect 6 bytes 
data) 
TPLUS(0000000A)/0/READ: socket event 1 
TPLUS(0000000A)/0/READ: read entire 18 bytes response 
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 Note 

The server responds with success authentication status: 

T+: Version 192 (0xC0), type 1, seq 4, encryption 1 
T+: session_id 432296654 (0x19C452CE), dlen 6 (0x6) 
T+: AUTHEN/REPLY status:1 flags:0x0 msg_len:0, data_len:0 
T+: msg:   
T+: data:   
T+: End Packet 
TPLUS(0000000A)/0/83C52644: Processing the reply packet 
TPLUS: Received authen response status PASS (2) 
 

 Note 

The local router prepares and sends an authorization request for the “shell” of the 
new user. 

TPLUS: Queuing AAA Authorization request 10 for processing 
TPLUS: processing authorization request id 10 
TPLUS: Inappropriate protocol: 24 
TPLUS: Sending AV service=shell 
TPLUS: Sending AV cmd* 
TPLUS: Authorization request created for 10(R5WEB) 
TPLUS: using previously set server 10.0.0.100 from group tacacs+ 
TPLUS(0000000A)/0/NB_WAIT/83C52644: Started 5 sec timeout 
TPLUS(0000000A)/0/NB_WAIT: socket event 2 
T+: Version 192 (0xC0), type 2, seq 1, encryption 1 
T+: session_id 2840345914 (0xA94C3D3A), dlen 32 (0x20) 
T+: AUTHOR, priv_lvl:15, authen:1 method:tacacs+ 
T+: svc:1 user_len:5 port_len:0 rem_addr_len:0 arg_cnt:2 
T+: user:  R5WEB 
T+: port:   
T+: rem_addr:   
T+: arg[0]: size:13 service=shell 
T+: arg[1]: size:4 cmd* 
T+: End Packet 
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 Note 

The server responds with the priv-lvl=15 AV pair, instructing to put the user onto 
the highest privilege level. This finishes the authentication/authorization process. 

TPLUS(0000000A)/0/NB_WAIT: wrote entire 44 bytes request 
TPLUS(0000000A)/0/READ: socket event 1 
TPLUS(0000000A)/0/READ: Would block while reading 
TPLUS(0000000A)/0/READ: socket event 1 
TPLUS(0000000A)/0/READ: read entire 12 header bytes (expect 18 bytes 
data) 
TPLUS(0000000A)/0/READ: socket event 1 
TPLUS(0000000A)/0/READ: read entire 30 bytes response 
T+: Version 192 (0xC0), type 2, seq 2, encryption 1 
T+: session_id 2840345914 (0xA94C3D3A), dlen 18 (0x12) 
T+: AUTHOR/REPLY status:1 msg_len:0, data_len:0 arg_cnt:1 
T+: msg:   
T+: data:   
T+: arg[0] size:11  
T+:  priv-lvl=15 
T+: End Packet 
TPLUS(0000000A)/0/83C52644: Processing the reply packet 
TPLUS: Processed AV priv-lvl=15 
TPLUS: received authorization response for 10: PASS 
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Task 4.2 
 
R3: 
aaa new-model 
 
! 
! Authenticate login and authorize exec via TACACS+ 
! 
aaa authentication login default group tacacs+  
aaa authorization exec default group tacacs+  
 
! 
! TACACS+ server 
! 
ip tacacs source-interface Loopback0 
tacacs-server host 10.0.0.100 key CISCO 
 
! 
! Assign specified commands to level 2 
! 
privilege exec level 2 undebug all 
privilege exec all level 2 debug 
 
! 
! Safeguard the console 
! 
aaa authentication login CONSOLE none 
 
line console 0  
 login authentication CONSOLE 
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ACS: 
 
Step 1: 
 
Add a new AAA client to the ACS server. Start the ACS Admin utility, click the 
Network Configuration button and then click the Add Entry button. Fill the 
fields according to the screenshot below and click the Submit + Apply button. 
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Step 2: 
 
Add new user named “USER1” and specify the exec auto-command. Click the 
User Setup button enter the name “USER1” and click the Add/Edit button. 
Specify the password value of “CISCO” on the next screen. Under the TACACS+ 
Settings section of the profile fill the fields according to the screenshot below. 
When done, click the Submit button. 
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Step 2: 
 
Add another user named “USER2” with the shell exec privilege level of 2. Click 
User Setup, enter the name “USER2” and click the Add/Edit button. On the next 
screen, set the Password field to “CISCO” and set the values under TACACS+ 
Settings section of the profile per the screenshot below: 
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Task 4.2 Verification 
 

 Note 

The effect of “no hangup” options is that your telnet session is not disconnected 
after the auto-command has been executed. Try this by connecting to R2 and 
logging in as USER1. 

 
Rack1R2#telnet 150.1.3.3 
Trying 150.1.3.3 ... Open 
 
Username: USER1 
Password: CISCO 
 
    Line       User       Host(s)              Idle       Location 
   0 con 0                idle                 00:25:34    
*130 vty 0     USER1      idle                 00:00:00 132.1.0.2 
 
  Interface    User               Mode         Idle     Peer Address 
 
 

 Note 

After this, the system prompts you to login once again. Login as USER2 and 
check your privilege level. Make sure you have access to debug and undebug 
commands. 

 
User Access Verification 
 
Username: USER2 
Password: CISCO 
 
Rack1R3#show privilege 
Current privilege level is 2 
Rack1R3#debug ? 
  IUA                       ISDN adaptation Layer options 
  aaa                       AAA Authentication, Authorization and 
Accounting 
  aal2_xgcpspi              AAL2_XGCP Service Provider Interface. 
  <output omitted> 
         
Rack1R3#undebug ?      
  all           Enable all debugging 
  call          Call Information 
<output omitted> 
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Task 4.3 
 
R6: 
aaa new-model 
 
! 
! Authenticate users and authorize exec locally 
! 
aaa authentication login default local 
aaa authorization exec default local  
 
! 
! Users 
! 
username NOC privilege 0 password 0 CISCO 
username ADMIN privilege 15 password 0 CISCO 
 
! 
! Level 1 enable secret 
! 
enable secret level 1 LEVEL1 
 
! 
! Safeguard the console line 
! 
aaa authentication login CONSOLE none 
! 
line console 0 
 login authentication CONSOLE 
 

Task 4.3 Verification 
 

 Note 

Login to R6 using the names NOC and ADMIN respectively and check the 
privilege levels and the commands available to the users. 
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Rack1R1#telnet 150.1.6.6 /source-interface loopback 0 
Trying 150.1.6.6 ... Open 
 
User Access Verification 
 
Username: ADMIN 
Password: CISCO 
 
Rack1R6#show privilege 
Current privilege level is 15 
 
Rack1R1#telnet 150.1.6.6 /source-interface loopback 0 
Trying 150.1.6.6 ... Open 
 
User Access Verification 
 
Username: NOC 
Password: CISCO 
 
Rack1R6>show privilege 
        ^ 
% Invalid input detected at '^' marker. 
 
Rack1R6>? 
Exec commands: 
  <1-99>   Session number to resume 
  call     Voice call 
  disable  Turn off privileged commands 
  enable   Turn on privileged commands 
  exit     Exit from the EXEC 
  help     Description of the interactive help system 
  logout   Exit from the EXEC 
 
Rack1R6>enable 1 
Password: LEVEL1 
 
Rack1R6>show privilege 
Current privilege level is 1 
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Task 5.1 
 

 Note 

We configure special port-filter policy map on control plane host subinterface. 
Notice that the port-filter class-map matches all closed ports but excludes the two 
explicitly specified port numbers 2001 and 7001. The aggregate control plane 
policing applies to all traffic with except to BGP and OSPF packets. 

 
R1: 
class-map type port-filter match-all CLOSED_PORTS 
 match  closed-ports 
 match not  port tcp 2001 
 match not  port tcp 7001 
! 
class-map match-all ROUTING_TRAFFIC 
 match access-group name ROUTING_TRAFFIC 
! 
!          
policy-map COPP 
 class ROUTING_TRAFFIC 
 class class-default 
   police rate 10000 pps 
! 
policy-map type port-filter PORT_FILTER 
 class CLOSED_PORTS 
   drop 
! 
control-plane host 
 service-policy type port-filter input PORT_FILTER 
!          
control-plane 
 service-policy input COPP 
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Task 5.1 Verification 

 

 Note 

Check the active control plan features and packet counters for each sub-
interface. 

Rack1R1#show control-plane features  
Total 2 features configured 
 
Control plane aggregate path features : 
 
-------------------------------------------------------- 
Control-plane Policing activated Apr XX 200X 01:0 
 
-------------------------------------------------------- 
 
Control plane host path features : 
 
-------------------------------------------------------- 
TCP/UDP Portfilter activated Apr XX 200X 01:0 
 
-------------------------------------------------------- 
 
Rack1R1#show control-plane counters  
Feature Path             Packets processed/dropped/errors                 
Aggregate                   37039/0/0 
Host                         5062/0/0 
Transit                        54/0/0 
Cef-exception               31923/0/0 
 

 Note 

Check the open ports in R1 and confirm that 2001 and 7001 are not auto-
detected (even though the rotary feature is configured): 

Rack1R1#show control-plane host open-ports  
Active internet connections (servers and established) 
Prot        Local Address      Foreign Address                  Service    
State 
 tcp                 *:23                  *:0                   Telnet   
LISTEN 
 tcp                *:179      150.1.2.2:54555                      BGP 
ESTABLIS 
 tcp                 *:80                  *:0                HTTP CORE   
LISTEN 
 tcp                *:179                  *:0                      BGP   
LISTEN 
 udp                 *:67                  *:0            DHCPD Receive   
LISTEN 
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 Note 

Check the aggregate control plane policy: 

Rack1R1#show policy-map control-plane             
 Control Plane  
 
  Service-policy input: COPP 
 
    Class-map: ROUTING_TRAFFIC (match-all) 
      12 packets, 642 bytes 
      5 minute offered rate 0 bps 
      Match: access-group name ROUTING_TRAFFIC 
 
    Class-map: class-default (match-any) 
      88 packets, 9042 bytes 
      5 minute offered rate 0 bps, drop rate 0 bps 
      Match: any  
      police: 
          rate 10000 pps, burst 2 packets 
        conformed 88 packets; actions: 
          transmit  
        exceeded 0 packets; actions: 
          drop  
        conformed 0 pps, exceed 0 pps 
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Task 5.2 
 

 Note 

We configure R6 with SNMPv3 to leverage its encryption capabilities. We need 
to configure an engine ID for the remote entity (the AAA server) to be able to 
send informs.  We create a special user that is to be used to encrypt the SNMP 
message, i.e. its credentials are used for encryption. We enable informs with the 
AAA server for reliable delivery. Don’t forget to configure ASA1 firewall to permit 
the SNMP messages through. 

R6: 
snmp-server engineID remote 10.0.0.100 ABCD12345678 
snmp-server group TRAP v3 priv 
snmp-server user TRAP TRAP remote 10.0.0.100 v3 auth sha CISCO priv 
3des CISCO 
snmp-server host 10.0.0.100 informs version 3 priv TRAP 
! 
snmp-server enable traps envmon temperature 
 
ASA1: 
access-list OUTSIDE_IN permit udp any any eq 162 
 

Task 5.2 Verification 

 

 Note 

Configure R6 to send syslog messages via SNMP. Set the level of the syslog 
messages to informational. Generate a syslog message, for example by entering 
and leaving configuration mode. Check R6’s SNMP statistics after this. 

R6: 
logging history informational 
snmp-server enable traps syslog 
 
Rack1R6# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
Rack1R6(config)#exit 
%SYS-5-CONFIG_I: Configured from console by console 
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Rack1R6#show snmp  
Chassis: FTX1128F0GA 
0 SNMP packets input 
    0 Bad SNMP version errors 
    0 Unknown community name 
    0 Illegal operation for community name supplied 
    0 Encoding errors 
    0 Number of requested variables 
    0 Number of altered variables 
    0 Get-request PDUs 
    0 Get-next PDUs 
    0 Set-request PDUs 
    0 Input queue packet drops (Maximum queue size 1000) 
4 SNMP packets output 
    0 Too big errors (Maximum packet size 1500) 
    0 No such name errors 
    0 Bad values errors 
    0 General errors 
    0 Response PDUs 
    0 Trap PDUs 
SNMP Dispatcher: 
   queue 0/75 (current/max), 0 dropped 
SNMP Engine: 
   queue 0/1000 (current/max), 0 dropped 
 
SNMP logging: disabled 
 
SNMP Manager-role output packets 
    0 Get-request PDUs 
    0 Get-next PDUs 
    0 Get-bulk PDUs 
    0 Set-request PDUs 
    4 Inform-request PDUs 
    3 Timeouts 
    0 Drops 
SNMP Manager-role input packets 
    0 Inform request PDUs 
    0 Trap PDUs 
    0 Response PDUs 
    0 Responses with errors 
 
SNMP informs: enabled 
    Informs in flight 1/25 (current/max) 
    Logging to 10.0.0.100.162 
        1 sent, 1 in-flight, 0 retries, 0 failed, 0 dropped 
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Task 6.1 
 
IPS: 
 

 Note 

In this solution, we show you how to reset the sensor. First off you erase the 
current configuration and reboot the sensor. Then you configure network 
settings, including the hostname and the IP address. 

ips# erase current-config  
Warning: Removing the current-config file will result in all 
configuration being reset to default, including system information such 
as IP address. 
User accounts will not be erased. They must be removed manually using 
the "no username" command. 
Continue? []: yes 
Warning: The edit operation has no effect on the running configuration 
 
ips# reset  
Warning: Executing this command will stop all applications and reboot 
the node. 
Continue with reset? []: yes  
 
sensor# conf t 
sensor(config)# service host  
sensor(config-hos)# network-settings  
sensor(config-hos-net)# host-ip 132.1.170.10/24,132.1.170.1 
sensor(config-hos-net)# login-banner-text "Welcome to IPS" 
sensor(config-hos-net)# host-name Rack1IPS 
sensor(config-hos-net)# exi 
sensor(config-hos)# exi 
Apply Changes:?[yes]: yes 

 
Task 6.1 Verification 
 
sensor(config-hos-net)# show settings  
   network-settings 
   ----------------------------------------------- 
      host-ip: 132.1.170.10/24,132.1.170.1 default: 
10.1.9.201/24,10.1.9.1 
      host-name: Rack1IPS  default: sensor 
      telnet-option: disabled default: disabled 
      access-list (min: 0, max: 512, current: 0) 
      ----------------------------------------------- 
      ----------------------------------------------- 
      ftp-timeout: 300 seconds <defaulted> 
      login-banner-text: "Welcome to IPS" default:  
   ----------------------------------------------- 
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Task 6.2 
 

 Note 

Configure the management ACL entries for the two subnets specified and enable 
the telnet option. HTTP server is listening on the port number 443 by default. 

 
IPS: 
Rack1IPS# conf t 
Rack1IPS(config)# service host  
Rack1IPS(config-hos)# network-settings  
Rack1IPS(config-hos-net)# access-list 10.0.0.0/24 
Rack1IPS(config-hos-net)# telnet-option enabled 
Rack1IPS(config-hos-net)# exit 
Rack1IPS(config-hos)# exit 
Apply Changes:?[yes]: yes 
Rack1IPS(config)# 
 

 Note 

Enable SPAN monitoring in SW2, capturing the traffic received on interface 
FasEthernet 0/14 which connects to ASA2’s Ethernet 0/2. 

SW2: 
monitor session 1 source interface FastEthernet 0/14 both 
monitor session 1 destination interface FastEthernet 0/10 
 
IPS: 
 
Enable physical interface and assign it to virtual sensor: 
 
Rack1IPS# conf t 
Rack1IPS(config)# service interface  
Rack1IPS(config-int)# physical-interfaces GigabitEthernet0/0 
Rack1IPS(config-int-phy)# admin-state enabled  
Rack1IPS(config-int-ph exit y)# 
Rack1IPS(config-int)# exit 
Apply Changes:?[yes]: yes 
Rack1IPS(config)# service analysis-engine  
Rack1IPS(config-ana)# virtual-sensor vs0 
Rack1IPS(config-ana-vir)# physical-interface GigabitEthernet0/0 
Rack1IPS(config-ana-vi exit r)# 
Rack1IPS(config-ana)# exit 
Apply Changes:?[yes]: yes 
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Task 6.2 Verification 
 

 Note 

First, try connecting to the sensor using telnet. Source the connection off R5’s 
VLAN5 interface, which is in the subnet 10.0.0.0/24. 

Rack1R5#telnet 132.1.170.10 /source-interface FastEthernet 0/1 
Trying 132.1.170.10 ... Open 
 
"Welcome to IPS" 
login: cisco 
Password: ciscoids4210 
<snip> 
Rack1IPS# 
 

 Note 

Now check that the interface is actually being monitored. Using CLI, enable the 
ICMP echo signature in the IPS: 

Rack1IPS# conf t 
Rack1IPS(config)# service signature-definition sig0 
Rack1IPS(config-sig)# signatures 2004 0 
Rack1IPS(config-sig-sig)# status  
Rack1IPS(config-sig-sig-sta)# enabled true 
Rack1IPS(config-sig-sig-sta)# exit 
Rack1IPS(config-sig-si exit g)# 
Rack1IPS(config-sig)# exit 
Apply Changes?[yes]: yes 
 

 Note 

Now ping ASA2’s outside interface from SW1 and make sure the alert is 
produced and stored in the event store: 
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Rack1SW1#ping 132.1.137.113 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 132.1.137.113, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/60/76 ms 
Rack1SW1# 
 
Rack1IPS# show events alert past 00:05:00 
 
evIdsAlert: eventId=1241061131028812060 severity=informational 
vendor=Cisco  
  originator:  
    hostId: Rack1IPS 
    appName: sensorApp 
    appInstanceId: 398 
  time: 2009/04/30 02:53:31 2009/04/30 02:53:31 UTC 
  signature: description=ICMP Echo Request id=2004 version=S1  
    subsigId: 0 
    marsCategory: Info/AllSession 
  interfaceGroup: vs0 
  vlan: 0 
  participants:  
    attacker:  
      addr: locality=OUT 132.1.137.7 
    target:  
      addr: locality=OUT 132.1.137.113 
      os: idSource=unknown relevance=relevant type=unknown  
  riskRatingValue: attackRelevanceRating=relevant 
targetValueRating=medium 35 
  threatRatingValue: 35 
  interface: ge0_0 
  protocol: icmp 
 

Task 6.3 
 
ASA2/ContextA & ContextB: 
! 
! Add local username to authenticate the IPS 
! 
username IPSNAC password CISCO 
! 
ssh 132.1.170.10 255.255.255.255 outside 
! 
! Generate the key to start SSH 
! 
domain-name INE.com 
crypto key generate rsa general-keys modulus 512 
! 
! Enable local authentication for SSH 
! 
aaa authentication ssh console LOCAL 
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IPS: 
 

 Note 

For this task, we’ll configure network access using CLI. First, we set up the 
“never-block” host, under the general sub-section of network-access section. 

Add never-blocked host first:  
 
Rack1IPS# conf t 
Rack1IPS(config)# service network-access 
Rack1IPS(config-net)# general 
Rack1IPS(config-net-gen)# never-block-hosts 132.1.138.100 
Rack1IPS(config-net-gen)# exit 
 

 Note 

Create a user-profile to access the ASA firewall. Include the username and the 
password in the profile. 

Rack1IPS(config-net)# user-profiles ASA2 
Rack1IPS(config-net-use)# username IPSNAC 
Rack1IPS(config-net-use)# password  
Enter password[]: CISCO 
Re-enter password: CISCO 
Rack1IPS(config-net-use)# exit 
 

 Note 

Now add two firewall devices to the IPS configuration. The devices correspond to 
the firewall contexts in ASA2. Attach the user profile created to every device and 
configure SSH as the communication protocol. 

Rack1IPS(config-net)# firewall-devices 132.1.137.113 
Rack1IPS(config-net-fir)# communication ssh-3des  
Rack1IPS(config-net-fir)# profile-name ASA2 
Rack1IPS(config-net-fir)# exit 
Rack1IPS(config-net)# firewall-devices 132.1.137.213   
Rack1IPS(config-net-fir)# communication ssh-3des  
Rack1IPS(config-net-fir)# profile-name ASA2 
Rack1IPS(config-net-fir)# exit 
Rack1IPS(config-net-u  exit se)#
Rack1IPS(config-net)# exit 
Apply Changes:?[yes]: yes 

Copyright © 2009 Internetwork Expert www.INE.com
- 71 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:07:06 Aug 31,2009

CCIE Security Lab Workbook VOL II   Solutions Guide    Version 5.0 Lab 2
 
 

 Note 

The last thing to do is import the public keys of every context’s SSH server in the 
public key ring of the IPS. This will allow the IPS connecting to the virtual 
firewalls using SSH. 

Rack1IPS(config)# ssh host-key 132.1.137.113 
MD5 fingerprint is C0:98:84:CE:70:07:17:2A:3C:F3:57:89:8E:1A:C2:5E 
Bubble Babble is xemom-getad-duhab-suryd-nomen-bivit-lysuf-zofyl-gugob-
fudom-huxox 
Would you like to add this to the known hosts table for this 
host?[yes]: yes 
 
Rack1IPS(config)# ssh host-key 132.1.137.213 
MD5 fingerprint is 84:7D:68:4E:22:CD:C8:23:3C:EA:4E:D3:B8:E6:22:E8 
Bubble Babble is ximih-zivip-gycot-tipeg-tohab-fehur-hucac-gilyk-pozet-
kafoh-bixax 
Would you like to add this to the known hosts table for this 
host?[yes]: yes 
Rack1IPS(config)# 

 
Task 6.3 Verification 
 

 Note 

Verify that the IPS started SSH sessions with both security contexts in the 
firewall. 

Rack1ASA2/ContextB(config)# show ssh sessions  
 
SID Client IP       Version Mode Encryption Hmac     State            
Username 
2   132.1.170.10    1.5     -    3DES       -        SessionStarted   
IPSNAC 
 
Rack1ASA2/ContextB(config)# changeto context ContextA 
Rack1ASA2/ContextA(config)# show ssh sessions  
 
SID Client IP       Version Mode Encryption Hmac     State            
Username 
1   132.1.170.10    1.5     -    3DES       -        SessionStarted   
IPSNAC 
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Task 6.4 
 
Start the IPS Device Manager GUI interface and navigate to Configuration panel. 
Select Policies > Event Action Rules > rules0 and then click on the Target 
Value Rating tab.  
 

 
 

Click the Add button and fill the fields according to the screenshot below. 
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Now click on the Event Action Override tab and click the Add button. Fill the 
fields according to the screenshot below and click OK when done. 

 

 
 

Click the Apply button when you done configuring Event Processing Rules. 
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Task 6.4 Breakdown 
 
Recall the formula for Risk Rating (RR), which defines the potential impact of a 
particular attack against the particular server:  
 

RR = (Fidelity*Severity*TVR)/(100*100). 
 

Target Value Ratings (TVR) values are as follows: low (75), medium (100), high 
(150), mission-critical (200).  You assign them to the company’s assets, identified 
by the IP addresses. Default TVR value is medium (100).  
 
Signature severity values are: info (25), low (50), medium (75), high (100). They 
describe how dangerous the attack is. They are part of signature definition. 
Finally, fidelity values tell how well a signature “recognizes” the corresponding 
attack. They are also a part of signature definition and range from 0 to 100. 
 
The “ICMP Echo” signature has severity value of 25 and fidelity rating value of 
100 by default. We are not allowed to change those per the task requirements. 
 
Therefore, to get into the 50-100 corridor for the “low severity” and the “high 
fidelity” signature we should assign TVR of “mission-critical” for subnet 
132.X.138.0/24. 
 
Task 6.4 Verification 
 

 Note 

Generate some ping packets toward SW2. Even though you cannot ping it, the 
IPS will process them and trigger the signature 2004 enabled previously. Notice 
that due to VLAN138 having mission-critical value, the event override rule 
triggers and causes the IPS to issue a block command for the source of the 
attack (SW1). 

Rack1SW1#ping 132.1.138.8 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 132.1.138.8, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
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Rack1IPS# show events alert past 00:05:00 
evIdsAlert: eventId=1241061131028812689 severity=informational 
vendor=Cisco  
  originator:  
    hostId: Rack1IPS 
    appName: sensorApp 
    appInstanceId: 398 
  time: 2009/04/30 03:44:24 2009/04/30 03:44:24 UTC 
  signature: description=ICMP Echo Request id=2004 version=S1  
    subsigId: 0 
    marsCategory: Info/AllSession 
  interfaceGroup: vs0 
  vlan: 0 
  participants:  
    attacker:  
      addr: locality=OUT 132.1.137.7 
    target:  
      addr: locality=OUT 132.1.138.8 
      os: idSource=unknown relevance=relevant type=unknown  
  actions:  
    blockRequested: true 
  riskRatingValue: attackRelevanceRating=relevant 
targetValueRating=mission-critical 60 
  threatRatingValue: 40 
  interface: ge0_0 
  protocol: icmp 
  

 Note 

The second alert is a summary generated for 5 ICMP echo packets across the 
default summarization interval. 
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evIdsAlert: eventId=1241061131028812712 severity=informational 
vendor=Cisco  
  originator:  
    hostId: Rack1IPS 
    appName: sensorApp 
    appInstanceId: 398 
  time: 2009/04/30 03:44:54 2009/04/30 03:44:54 UTC 
  signature: description=ICMP Echo Request id=2004 version=S1  
    subsigId: 0 
    marsCategory: Info/AllSession 
  interfaceGroup: vs0 
  vlan: 0 
  participants:  
    attacker:  
      addr: locality=OUT 132.1.137.7 
    target:  
      addr: locality=OUT 132.1.138.8 
      os: idSource=unknown relevance=relevant type=unknown  
  summary: final=true initialAlert=1241061131028812689 
summaryType=Regular 5 
  alertDetails: Regular Summary: 5 events this interval ;  
  riskRatingValue: attackRelevanceRating=relevant 
targetValueRating=mission-critical 60 
  threatRatingValue: 60 
  interface: ge0_0 
  protocol: icmp 
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 Note 

Now login to ASA2 firewall, into any context, and check the active shuns. There 
should be one installed for SW1. 

 
Rack1ASA2/ContextA(config)# changeto context ContextB 
Rack1ASA2/ContextB(config)# show shun  
shun (outside) 132.1.137.7 0.0.0.0 0 0 0 
 

Task 7.1 
 
R1: 
! 
! CEF is required to match protocols 
! (should be already enable though) 
! 
ip cef 
 
! 
! Class-map to match URL containing the patterns 
! 
class-map match-any VIRUS 
  match protocol http url "*root.exe" 
  match protocol http url "*cmd.exe" 
 
!        
! Drop virus HTTP traffic   
! 
policy-map MITIGATE 
 class VIRUS 
  drop 
 
! 
! Apply the service policy 
! 
interface Serial FastEthernet0/0 
 service-policy input MITIGATE 
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Task 7.1 Verification 

 

 Note 

To verify your configuration, simulate an HTTP requests for the file named 
root.exe from SW1 across R1. Notice the increment in packet counters for the 
class matching the URLs in the show policy-map output on R1. 

Rack1SW1#copy http://150.1.2.2/root.exe null: 
%Error opening http://150.1.2.2/root.exe (I/O error) 
Rack1SW1# 
 
Rack1R1#show policy-map interface Fastethernet 0/0 
 FastEthernet0/0  
 
  Service-policy input: MITIGATE 
 
    Class-map: VIRUS (match-any) 
      9 packets, 1468 bytes 
      5 minute offered rate 0 bps, drop rate 0 bps 
      Match: protocol http url "*root.exe" 
        9 packets, 1468 bytes 
        5 minute rate 0 bps 
      Match: protocol http url "*cmd.exe" 
        0 packets, 0 bytes 
        5 minute rate 0 bps 
      drop 
 
    Class-map: class-default (match-any) 
      143 packets, 29311 bytes 
      5 minute offered rate 0 bps, drop rate 0 bps 
      Match: any 
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Task 7.2 
 
SW1: 
 

 Note 

Notice the reverse logic of matching the SNMP packets. We deny the legitimate 
SNMP packets in the access-list and permit all other SNMP packets. Next, we 
configure a VLAN ACL that drops the packets matching the access-list and 
forwards everything else (don’t forget the trailing forward entry, or all non-
matching IP traffic will be dropped).  

ip access-list extended SNMP_TO_VLAN137 
! 
 deny udp 132.1.0.0 0.0.0.255 132.1.137.0 0.0.0.255 eq snmp 
 
! 
! Take care to drop only SNMP traffic to VLAN137, not the transit SNMP 
! 
 permit udp any 132.1.137.0 0.0.0.255 eq snmp 
 deny ip any any 
 
! 
! VLAN filter configuration 
! 
vlan access-map SNMP_SECURITY 10 
 action drop 
 match ip address SNMP_TO_VLAN137 
! 
vlan access-map SNMP_SECURITY 20 
 action forward 
 
! 
! Apply VLAN filter 
! 
vlan filter SNMP_SECURITY vlan-list 137 
 
 

Copyright © 2009 Internetwork Expert www.INE.com
- 80 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:07:06 Aug 31,2009

CCIE Security Lab Workbook VOL II   Solutions Guide    Version 5.0 Lab 2
 

Task 7.3 
 
R1: 
aaa new-model 
! 
! Authenticate login via TACACS+ and configure 
! safeguard settings for the console 
! 
aaa authentication login default group tacacs+ 
aaa authentication login CONSOLE none 
 
! 
! TACACS+ server settings 
! 
ip tacacs source-interface Loopback0 
tacacs-server host 10.0.0.100 key CISCO 
 
! 
! Generate RSA key-pair to activate SSH 
! 
ip domain name INE.com 
! 
crypto key generate rsa general modulus 512 
 
! 
! Enable SSH as input transport 
! 
line vty 0 4 
 transport input ssh 
 login authentication default 
 
! 
! Apply the AAA lists to the console 
! 
line console 0 
 login authentication CONSOLE 
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SW1: 
aaa new-model 
! 
aaa authentication login default group tacacs+  
aaa authentication login CONSOLE none 
! 
ip tacacs source-interface Loopback0 
tacacs-server host 10.0.0.100 key CISCO 
 
! 
! Generate RSA keys 
! 
ip domain name INE.com 
! 
crypto key generate rsa general modulus 512 
! 
line vty 0 15 
 transport input ssh 
 login authentication default 
! 
line console 0 
 login authentication CONSOLE 
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ACS: 
 
Step 1: 
 
Add R1 and SW1 as the AAA Clients to the ACS. Run the ACS Admin utility, 
click the Network Configuration button, and then click the Add Entry button. 
Fill in the fields according to the screenshot below and click Submit + Apply 
when done. 
 

 
 
Repeat the same steps with SW1 using its Loopback0 IP address. 
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Step 2: 
 
Add new user to the ACS database. Click the User Setup button, enter the name 
“SSH” and click the Add/Edit button. Specify the Password value of “CISCO” for 
this user and click Submit when you’re done. 
 

 

Task 7.3 Verification 
 
Rack1R1#test aaa group tacacs+ SSH CISCO legacy  
Attempting authentication test to server-group tacacs+ using tacacs+ 
User was successfully authenticated. 
 
Rack1SW1#telnet 150.1.1.1 
Trying 150.1.1.1 ...  
% Connection refused by remote host 
 
Rack1SW1#ssh -l SSH 150.1.1.1 
 
Password: CISCO 
 
Rack1R1> 
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Task 7.4 
 
R6: 
! 
! Disable DHCP/BOOTP 
! 
no ip bootp server 
no service dhcp 
 
! 
! Disable CDP/ProxyARP 
! 
interface FastEthernet0/0 
 no cdp enable 
 no ip proxy-arp 
 
! 
! Rate-Limit ICMP unreachables 
! 
ip icmp rate-limit unreachable 1000 
 
! 
banner login $ 
Access to this device or the attached networks is prohibited without 
express written permission. 
$ 
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Task 7.4 Verification 
 

 Note 

You may use the command show control-plan open-ports to check the 
listening TCP/UDP ports. However, DHCP port will not show up until you 
configure at least one DHCP pool. You can check the IP services active on the 
interface using the commands below: 

Rack1R6#show ip interface FastEthernet 0/0 
Ethernet0/0 is up, line protocol is up 
  Internet address is 132.1.69.6/24 
  Broadcast address is 255.255.255.255 
  Address determined by setup command 
  MTU is 1500 bytes 
  Helper address is not set 
  Directed broadcast forwarding is disabled 
  Multicast reserved groups joined: 224.0.0.9 
  Outgoing access list is not set 
  Inbound  access list is not set 
  Proxy ARP is disabled 
  Local Proxy ARP is disabled 
  Security level is default 
<snip> 
 
Rack1R6#show cdp int FastEthernet 0/0 
 
Rack1R6# 
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Task 8.1 
 

 Note 

The legacy CAR command is more CPU effective than modern MQC policing. 
However, this advantage is not very noticeable, so in modern devices you can 
use just the MQC police command. 

R6: 
! 
! Classify traffic 
! 
access-list 100 permit icmp any any echo 
 
! 
! Apply the input rate-limit 
! 
interface Serial0/0/0 
 rate-limit input access-group 100 128000 4000 4000 conf transmit 
exceed drop 
 

Task 8.1 Verification 
 
Rack1R6#show interfaces serial 0/0/0 rate-limit  
Serial0/0 
  Input 
    matches: access-group 100 
      params:  128000 bps, 4000 limit, 4000 extended limit 
      conformed 558 packets, 281232 bytes; action: transmit 
      exceeded 0 packets, 0 bytes; action: drop 
      last packet: 52ms ago, current burst: 0 bytes 
      last cleared 00:02:43 ago, conformed 13000 bps, exceeded 0 bps 
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Task 8.2  
 
SW1: 
interface FastEthernet0/16 
 switchport mode access 
 switchport port-security 
 switchport port-security violation shutdown 
 switchport port-security mac-address 1234.5678.9abc 
 

Task 8.2 Verification 
 
Rack1SW1#show port-security interface fastEthernet 0/16 
Port Security              : Enabled 
Port Status                : Secure-down 
Violation Mode             : Shutdown 
Aging Time                 : 0 mins 
Aging Type                 : Absolute 
SecureStatic Address Aging : Disabled 
Maximum MAC Addresses      : 1 
Total MAC Addresses        : 1 
Configured MAC Addresses   : 1 
Sticky MAC Addresses       : 0 
Last Source Address:Vlan   : 0000.0000.0000:0 
Security Violation Count   : 0 
 
Rack1SW1#show port-security interface fastEthernet 0/16 address  
          Secure Mac Address Table 
-----------------------------------------------------------------------
- 
Vlan    Mac Address       Type                     Ports   Remaining 
Age 
                                                              (mins)     
----    -----------       ----                     -----   ------------
- 
   1    1234.5678.9abc    SecureConfigured         Fa0/16       - 
-----------------------------------------------------------------------
- 
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Task 8.3 
 

 Note 

In this task, we know what the source of the attack is. When you know the source 
of the DoS attack, you can use RTBH to drop traffic sourced off the known 
subnet.  This is done by the virtue of the uRPF feature that drops packets 
sourced off the subnets that are resolved to Null0 locally. We configure the edge 
routers with a special /32 route to Null0 and advertise the source subnet within 
the borders of our AS. The next hop of the filtered prefix is adjusted to the /32 
route that resolves to Null0. Thus, the border routers drop all traffic sourced off 
this subnet ingress on the interfaces configured for uRPF. 

R2: 
! 
! Inject static routes into BGP  
! 
router  bgp 100 
  redistribute static route-map STATIC_TO_BGP 
! 
! A /32 route used as next-hop to “drop” the packets 
! It should be configured on every participating router. 
! 
ip route 192.0.2.1 255.255.255.255 null0 

 
! 
! Blackhole route, the one we want to screen  
! In this case – source network, that will be 
! filtered out by the virtue of CEF uRPF processing 
! 
ip route 115.0.0.0 255.0.0.0 null0 tag 100 
 
! 
! Route-map to signal RTHB information. 
! The Origin and Local Pref are changed to ensure 
! that injected route is always preferred 

 
! 
! No-Export community is used to contain the RTBH prefix within 
! our AS. Match Tag is used for scalable route lookup. 

 
! 
! Set ip next-hop propagates the ‘Null next-hop to peers 
! 
route-map STATIC_TO_BGP permit 10 

match tag 100 
set local-preference 200 
set origin igp 
set community no-export 
set ip next-hop 192.0.2.1 
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R6: 
! 
! A /32 route used as next-hop to “drop” the packets 
! It should be configured on every participating router. 
! 
ip route 192.0.2.1 255.255.255.255 null0 
! 
! Ensure that CEF is on (it sure is, based on the previous tasks). 
! 
ip cef 
 
! 
! Enable uRPF on the edge, to drop packets based on source IP 
! (Note that it has be already previously enabled). 
! 
interface Serial 0/0 
 ip verify unicast reverse-path 
 
! 
! Disable the ICMP unreachables 
! 
interface Null0 
  no ip unreachables 
 

Task 8.3 Verification 
 

 Note 

Check R6’s BGP table. Notice that the prefix 115.0.0.0/8 is learned both via 
eBGP from BB1 and from R2. The latter prefix is preferred due to high local 
preference value. 

Rack1R6#show ip bgp  
BGP table version is 17, local router ID is 150.1.6.6 
Status codes: s suppressed, d damped, h history, * valid, > best, i - 
internal, 
              r RIB-failure, S Stale 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop            Metric LocPrf Weight Path 
*> 112.0.0.0        54.1.2.254               0             0 54 50 60 i 
*> 113.0.0.0        54.1.2.254               0             0 54 50 60 i 
*> 114.0.0.0        54.1.2.254               0             0 54 i 
*>i115.0.0.0        192.0.2.1                0    200      0 i 
*                   54.1.2.254               0             0 54 i 
*> 116.0.0.0        54.1.2.254               0             0 54 i 
*> 117.0.0.0        54.1.2.254               0             0 54 i 
*> 118.0.0.0        54.1.2.254               0             0 54 i 
*> 119.0.0.0        54.1.2.254               0             0 54 i 
*> 132.1.0.0        0.0.0.0                  0         32768 i 
*> 150.1.0.0        0.0.0.0                  0         32768 i 
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 Note 

Check the prefix 115.0.0.0/8 in R6’s RIB. Notice that is has the next-hop value of 
192.0.2.1 and this prefix resolves to Null0. Thus the CEF entry for 115.0.0.0/8 
points to Null0 as well. 

 
Rack1R6#show ip route 115.0.0.0 
Routing entry for 115.0.0.0/8 
  Known via "bgp 100", distance 200, metric 0, type internal 
  Last update from 192.0.2.1 00:01:28 ago 
  Routing Descriptor Blocks: 
  * 192.0.2.1, from 150.1.2.2, 00:01:28 ago 
      Route metric is 0, traffic share count is 1 
      AS Hops 0 
 
Rack1R6#show ip cef 115.0.0.0 
115.0.0.0/8, version 68, epoch 0 
0 packets, 0 bytes 
  via 192.0.2.1, 0 dependencies, recursive 
    next hop 192.0.2.1, Null0 via 192.0.2.1/32 
    valid null adjacency 
 

 Note 

The next part of the verification could not be performed on a rental rack, since 
most likely you don’t have privileged exec access to BB1. However, we provide it 
for the sake of clarity. When you ping off the interfaces with the IP 115.0.0.1 the 
ping packets are dropped. When you ping off subnet 112.0.0.0/24 the packets 
can reach the inside devices. 

BB1-FRS#ping 150.1.6.6 source loopback 115 timeout 1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 150.1.6.6, timeout is 1 seconds: 
Packet sent with a source address of 115.0.0.1  
..... 
Success rate is 0 percent (0/5) 
 
BB1-FRS#ping 150.1.6.6 source loopback 112 timeout 1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 150.1.6.6, timeout is 1 seconds: 
Packet sent with a source address of 112.0.0.1  
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/36 ms 
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