
Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:11:24 Aug 31,2009

CCIE Security Lab Workbook Vol II   Solutions Guide    Version 5.0 Lab 3
 

 Note 

Unconfigured IPS sensor breaks the network into two segments. You need to 
configure the IPS appliance for inline monitoring to obtain connectivity though the 
network. See the respective section for the IPS solutions. 

Task 1.1 
 
ASA1: 
hostname Rack1ASA1 
 
! 
! Create the Redundant interface and add members to it 
! 
interface redundant 8 
 member-interface Ethernet 0/1 
 member-interface Ethernet 0/0 
 
! 
! With redundant interfaces, nothing is configured on physical ones 
! 
interface Ethernet 0/0 
 no shutdown 
! 
interface Ethernet 0/1 
 no shutdown 
 
! 
! Configure the Redundant interface and sub-interface 
! 
interface redundant8 
 nameif IN 
 security-level 99 
 ip address 174.1.127.12 255.255.255.0 
 ospf authentication-key CISCO 
 ospf authentication 
! 
interface redundant8.124 
 vlan 124 
 nameif OUT 
 security-level 1 
 ip address 174.1.124.12 255.255.255.0 
 

Copyright © 2009 Internetwork Expert www.INE.com
- 1 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:11:24 Aug 31,2009

CCIE Security Lab Workbook Vol II   Solutions Guide    Version 5.0 Lab 3
 
! 
! Configure Unicast RPF for packets arriving on  
! IN interface ip verify reverse-path interface IN 
! 
router ospf 1 
 network 174.1.127.12 255.255.255.255 area 51 
 default-information originate 
! 
! Since we didn’t use “default-information originate always”  
! we need to ! have a default route for OSPF to advertise it. 
! 
route OUT 0 0 174.1.124.4 
 
SW1: 
! 
! Configure dot1q trunking for the interface to ASA1. Make native VLAN 
! 127 so that traffic passes untagged. Optionally we can set “portfast 
! trunk” for direct transition of trunk to STP forwarding state. 
! 
interface FastEthernet 0/13 
 switchport trunk encap dot1q 
 switchport mode trunk 
 switchport trunk native vlan 127 
 spanning-tree portfast trunk 
 
SW2: 
interface FastEthernet 0/12 
 switchport trunk encap dot1q 
 switchport mode trunk 
 switchport trunk native vlan 127 
 spanning-tree portfast trunk 
 

Task 1.1 Verification 
 

 Note 

Check basic connectivity. Verify ASA interface redundancy. Be aware, that this 
feature is not preemptive, so after testing it may be necessary to manually select 
which interface is active. Command to accomplish this is redundant-
interface redundant 8 active-member Ethernet 0/1. 

Verify basic connectivity. 
 
Rack1ASA1# ping 174.1.124.4 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.124.4, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
 
Rack1ASA1# ping 174.1.127.7 
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Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.127.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms 
 
Rack1ASA1# show nameif 
Interface                Name                     Security 
Redundant8               IN                        99 
Redundant8.124           OUT                        1 
 
 

 Note 

For redundancy testing, shutdown SW1’s Fa0/13 interface, check redundancy 
and connectivity again. After test bring up Fa0/13 again and make sure that 
Ethernet0/1 is the active interface on ASA1. 

Rack1ASA1# show interface redundant 8 detail | grep Member 
        Member Ethernet0/1(Active), Ethernet0/0 
 
Rack1SW1(config)#interface fastEthernet 0/13 
Rack1SW1(config-if)#shutdown 
 
Rack1ASA1# show interface redundant 8 detail | grep Member 
        Member Ethernet0/0(Active), Ethernet0/1 
 
Rack1ASA1# ping 174.1.124.4 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.124.4, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms 
 
Rack1ASA1# ping 174.1.127.7 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.127.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms 
 
 

 Note 

 The IN interface of the ASA should pass untagged traffic, but still it should 
represent VLAN 127. We need to make the native VLAN on trunk to be 127 for 
both switches.  Verify OSPF neighbor on the IN interface.  
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Rack1SW1#show interfaces FastEthernet 0/13 trunk  
Port        Mode             Encapsulation  Status        Native vlan 
Fa0/13      on               802.1q         trunking      127 
! 
Rack1SW2#show interfaces fastEthernet 0/12 trunk  
Port        Mode             Encapsulation  Status        Native vlan 
Fa0/12      on               802.1q         trunking      127 
 
Rack1ASA1# show ospf neighbor  
Neighbor ID     Pri   State           Dead Time   Address         
Interface 
150.1.7.7         1   FULL/DR         0:00:32     174.1.127.7     IN 
! 
Rack1ASA1# show ospf interface IN | grep authentication 
  Simple password authentication enabled 
 

 Note 

For Unicast RPF check testing purposes create a Loopback on switch 1 (make 
sure not to advertise the Loopback subnet into OSPF), ping the ASA inside 
interface and check the dropped packets. Make sure to remove the Loopback 
after test. 

 
Rack1ASA1# show ip verify statistics interface IN  
interface IN: 0 unicast rpf drops 
! 
Rack1SW1#conf t 
Rack1SW1(config)#interface loopback 2 
Rack1SW1(config-if)#ip address 1.1.1.1 255.255.255.255 
Rack1SW1#ping 174.1.127.12 source loopback 2 repeat 2 
 
Type escape sequence to abort. 
Sending 2, 100-byte ICMP Echos to 174.1.127.12, timeout is 2 seconds: 
Packet sent with a source address of 1.1.1.1  
.. 
Success rate is 0 percent (0/2) 
! 
Rack1ASA1# show route IN | grep 1.1.1.1 
Rack1ASA1# show ip verify statistics interface IN  
interface IN: 2 unicast rpf drops 
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Task 1.2 
 
ASA2: 
hostname Rack1ASA2 
! 
! Configure interfaces as required 
! 
interface Ethernet 0/0 
 no shutdown 
 nameif VLAN135 
 security-level 10 
 ip address 174.1.135.13 255.255.255.0 
! 
interface Ethernet 0/1 
 no shut 
 nameif VLAN132 
 no shut 
 security-level 90 
 ip address 192.10.1.13 255.255.255.0 
 
! 
! Access-list used to advertise only the default route 
! 
access-list DEFAULT_ROUTE permit host 0.0.0.0 
 
! 
! Access-list used to advertise everything but the default route 
! 
access-list NO_DEFAULT_ROUTE deny host 0.0.0.0 
access-list NO_DEFAULT_ROUTE permit any 
 
! 
! Configure RIP filtering and originate default route 
! 
router rip 
 version 2 
 no auto-summary 
 network 174.1.0.0 
 network 192.10.1.0 
 default-information originate  
 distribute-list NO_DEFAULT_ROUTE out interface VLAN135 
 distribute-list DEFAULT_ROUTE out interface VLAN132 
 
! 
! Configure RIP MD5 authentication 
! 
interface Ethernet 0/0 
 rip authentication key CISCO key 1 
 rip authentication mode md5 
! 
interface Ethernet 0/1 
 rip authentication key CISCO key 1 
 rip authentication mode md5 
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Task 1.2 Verification 
 

 Note 
 
Verify basic connectivity and RIP configuration. 

Rack1ASA2# ping 192.10.1.254 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.10.1.254, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/10 ms 
 
Rack1ASA2# ping 174.1.135.5 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.135.5, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms 
 
Rack1ASA2# show nameif 
Interface                Name                     Security 
Ethernet0/0              VLAN135                   10 
Ethernet0/1              VLAN132                   90 
 
Rack1ASA2# more system:running-config | grep rip au|et0/0|et0/1 
interface Ethernet0/0 
 rip authentication mode md5 
 rip authentication key CISCO key_id 1 
interface Ethernet0/1 
 rip authentication mode md5 
 rip authentication key CISCO key_id 1 
 
 

 Note 
 
Confirm that R5 receives RIP updates from the ASA, but not the default route 
and make sure that BB2 receives the default route. Since access to BBS is 
forbidden, one way to test that BB2 gets the default route from ASA2 is to create 
a Loopback on R5 (DO NOT advertise it into RIP) and ping the BB2 subnet with 
source Loopback. For ICMP to work we need to permit it through ASA2. Make 
sure to remove the testing configuration afterwards. 

 
Rack1R5#show ip route rip 
R    222.22.2.0/24 [120/8] via 174.1.135.13, 00:00:04, FastEthernet0/0 
R    220.20.3.0/24 [120/8] via 174.1.135.13, 00:00:04, FastEthernet0/0 
R    192.10.1.0/24 [120/1] via 174.1.135.13, 00:00:04, FastEthernet0/0 
R    205.90.31.0/24 [120/8] via 174.1.135.13, 00:00:04, FastEthernet0/0 
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Rack1ASA2# show run access-list TEST 
access-list TEST extended permit icmp host 1.1.1.1 host 192.10.1.254 
echo  
 
Rack1ASA2# show run access-group  
access-group TEST in interface VLAN135 
 
Rack1ASA2# show running-config route  
route VLAN135 1.1.1.1 255.255.255.255 174.1.135.5 1 
 
Rack1R5#show running-config interface loopback 1 
interface Loopback1 
 ip address 1.1.1.1 255.255.255.255 
 
Rack1R5#ping 192.10.1.254 source loopback 1      
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.10.1.254, timeout is 2 seconds: 
Packet sent with a source address of 1.1.1.1  
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms 
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Task 1.3 

 Note 
 
For ACL to not contain ip addresses we need to configure name to ip address 
mapping for host/networks involved in the ACL. 

ASA1: 
! 
! Use the hostnames instead of IPs in the access-lists 
! 
name 174.1.124.100 ACS_POST_NAT_IP 
name 10.0.0.100 ACS_PRE_NAT_IP 
name 174.1.124.6 R6_POST_NAT_IP 
name 150.1.6.6 R6_PRE_NAT_IP 
name 150.1.5.5 R5 
 
! 
! Configure static NAT for R6 Loopback and ACS 
! 
static (IN,OUT) ACS_POST_NAT_IP ACS_PRE_NAT_IP 250 200 udp 300 
static (IN,OUT) R6_POST_NAT_IP R6_PRE_NAT_IP 
! 
access-list OUTSIDE_IN permit tcp any host ACS_POST_NAT_IP eq 49 
access-list OUTSIDE_IN permit udp any host ACS_POST_NAT_IP eq 1645 
access-list OUTSIDE_IN permit udp any host ACS_POST_NAT_IP eq 1646 
access-list OUTSIDE_IN permit udp any host ACS_POST_NAT_IP eq 1812 
access-list OUTSIDE_IN permit udp any host ACS_POST_NAT_IP eq 1813 
access-list OUTSIDE_IN permit tcp host R5 host 174.1.124.6 eq bgp 
access-list OUTSIDE_IN permit icmp any any echo 
access-list OUTSIDE_IN permit icmp any any echo-reply 
! 
access-group OUTSIDE_IN in interface OUT 
 
 

Task 1.3 Verification 
 

 Note 

Verify that R5 and R6 have iBGP peering established using the translated 
address. Verify translation on the ASA. Check ICMP connectivity through the 
firewall. 
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Rack1R5#show ip bgp summary | b Neighbor 
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ Up/Down  
State/PfxRcd 
174.1.124.6     4   100    1881    1893       15    0    0 1d07h           
8 
204.12.1.254    4    54    2978    2982       15    0    0 2d01h           
2 
 
Rack1ASA1# show conn long | i R6 
TCP OUT:R5/179 (R5/179) IN:R6_PRE_NAT_IP/51342 (R6_POST_NAT_IP/51342), 
flags UIO, idle 27s, uptime 1D7h, timeout 1h0m, bytes 72394 
 
Rack1ASA1# show running-config names | i R6 
name 174.1.124.6 R6_POST_NAT_IP 
name 150.1.6.6 R6_PRE_NAT_IP 
 
Rack1R5#ping 174.1.124.6 source loopback 0        
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.124.6, timeout is 2 seconds: 
Packet sent with a source address of 150.1.5.5  
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 112/113/117 
ms 
 
Rack1ASA1# show conn long | i ICMP 
ICMP OUT:R5/6 (R5/6) IN:R6_PRE_NAT_IP/0 (R6_POST_NAT_IP/0), idle 0s, 
uptime 4s, timeout 2s, bytes 2736 
ICMP OUT:R5/6 (R5/6) IN:R6_PRE_NAT_IP/0 (R6_POST_NAT_IP/0), idle 0s, 
uptime 4s, timeout 2s, bytes 2736 
 

Task 1.4 
 

 Note 

To accomplish the task we need to use object-group nesting, where 2 object 
groups of same type can be grouped into another object group. 

ASA1: 
! First create both object-groups 
object-group network HOSTS1  
  network-object host 10.0.0.100  
  network-object host 10.0.0.101  
! 
object-group network HOSTS2  
  network-object host 10.0.0.200  
  network-object host 10.0.0.201  
! 
! Configure the nested object-group 
object-group network HOSTS  
  group-object HOSTS1  
  group-object HOSTS2 
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! 
! Call the nested object-group in the ACL 
access-list INSIDE_IN deny icmp object-group HOSTS any echo 
access-list INSIDE_IN permit ip any any 
! 
access-group INSIDE_IN in interface IN 
 

Task 1.4 Verification 
 

 Note 

For testing purposes, we could ping a subnet on the OUT of the ASA1 with 
source AAA server. We have 2 issues here: first ASA1 breaks the routing 
domain, so we have no routes to networks on the OUT of ASA; second R6 has a 
route to NULL0 for 174.1.0.0/16 and will drop any traffic towards these 
destinations. We will create a Loopback with ip address 10.0.0.100 on SW1 and 
ping a subnet on the OUT of the ASA. Make sure to remove configuration after 
testing. 

Rack1SW1#show running-config interface loopback 1 
Building configuration... 
 
Current configuration : 66 bytes 
! 
interface Loopback1 
 ip address 10.0.0.101 255.255.255.255 
 
Rack1SW1#show running-config | i ip route 
ip route 174.1.124.0 255.255.255.0 174.1.127.12 
 
Rack1SW1#ping 174.1.124.4 source loopback 1 re 2 
 
Type escape sequence to abort. 
Sending 2, 100-byte ICMP Echos to 174.1.124.4, timeout is 2 seconds: 
Packet sent with a source address of 10.0.0.101  
.. 
Success rate is 0 percent (0/2) 
 
Rack1ASA1# show access-list INSIDE_IN 
access-list INSIDE_IN; 5 elements 
access-list INSIDE_IN line 1 extended deny icmp object-group HOSTS any 
echo 0x46c042b5  
  access-list INSIDE_IN line 1 extended deny icmp host ACS_PRE_NAT_IP 
any echo (hitcnt=0) 0xac973a88  
  access-list INSIDE_IN line 1 extended deny icmp host 10.0.0.101 any 
echo (hitcnt=2) 0x592263e6  
  access-list INSIDE_IN line 1 extended deny icmp host 10.0.0.200 any 
echo (hitcnt=0) 0xf1d5e758  
  access-list INSIDE_IN line 1 extended deny icmp host 10.0.0.201 any 
echo (hitcnt=0) 0x896d495d 
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Task 1.5 

 Note 

Although the discussion is about the Exchange Server, ESMTP inspection needs 
to be applied globally. Since by default ESMTP on port 25 is inspected we need 
to add inspection for port 2525. 

 
ASA2: 
static (VLAN132,VLAN135) 174.1.135.200 192.10.1.200 
 
! 
! Permit traffic on ports 25 and 2525 for SMTP server 
! 
access-list OUTSIDE_IN permit tcp any host 174.1.135.200 eq 25 
access-list OUTSIDE_IN permit tcp any host 174.1.135.200 eq 2525 
access-group OUTSIDE_IN in interface VLAN135 
 
! 
! Create the class-map for port TCP 2525 matching 
! 
class-map SMTP_PORT_2525 
 match port tcp eq 2525 
 
! 
! Apply inspection policy for ESMTP on port 2525 
! 
policy-map global_policy 
 class SMTP_PORT_2525 
  inspect esmtp 
 

Task 1.5 Verification 

 Note 

Be as specific as possible and issue the command to list the global inspection 
policy parameters for ESMTP only. 

Rack1ASA2# show service-policy global inspect esmtp  
 
Global policy:  
  Service-policy: global_policy 
    Class-map: inspection_default 
      Inspect: esmtp _default_esmtp_map, packet 0, drop 0, reset-drop 0 
        mask-banner, count 0 
        match cmd line length gt 512  
          drop-connection log, packet 0 
        match cmd RCPT count gt 100  
          drop-connection log, packet 0 
        match body line length gt 998  
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          log, packet 0 
        match header line length gt 998  
          drop-connection log, packet 0 
        match sender-address length gt 320  
          drop-connection log, packet 0 
        match MIME filename length gt 255  
          drop-connection log, packet 0 
        match ehlo-reply-parameter others  
          mask, packet 0 
    Class-map: SMTP_PORT_2525 
      Inspect: esmtp _default_esmtp_map, packet 0, drop 0, reset-drop 0 
        mask-banner, count 0 
        match cmd line length gt 512  
          drop-connection log, packet 0 
        match cmd RCPT count gt 100  
          drop-connection log, packet 0 
        match body line length gt 998  
          log, packet 0 
        match header line length gt 998  
          drop-connection log, packet 0 
        match sender-address length gt 320  
          drop-connection log, packet 0 
        match MIME filename length gt 255  
          drop-connection log, packet 0 
        match ehlo-reply-parameter others  
          mask, packet 0 
 

Task 1.6 
 

 Note 

You can only apply the solution for this task after you have finished the VPN 
section configurations. Notice that since there is no RA IPSec configured, the 
task actually refers to Default RA tunnel-group on ASA. 

ASA2: 
! 
! Permit HTTP and FTP control session 
! 
access-list OUTSIDE_IN permit tcp any host 192.10.1.75 eq 21 
access-list OUTSIDE_IN permit tcp any host 192.10.1.75 eq 80 
! 
! Identify HTTP traffic and FTP data session 
! 
access-list DATA permit tcp host 192.10.1.75 eq 80 any 
access-list DATA permit tcp host 192.10.1.75 eq 20 any 
! 
! Create class-maps to match traffic 
! 
class-map DATA 
 match access-list DATA 
! 
class-map VOICE 
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 match rtp 16384 16383 
 
class-map L2L_VPN_TRAFFIC 
 match tunnel-group Rack1ASA1.INE.com 
 match flow ip destination-address 
! 
class-map RA_VPN_TRAFFIC 
 match tunnel-group IPSECGROUP 
 match flow ip destination-address 
 
! 
! Create policy-map with required traffic restrictions 
! 
policy-map OUTSIDE 
 class DATA 
   police output 2000000 
 class VOICE 
   priority 
 class L2L_VPN_TRAFFIC 
   police output 512000 
 class RA_VPN_TRAFFIC 
   police output 64000 
 
! 
! Enable priority queuing on VLAN135 interface 
! 
priority-queue VLAN135 
! 
! Apply policy-map 
service-policy OUTSIDE interface VLAN135 
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Task 1.6 Verification 

 Note 

Verify that priority-queuing is enabled on VLAN135 and verify traffic is policed as 
asked. 

Rack1ASA2# show priority-queue config vlAN135 
 
Priority-Queue Config interface VLAN135 
                current         default         range 
queue-limit     2048            2048            0 - 2048 
tx-ring-limit   80              80              3 – 256 
 
Rack1ASA2# show service-policy interface vlAN135 
 
Interface VLAN135: 
  Service-policy: OUTSIDE 
    Class-map: DATA 
      Output police Interface VLAN135: 
        cir 2000000 bps, bc 62500 bytes 
        conformed 0 packets, 0 bytes; actions:  transmit 
        exceeded 0 packets, 0 bytes; actions:  drop 
        conformed 0 bps, exceed 0 bps 
    Class-map: VOICE 
      Priority: 
        Interface VLAN135: aggregate drop 0, aggregate transmit 0 
    Class-map: L2L_VPN_TRAFFIC 
      Output police Interface VLAN135: 
        cir 512000 bps, bc 16000 bytes 
        conformed 0 packets, 0 bytes; actions:  transmit 
        exceeded 0 packets, 0 bytes; actions:  drop 
        conformed 0 bps, exceed 0 bps 
    Class-map: RA_VPN_TRAFFIC 
      Output police Interface VLAN135: 
        cir 64000 bps, bc 2000 bytes 
        conformed 0 packets, 0 bytes; actions:  transmit 
        exceeded 0 packets, 0 bytes; actions:  drop 
        conformed 0 bps, exceed 0 bps 
    Class-map: class-default 
               
      Default Queueing 
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Task 1.7 

 Note 

Configure Syslog to use TCP, since we’re asked a reliable protocol. As any other 
task in Security lab take a closer look to the diagram and see if any other 
permission is needed. In this case, we need to allow syslog traffic on the OUT 
interface of ASA1 coming from ASA2 VLAN135 interface to the translated IP of 
AAA. 

ASA2: 
! 
! Enable logging on the ASA. Be aware that it’s not enabled by default 
! as on routers 
! 
logging enable 
logging trap informational 
! 
! Facility 22 corresponds to LOCAL6; (16 corresponds to LOCAL0) 
! 
logging facility 22 
 
! 
! Set up syslog server and TCP protocol/port for communications 
! 1470 is the default syslog port for TCP 
 
! 
! Configure logging on the translated address of AAA 
! 
logging host VLAN135 174.1.124.100 6/1470   
 
ASA1: 
! Configure permissions for syslog traffic to pass 
access-list OUTSIDE_IN permit tcp host 174.1.135.13 host 
ACS_POST_NAT_IP eq 1470 
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Task 1.7 Verification 
 

 Note 

Since there is no syslog server running on TCP on the AAA machine, we can 
only check the proper configuration on ASA. 

Rack1ASA2# show logging  
Syslog logging: enabled 
    Facility: 22 
    Timestamp logging: disabled 
    Standby logging: disabled 
    Debug-trace logging: disabled 
    Console logging: level informational, 31 messages logged 
    Monitor logging: disabled 
    Buffer logging: disabled 
    Trap logging: level informational, facility 22, 29 messages logged 
        Logging to VLAN135 174.1.124.100 tcp/1470 retry: Attempt 2 
    History logging: disabled 
    Device ID: disabled 
    Mail logging: disabled 
    ASDM logging: disabled 
 
 

Task 2.1 

 Note 

Create inspection rules. We could then apply the rule on outbound direction for 
interface Fa0/0, or inbound direction for all Fa0/1, S0/0, S0/1. Since we have no 
specific requirement, we can use either, but the first option is simpler as it needs 
less configuration. 

R5: 
! 
! Configure CBAC for telnet and smtp with audit-trail 
! 
ip inspect name MYCBAC telnet audit-trail on 
ip inspect name MYCBAC smtp audit-trail on 
 
! 
! Enable logging to the ACS. Use Loopback 0 as source since from behind 
! ASA1 Loopback0 is reachable. 
! 
logging host 174.1.124.100 
logging trap info 
logging on 
logging source-interface loopback 0 
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! 
! Create access-list to drop traffic TCP traffic on port 23 & 25 that 
! is initiated by 192.10.1.50 
! 
ip access-list extended VLAN135_IN 
 deny tcp host 192.10.1.50 eq 23 any 
 deny tcp host 192.10.1.50 eq 25 any 
 permit ip any any 
 
! 
! Apply inspection in Outbound direction and ACL in inbound 
! 
interface fastEthernet 0/0 
 ip access-group VLAN135_IN in 
 ip inspect MYCBAC out 
 
ASA2: 
! 
! Allow telnet and smtp traffic to pass through the ASA2, coming on  
! VLAN135 interface 
! 
access-list OUTSIDE_IN permit tcp any host 192.10.1.50 eq 23 
access-list OUTSIDE_IN permit tcp any host 192.10.1.50 eq 25 
 
ASA1: 
! 
! Allow syslog traffic from R5 Loopback 0 to AAA server to pass through 
! ASA1, coming on OUT interface 
! 
access-list OUTSIDE_IN permit udp host R5 host 174.1.124.100 eq 514 

 
Task 2.1 Verification 

 Note 

There is no 192.10.1.50 host on that subnet. For verification, we will permit telnet 
traffic destined to BB2 192.10.1.254 to pass through ASA2. Make sure to remove 
any testing configuration afterwards. Verify CBAC configuration. 

Rack1ASA2# show run access-list OUTSIDE_IN | i 192.10.1.254 
access-list OUTSIDE_IN extended permit tcp any host 192.10.1.254 eq 
telnet 
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Rack1R4#telnet 192.10.1.254 
Trying 192.10.1.254 ... Open 
 
+---------------------------------------------------------------------+ 
|                                                                      
| 
| Welcome to BB2.  These commands are available for use at privilege 0 
| 
|                                                                       
| 
| ping                           show ip bgp                           
| 
| telnet                         show ip bgp neighbors                 
| 
| traceroute                     show ip bgp summary                   
| 
| show ip route                  show ip interface brief               
| 
| show ip protocols                                                    
| 
|                                                                      
| 
| The reference configuration for this device is available at:         
| 
| http://www.internetworkexpert.com/downloads/bb2.txt                  
| 
|                                                                      
| 
+---------------------------------------------------------------------+ 
 
Rack1R5#show ip inspect sessions         
Established Sessions 
Session 84663CB8 (174.1.145.4:13135)=>(192.10.1.254:23) telnet SIS_OPEN 
*Jun  8 15:33:05.985: %FW-6-SESS_AUDIT_TRAIL_START: Start telnet 
 
Rack1R5#clear ip inspect session 84663CB8 
*Jun  8 15:41:47.372: %FW-6-SESS_AUDIT_TRAIL: Stop telnet session: 
initiator (174.1.145.4:13135) sent 157 bytes -- responder 
(192.10.1.254:23) sent 1593 bytes 
 
Rack1R5#clear ip inspect session 84663CB8 
*Jun  8 15:41:47.372: %FW-6-SESS_AUDIT_TRAIL: Stop telnet session: 
initiator (174.1.145.4:13135) sent 157 bytes -- responder 
(192.10.1.254:23) sent 1593 bytes 
 
Rack1R5#show ip inspect config  
Session audit trail is disabled 
Session alert is enabled 
one-minute (sampling period) thresholds are [unlimited : unlimited] 
connections 
max-incomplete sessions thresholds are [unlimited : unlimited] 
max-incomplete tcp connections per host is unlimited. Block-time 0 
minute. 
tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec 
tcp idle-time is 3600 sec -- udp idle-time is 30 sec 
tcp reassembly queue length 16; timeout 5 sec; memory-limit 1024 kilo 
bytes 
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dns-timeout is 5 sec 
Inspection Rule Configuration 
 Inspection name MYCBAC 
    telnet alert is on audit-trail is on timeout 3600 
    smtp max-data 20000000 alert is on audit-trail is on timeout 3600 
 

Task 2.2 

 Note 

Need to create port mapping for this particular HTTP and FTP traffic, then 
configure the inspection for it. Again we need to allow this traffic through the 
ASA2, since traffic is initiated from the least trusted interface, VLAN135. 
However there is a trick here: if using active FTP, we need to only allow port 80 
through the firewall, the control connection; if using passive FTP we need to 
configure MPF on ASA2 to inspect traffic coming from anywhere to 192.10.1.60 
on port 80 as FTP traffic. 

R5: 
! 
! Create access-list to identify host 192.10.1.60 
! 
access-list 99 permit host 192.10.1.60 
 
! 
! Add the required port mapping only for the host in ACL 99 
! 
ip port-map ftp port 80 list 99 
ip port-map http port 21 list 99 
 
! 
! Add additional inspections to the inspect from task 2.1 
! 
ip inspect name MYCBAC http 
ip inspect name MYCBAC ftp 
 
! 
! Edit the ACL and enter in new deny statements. 
! 
ip access-list extended VLAN135_IN 
 no permit ip any any 
 deny tcp host 192.10.1.60 eq 21 any 
 deny tcp host 192.10.1.60 eq 80 any 
 permit ip any any 
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ASA2: 
! 
! Allow ftp control connection traffic from any host to 192.10.1.60 to 
! pass through ASA2, coming on VLAN135 interface 
! 
access-list OUTSIDE_IN permit tcp any host 192.10.1.60 eq 21 
access-list OUTSIDE_IN permit tcp any host 192.10.1.60 eq 80 

Copyright © 2009 Internetwork Expert www.INE.com
- 20 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:11:24 Aug 31,2009

CCIE Security Lab Workbook Vol II   Solutions Guide    Version 5.0 Lab 3
 
! 
! Configuration required only for passive FTP 
! First identify FTP traffic in ACL 
! 
access-list FTP permit tcp any host 192.10.1.60 eq 80 
 
! 
! Create the class-map for matching non-default FTP traffic 
! 
class-map FTP_PORT_80 
 match access-list FTP 
 
! 
! Configure & apply inspection policy for FTP on port 80 only on  
! VLAN135 interface 
! 
policy-map VLAN135 
 class FTP_PORT_80 
  inspect ftp 
! 
service-policy VLAN135 interface VLAN135 
 

Task 2.2 Verification 

 Note 

Verify HTTP and FTP port mapping and CBAC inspection for this traffic. 

Rack1R5#show ip port-map http 
Default mapping:  http                 tcp port 80                         
system defined 
Host specific:    http                 tcp port 21             in list 
99  user defined 
 
Rack1R5#show ip port-map ftp  
Default mapping:  ftp                  tcp port 21                         
system defined 
Host specific:    ftp                  tcp port 80             in list 
99  user defined 
 
Rack1R5#show ip inspect config  
Session audit trail is disabled 
Session alert is enabled 
one-minute (sampling period) thresholds are [unlimited : unlimited] 
connections 
max-incomplete sessions thresholds are [unlimited : unlimited] 
max-incomplete tcp connections per host is unlimited. Block-time 0 
minute. 
tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec 
tcp idle-time is 3600 sec -- udp idle-time is 30 sec 
tcp reassembly queue length 16; timeout 5 sec; memory-limit 1024 kilo 
bytes 
dns-timeout is 5 sec 
Inspection Rule Configuration 
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 Inspection name MYCBAC 
    telnet alert is on audit-trail is on timeout 3600 
    smtp max-data 20000000 alert is on audit-trail is on timeout 3600 
    http alert is on audit-trail is off timeout 3600 
    ftp alert is on audit-trail is off timeout 3600 

 
Task 2.3 
 
R3: 
! 
! Create security zones 
! 
zone security A 
zone security B 
zone security C 
 
! 
! Class-maps to identigy TCP/UDP/ICMP traffic 
! 
class-map type inspect TCP 
 match protocol tcp 
class-map type inspect UDP 
 match protocol udp 
class-map type inspect ICMP 
 match protocol icmp 
 
! 
! Policy for A to C zone traffic 
! 
policy-map type inspect A_TO_C 
class TCP 
 inspect 
class UDP 
 inspect 
class ICMP 
 pass 
 
! 
! Policy for B to C zone traffic 
! 
policy-map type inspect B_TO_C 
class TCP 
 inspect 
class UDP 
 inspect 
class ICMP 
 pass 
 
! 
! Policy for C to B zone traffic 
! 
policy-map type inspect C_TO_B 
 class ICMP 
  pass 
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! 
! Policy for C to A zone traffic 
! 
policy-map type inspect C_TO_A 
 class ICMP 
  pass 
! 
! Policy for A to B zone traffic 
! 
policy-map type inspect A_TO_B 
 class ICMP 
  pass 
 
! 
! Policy for B to A zone traffic 
! 
policy-map type inspect B_TO_A 
 class ICMP 
  pass 
 
! 
! Define zone pairs and apply policy 
! 
zone-pair sec AB source A dest B 
 service-policy type inspect A_TO_B 
! 
zone-pair sec AC source A dest C 
 service-policy type inspect A_TO_C 
! 
zone-pair sec BA source B dest A 
 service-policy type inspect B_TO_A 
! 
zone-pair sec BC source B dest C 
 service-policy type inspect B_TO_C 
! 
zone-pair sec CA source C dest A 
 service-policy type inspect C_TO_A 
! 
zone-pair sec CB source C dest B 
 service-policy type inspect C_TO_B 
! 
! Assign zones to interfaces 
interface fastEthernet 0/0 
 zone security A 
! 
interface FastEthernet 0/1 
 zone security B 
! 
interface Serial 1/0.23 
 zone security C 
 
! 
! Different approaches to traffic classification 
! Combined ACL classification 
! 
ip access-list extended ACS_SERVER 
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 permit ip any host 10.0.0.100 
! 
ip access-list extended TACACS 
 permit tcp any any eq 49 
 
! 
! ACL + Match protocol 
!  
class-map type inspect match-all TACACS 
 match access-group name ACS_SERVER 
 match access-group name TACACS 
! 
class-map type inspect match-all RADIUS 
 match protocol radius 
 match access-group name ACS_SERVER 
! 
policy-map type inspect C_TO_A 
class TACACS 
 inspect 
class RADIUS 
 inspect 
 
ip access-list extended ASA2_LOGGING 
 permit tcp host 174.1.135.13 host 10.0.0.100 eq 1470 
! 
ip access-list extended R5_TO_ACS 
 permit udp host 150.1.5.5 host 10.0.0.100 
! 
class-map type inspect match-all ASA2_LOGGING 
 match access-group name ASA2_LOGGING 
! 
class-map type inspect match-all R5_LOGGING 
 match protocol syslog  
 match access-group name R5_TO_ACS 
! 
policy-map type inspect C_TO_A 
class R5_LOGGING 
 inspect 
class ASA2_LOGGING 
 inspect 
 

Task 2.3 Verification 
 

 Note 

We will generate some ICMP, TCP and UDP traffic from zone B to zone C. ICMP 
to R3 itself is not affected by the zone-based firewall feature since by default 
traffic TO the zone is permitted but not THROUGH the zone. 

Rack1SW2#ping 174.1.38.3 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.38.3, timeout is 2 seconds: 
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!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/4 ms 
 
Rack1SW2#ping 174.1.23.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.23.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/60/64 ms 
 
Rack1SW2#ping 174.1.23.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.23.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/60/64 ms 
 
Rack1SW2#telnet 174.1.23.2 
Trying 174.1.23.2 ... Open 
 
 
User Access Verification 
 
Password:  
Rack1R2> 
 
Rack1SW2#traceroute 174.1.23.2 
 
Type escape sequence to abort. 
Tracing the route to 174.1.23.2 
 
  1 174.1.38.3 4 msec 0 msec 4 msec 
  2 174.1.23.2 28 msec *  28 msec 
 
Rack1R3#show policy-map type inspect zone-pair BC 
 Zone-pair: BC 
 
  Service-policy inspect : B_TO_C 
 
    Class-map: TCP (match-all) 
      Match: protocol tcp 
      Inspect 
        Packet inspection statistics [process switch:fast switch] 
        tcp packets: [0:54] 
 
        Session creations since subsystem startup or last reset 1 
        Current session counts (estab/half-open/terminating) [0:0:0] 
        Maxever session counts (estab/half-open/terminating) [1:1:1] 
        Last session created 00:00:17 
        Last statistic reset 00:03:06 
        Last session creation rate 1 
        Maxever session creation rate 1 
        Last half-open session total 0 
 
    Class-map: UDP (match-all) 
      Match: protocol udp 
      Inspect 
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        Packet inspection statistics [process switch:fast switch] 
        udp packets: [0:7] 
 
        Session creations since subsystem startup or last reset 5 
        Current session counts (estab/half-open/terminating) [0:3:0] 
        Maxever session counts (estab/half-open/terminating) [1:3:0] 
        Last session created 00:00:21 
        Last statistic reset 00:03:06 
        Last session creation rate 3 
        Maxever session creation rate 3 
        Last half-open session total 3 
 
    Class-map: ICMP (match-all) 
      Match: protocol icmp 
      Pass 
        5 packets, 400 bytes 
 
    Class-map: class-default (match-any) 
      Match: any  
      Drop (default action) 
        0 packets, 0 bytes 
 
Rack1R3#show policy-map type inspect zone-pair CB 
 Zone-pair: CB 
 
  Service-policy inspect : C_TO_B 
 
    Class-map: ICMP (match-all) 
      Match: protocol icmp 
      Pass 
        2 packets, 72 bytes 
 
    Class-map: class-default (match-any) 
      Match: any  
      Drop (default action) 
        0 packets, 0 bytes 
 

 Note 

Notice above that we have matching TCP traffic (telnet), ICMP traffic (PING) and 
UDP traffic (UDP echo generated by traceroute) for zone BC and ICMP traffic for 
zone CB (this ICMP is actually in response to the traceroute). Remember that 
traceroute on Cisco is implemented using UDP Echo as initiator and ICMP as 
response. 

 
Rack1R2#ping 174.1.23.3 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.23.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/59/60 ms 
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Task 2.4 
 
R3: 
ip access-list extended TELNET_PORT_3020  
 permit tcp any any eq 3020 
 
! 
! Add port 3020 for telnet application, but first remove the mapping  
! used on port 3020 for CIFS 
! 
access-list 99 permit any 
! 
no ip port-map cifs port tcp 3020 
ip port-map telnet port 3020 list 99 
! 
class-map type inspect TELNET 
 match protocol telnet 
! 
! Class-map to match telnet traffic on both ports, 23 and 3020 
class-map type inspect TELNET_PORT_3020 
 match protocol telnet 
 match access-group name TELNET_PORT_3020 
! 
! Enable audit-trail 
parameter-map type inspect AUDIT 
 audit-trail on 
! 
! Policy-map for telnet inspection and audit trail for port 3020 
 

 Note 

Make sure that the order of inspection in the policy-map is 
TELNET_PORT_3020, then TELNET and then TCP. Otherwise, for example, 
telnet traffic on port 3020 will match either the TELNET or TCP class. 

 
policy-map type inspect A_TO_C 
class type inspect TELNET_PORT_3020 
  inspect AUDIT 
 class type inspect TELNET 
  inspect 
 
! 
! Remove and Add TCP to move it to the bottom of the policy. 
! 
 no class type inspect TCP 
 class type inspect TCP 
  inspect 
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! 
! Re-configure policy-maps to log ICMP passing through the firewall 
! traffic 
! 
policy-map type inspect A_TO_C 
 class ICMP 
  pass log 
! 
policy-map type inspect A_TO_B 
 class ICMP 
  pass log 
policy-map type inspect B_TO_C 
 class ICMP 
  pass log 
policy-map type inspect B_TO_A 
 class ICMP 
  pass log 
policy-map type inspect C_TO_A 
 class ICMP 
  pass log 
policy-map type inspect C_TO_B 
 class ICMP 
  pass log 
 
R2: 
! 
! Configure R2 to listen on port 3020 for telnet 
! 
line vty 15 
 rotary 20 
 password cisco 
 
 

Task 2.4 Verification 
 

 Note 

 Verify telnet port-mapping. For testing generate telnet traffic from AAA server  to 
R2 on ports 23 and 3020; also ICMP to check logging. Also make sure there is 
nothing matching the class-default. 

Rack1R3#show ip port-map telnet 
Default mapping:  telnet               tcp port 23                         
system defined 
Default mapping:  telnet               tcp port 3020                       
user defined 
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Rack1R3#show policy-map type inspect zone-pair AC 
 Zone-pair: AC 
 
  Service-policy inspect : A_TO_C 
 
    Class-map: UDP (match-all) 
      Match: protocol udp 
      Inspect 
        Session creations since subsystem startup or last reset 0 
        Current session counts (estab/half-open/terminating) [0:0:0] 
        Maxever session counts (estab/half-open/terminating) [0:0:0] 
        Last session created never 
        Last statistic reset 00:00:41 
        Last session creation rate 0 
        Maxever session creation rate 0 
        Last half-open session total 0 
 
    Class-map: ICMP (match-all) 
      Match: protocol icmp 
      Pass 
        4 packets, 160 bytes 
 
    Class-map: TELNET_PORT_3020 (match-all) 
      Match: protocol telnet 
      Match: access-group name TELNET_PORT_3020 
      Inspect 
        Packet inspection statistics [process switch:fast switch] 
        tcp packets: [0:50] 
 
        Session creations since subsystem startup or last reset 1 
        Current session counts (estab/half-open/terminating) [0:0:0] 
        Maxever session counts (estab/half-open/terminating) [1:1:1] 
        Last session created 00:00:16 
        Last statistic reset 00:00:41 
        Last session creation rate 1 
        Maxever session creation rate 1 
        Last half-open session total 0 
 
    Class-map: TELNET (match-all) 
      Match: protocol telnet 
      Inspect 
        Packet inspection statistics [process switch:fast switch] 
        tcp packets: [0:31] 
 
        Session creations since subsystem startup or last reset 1 
        Current session counts (estab/half-open/terminating) [0:0:0] 
        Maxever session counts (estab/half-open/terminating) [1:1:1] 
        Last session created 00:00:24 
        Last statistic reset 00:00:41 
        Last session creation rate 1 
        Maxever session creation rate 1 
        Last half-open session total 0 
 
    Class-map: TCP (match-all) 
      Match: protocol tcp 
      Inspect 
        Session creations since subsystem startup or last reset 0 
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        Current session counts (estab/half-open/terminating) [0:0:0] 
        Maxever session counts (estab/half-open/terminating) [0:0:0] 
        Last session created never 
        Last statistic reset 00:00:41 
        Last session creation rate 0 
        Maxever session creation rate 0 
        Last half-open session total 0 
 
    Class-map: class-default (match-any) 
      Match: any  
      Drop (default action) 
        0 packets, 0 bytes 
 

 Note 

Since logging buffered is not configured on R3, the logging messages appeared 
only on console. In the real lab it may be good idea to ask the proctor if allowed 
to do logging buffered for logging tracking. 

%FW-6-SESS_AUDIT_TRAIL_START: (target:class)-
(AC:TELNET_PORT_3020):Start telnet session: initiator (10.0.0.100:3050) 
-- responder (174.1.23.2:3020) 
%FW-6-SESS_AUDIT_TRAIL: (target:class)-(AC:TELNET_PORT_3020):Stop 
telnet session: initiator (10.0.0.100:3050) sent 47 bytes -- responder 
(174.1.23.2:3020) sent 76 bytes 
 
%FW-6-LOG_SUMMARY: 4 packets were passed from 174.1.23.2:0 => 
10.0.0.100:8 (target:class)-(CA:ICMP) 
%FW-6-LOG_SUMMARY: 4 packets were passed from 10.0.0.100:8 => 
174.1.23.2:0 (target:class)-(AC:ICMP 
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Task 2.5 

 Note 

The configuration for URL screening on R6 is pretty straight forward but the tricky 
part is to see that traffic to Websense server will pass through the zone-based 
firewall configured on R3.  We need to know the Websense port which is 15868. 
Now, in the real lab it may be necessary or not to know certain well-known ports, 
if not seek a way to find what port is that application using. In our case there are 
many options, the simplest one is to just do the following config for zone-pair CA. 
This way you’ll match and log all traffic in that zone: 

policy-map type inspect C_TO_A 
  class class-default 
  pass log 
 
The following log message will appear on R3 console indicating port 15868, once 
URL filtering is triggered: 
 
%FW-6-PASS_PKT: (target:class)-(CA:class-default) Passing tcp pkt 
174.1.255.6:41986 => 10.0.0.100:15868 with ip ident 40667 due to PASS 
action found in policy-map 
 
Make sure to remove the configuration afterwards. 
 
R3: 
! 
! Match Websense traffic in an ACL 
! 
ip access-list extended WEBSENSE  
 permit tcp any host 10.0.0.100 eq 15868 
! 
! Call the ACL in a class-map 
! 
class-map type inspect WEBSENSE 
 match access-group name WEBSENSE 
 
! 
! Since for CA zone all inspections are specific(not general as all TCP 
! traffic) we can append this one as well. 
! 
policy-map type inspect C_TO_A 
 class WEBSENSE 
  inspect 
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R6: 
ip inspect name HTTP_FILTER http 
 
! 
! Configure “fail open”, so if server is down, HTTP traffic is still  
! allowed 
! 
ip urlfilter allow-mode on 
 
! 
! Exclude the two domains  
! 
ip urlfilter exclusive-domain permit internetworkexpert.com 
ip urlfilter exclusive-domain permit ine.com 
ip urlfilter audit-trail 
ip urlfilter server vendor websense 10.0.0.100 
 
! 
! Apply inspection 
! 
interface Serial 0/0/0 
 ip inspect HTTP_FILTER out 
 

Task 2.5 Verification 

 Note 

Since there is no Websense server in the real lab, although there is one in the 
INE racks, we can only trigger the URL screening function and check if we match 
the configured inspection on R3. 

 
Rack1SW1#copy flash: http://54.1.8.254  
Source filename [config.text]?  
Address or name of remote host [54.1.8.254]?  
Destination filename [config.text]?  
%Error writing http://54.1.8.254/config.text (I/O error) 
 
Rack1R3#show policy-map type inspect zone-pair CA | section WEBSENSE 
    Class-map: WEBSENSE (match-all) 
      Match: access-group name WEBSENSE 
      Inspect 
        Packet inspection statistics [process switch:fast switch] 
        tcp packets: [0:35] 
 
        Session creations since subsystem startup or last reset 1 
        Current session counts (estab/half-open/terminating) [1:0:0] 
        Maxever session counts (estab/half-open/terminating) [1:1:0] 
        Last session created 00:16:30 
        Last statistic reset never 
        Last session creation rate 0 
        Maxever session creation rate 1 
        Last half-open session total 0 
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Task 3.1 
 
ASA1: 
! 
! Configure AAA server 
! 
aaa-server RADIUS protocol radius 
aaa-server RADIUS (IN) host 10.0.0.100 
 key CISCO 
 authentication-port 1812 
 accounting-port 1813 
 
! 
! Split-tunneling ACL 
! 
access-list SPLIT_TUNNEL permit ip 174.1.127.0 255.255.255.0 any 
 
! 
! Local address pool 
!  
ip local pool IPSECPOOL 10.105.105.1-10.105.105.50 
 
! 
! Group policy to specify split-tunneling & address pool 
! 
group-policy IPSECPOLICY internal 
group-policy IPSECPOLICY attributes 
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value SPLIT_TUNNEL 
 address-pools value IPSECPOOL 
 
! 
! Tunnel group for RA users, configure authentication & apply policy 
! 
tunnel-group IPSECGROUP type ipsec-ra 
tunnel-group IPSECGROUP general-attributes 
 authentication-server-group RADIUS 
 default-group-policy IPSECPOLICY 
 
! 
! Group pre-shared key 
! 
tunnel-group IPSECGROUP ipsec-attributes 
  pre-shared-key CISCO 
 
! 
! ISAKMP policy 
! 
crypto isakmp policy 10 
 authentication pre-share 
 hash sha 
 encryption 3des 
 group 2 
! 
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crypto isakmp enable OUT 
 
! 
! Transform-set 
! 
crypto ipsec transform-set 3DES_SHA esp-3des esp-sha-hmac 
 
! 
! Create dynamic crypto map and link it to static crypto map 
! 
crypto dynamic-map DYNAMIC 10 set transform-set 3DES_SHA 
! 
crypto map VPN 100 ipsec-isakmp dynamic DYNAMIC 
! 
! Apply crypto map on OUT interface 
crypto map VPN interface OUT 
 
! 
! Permit VPN traffic to bypass input ACL 
! 
sopt connection permit-vpn sy

 
ACS: 
 
Step 1: 
 
Add ASA1 as a RADIUS client to the ACS. Click Network Configuration then 
Add Entry and enter the IP address of the firewall’s inside interface 
(172.X.127.12) along with the client’s name “Rack1ASA1-R”. Select RADIUS 
(VPN3000/PIX 7.x/ASA) as the authentication protocol. Click Submit + Apply 
when you’re done. 
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Step 2: 
 
Add new user “IPSECUSER” to the ACS server. Click the User Setup button, 
then enter the name “IPSECUSER” and click the Add/Edit button. On the next 
page, specify the password value of “CISCO” and click the Submit button. 
 

 Note 

RADIUS access through R3 was configured in another section. 
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Task 3.1 Verification 

 Note 

Verify successful IPSec connectivity between VLAN 53 and VLAN 127. Check 
that only this traffic is passing through the IPSec tunnel and that authentication is 
done via AAA. Simplest way to test IPSec is by making R5 an ezVPN client. 
Necessary configuration is: 

crypto isakmp policy 10 
 encr 3des 
 authentication pre-share 
 group 2 
crypto ipsec client ezvpn ASA1 
 connect auto 
 group IPSECGROUP key CISCO 
 local-address FastEthernet0/1 
 mode client 
 peer 174.1.124.12 
 username IPSECUSER password CISCO 
 xauth userid mode local 
 
Rack1R5#show running-config interface fastEthernet 0/1 | i crypto 
 crypto ipsec client ezvpn ASA1 inside 
 
Rack1R5#show running-config interface serial 0/0 | i crypto 
 crypto ipsec client ezvpn ASA1 
 
Make sure to remove configuration afterwards. 

 

Rack1R5#show crypto isakmp sa  
IPv4 Crypto ISAKMP SA 
dst             src             state          conn-id slot status 
174.1.124.12    204.12.1.5      QM_IDLE           1007    0 ACTIVE 
 
IPv6 Crypto ISAKMP SA 
 
Rack1R5#show crypto ipsec client ezvpn  
Easy VPN Remote Phase: 6 
 
Tunnel name : ASA1 
Inside interface list: FastEthernet0/1 
Outside interface: Serial0/0  
Current State: IPSEC_ACTIVE 
Last Event: MTU_CHANGED 
Address: 10.105.105.1 (applied on Loopback10000) 
Mask: 255.255.255.255 
Save Password: Disallowed 
Split Tunnel List: 1 
       Address    : 174.1.127.0 
       Mask       : 255.255.255.0 
       Protocol   : 0x0 
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       Source Port: 0 
       Dest Port  : 0 
Current EzVPN Peer: 174.1.124.12 
 
Rack1ASA1# show vpn-sessiondb remote  
 
Session Type: IPsec 
 
Username     : IPSECUSER              Index        : 7 
Assigned IP  : 10.105.105.1           Public IP    : 204.12.1.5 
Protocol     : IKE IPsec 
License      : IPsec 
Encryption   : 3DES                   Hashing      : SHA1 
Bytes Tx     : 0                      Bytes Rx     : 0 
Group Policy : IPSECPOLICY            Tunnel Group : IPSECGROUP 
Login Time   : 13:44:40 UTC Wed Jun 10 2009 
Duration     : 0h:11m:56s 
NAC Result   : Unknown 
VLAN Mapping : N/A                    VLAN         : none 
 
Verify passed authentication in AAA server 
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Task 3.2 
 
ASA1: 
! 
! Configure and enable additional ISAKMP policy 
! 
crypto isakmp policy 20 
 auth rsa-sig 
 hash sha 
 encryption 3des 
 group 2 
 
! 
! Identity hostname is needed to match the hostname in certificate 
! for tunnel group lookup process. Otherwise, the CN is used. 
! 
crypto isakmp identity hostname 
 
! 
! Create IPsec transform-set 
! 
crypto ipsec transform-set AES256_MD5 esp-aes-256 esp-md5-hmac 
 
! 
! Configure domain-name and generate RSA key 
! 
domain-name INE.com 
crypto key generate rsa general modulus 512 
yes 
 
! 
! Sync time with the AAA/CA server 
!  
ntp server 10.0.0.100 
 
! 
! Configure CA trustpoint 
! 
crypto ca trustpoint IE1 
 enrollment url http://10.0.0.100/certsrv/mscep/mscep.dll 
 revocation-check none 
 
! 
! Tunnel-group for remote endpoint 
!  
tunnel-group Rack1ASA2.INE.com type ipsec-l2l 
tunnel-group Rack1ASA2.INE.com ipsec-attributes 
  trust-point IE1 
 
! 
! Traffic to encrypt 
! 
access-list VLAN127_TO_VLAN132 permit ip 174.1.127.0 255.255.255.0 
192.10.1.0 255.255.255.0  
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! 
! Actual crypto-map (not the set trustpoint entry) 
! 
crypto map VPN 10 match address VLAN127_TO_VLAN132 
crypto map VPN 10 set peer 174.1.135.13 
crypto map VPN 10 set transform-set AES256_MD5 
 
! 
! Needed to initiate the VPN connection 
! 
crypto map VPN 10 set trustpoint IE1  
! 
crypto map VPN interface OUT 
! 
sysopt connection permit-vpn 
 
! 
! Authenticate and enroll with CA 
! 
crypto ca authenticate IE1 
crypto ca enroll IE1 
 
! 
! Permit SCEP traffic from ASA2 VLAN135 interface to AAA server through 
! ASA1 
! 
name 174.1.135.13 ASA2_VLAN135 
access-list OUTSIDE_IN extended permit tcp host ASA2_VLAN135 host 
ACS_POST_NAT_IP eq www 
 
ASA2: 
! 
! Configure and enable ISAKMP 
! 
crypto isakmp policy 10 
 auth rsa-sig 
 hash sha 
 encryption 3des 
 group 2 
! 
crypto isakmp identity hostname 
! 
crypto isakmp enable VLAN135 
 
! 
! Create IPsec transform-set 
! 
crypto ipsec transform-set AES256_MD5 esp-aes-256 esp-md5-hmac 
 
! 
! Configure domain-name and generate RSA key 
! 
domain-name INE.com 
crypto key generate rsa general modulus 512 
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! 
! Sync time with the AAA/CA server 
!  
ntp server 174.1.124.100 
 
! 
! Configure CA trustpoint 
! 
crypto ca trustpoint IE1 
 enrollment url http://174.1.124.100/certsrv/mscep/mscep.dll 
 revocation-check none 
 
! 
! Tunnel-group for remote endpoint 
!  
tunnel-group Rack1ASA1.INE.com type ipsec-l2l 
tunnel-group Rack1ASA1.INE.com ipsec-attributes 
  trust-point IE1 
 
! 
! Traffic to encrypt 
! 
access-list VLAN132_TO_VLAN127 permit ip 192.10.1.0 255.255.255.0 
174.1.127.0 255.255.255.0 
! 
! The crypto-map 
! 
crypto map VPN 10 match address VLAN132_TO_VLAN127 
crypto map VPN 10 set peer 174.1.124.12 
crypto map VPN 10 set trustpoint IE1 
crypto map VPN 10 set transform-set AES256_MD5  
! 
crypto map VPN interface VLAN135 
! 
sysopt connection permit-vpn 
 
! 
! Authenticate and enroll with CA 
! 
crypto ca authenticate IE1 
crypto ca enroll IE1 
! 
! Add route for VLAN 127 to trigger the IPSec process 
route VLAN135 174.1.127.0 255.255.255.0 174.1.135.5 1 
 
R3: 
! 
! Configure HTTP inspection for SCEP traffic 
class-map type inspect match-all WEB 
 match protocol HTTP 
 match access-group name ACS_SERVER 
! 
policy-map type inspect C_TO_A 
class WEB 
 inspect 
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Task 3.2 Verification 

 Note 

You can’t access the backbone routers in the real exam. Here we can do the 
verification by mean of user mode access to the backbone router or by issuing 
traffic to VLAN 132 from SW1. 

Rack1SW1#ping 192.10.1.254 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.10.1.254, timeout is 2 seconds: 
.!!!! 
Success rate is 80 percent (4/5), round-trip min/avg/max = 188/188/188 
ms 
 
Rack1ASA1# show crypto isakmp sa detail  
 
   Active SA: 1 
    Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during 
rekey) 
Total IKE SA: 1 
 
1   IKE Peer: ASA2_VLAN135 
    Type    : L2L             Role    : initiator  
    Rekey   : no              State   : MM_ACTIVE  
    Encrypt : 3des            Hash    : SHA        
    Auth    : rsa             Lifetime: 86400 
    Lifetime Remaining: 85778 
 
Rack1ASA1# show crypto ipsec sa peer 174.1.135.13 
peer address: ASA2_VLAN135 
    Crypto map tag: VPN, seq num: 10, local addr: 174.1.124.12 
 
      access-list VLAN127_TO_VLAN132 permit ip 174.1.127.0 
255.255.255.0 192.10.1.0 255.255.255.0  
      local ident (addr/mask/prot/port): 
(174.1.127.0/255.255.255.0/0/0) 
      remote ident (addr/mask/prot/port): 
(192.10.1.0/255.255.255.0/0/0) 
      current_peer: ASA2_VLAN135 
 
      #pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4 
      #pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4 
      #pkts compressed: 0, #pkts decompressed: 0 
      #pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp 
failed: 0 
      #pre-frag successes: 0, #pre-frag failures: 0, #fragments 
created: 0 
      #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing 
reassembly: 0 
      #send errors: 0, #recv errors: 0 
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      local crypto endpt.: 174.1.124.12, remote crypto endpt.: 
ASA2_VLAN135 
 
      path mtu 1500, ipsec overhead 74, media mtu 1500 
      current outbound spi: 998213CA 
 
    inbound esp sas: 
      spi: 0x596B0835 (1500186677) 
         transform: esp-aes-256 esp-md5-hmac no compression  
         in use settings ={L2L, Tunnel, } 
         slot: 0, conn_id: 32768, crypto-map: VPN 
         sa timing: remaining key lifetime (kB/sec): (3914999/28101) 
         IV size: 16 bytes 
         replay detection support: Y 
Anti replay bitmap:  
        0x00000000 0x0000001F 
    outbound esp sas: 
      spi: 0x998213CA (2575438794) 
         transform: esp-aes-256 esp-md5-hmac no compression  
         in use settings ={L2L, Tunnel, } 
         slot: 0, conn_id: 32768, crypto-map: VPN 
         sa timing: remaining key lifetime (kB/sec): (3914999/28101) 
         IV size: 16 bytes 
         replay detection support: Y 
Anti replay bitmap:  
        0x00000000 0x00000001 
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Task 3.3 

 Note 

Configure a DMVPN cloud with R1 being the HUB. Since the routing protocol will 
be OSPF, it’s simpler to use “broadcast” network type for automatic DR/BDR 
election. Still we need to make sure that R1 is elected to be the DR no matter 
what. 

 
R1: 
! 
! Create Tunnel interface 
interface Tunnel0 
 ip address 10.255.255.1 255.255.255.0 
 no ip redirects 
 ip mtu 1400 
 ip nhrp map multicast dynamic 
 ip nhrp network-id 145 
 tunnel source Loopback0 
 tunnel mode gre multipoint 
 tunnel key 145 
 
! 
! Run OSPF On loopback and Tunnel interface 
! 
router ospf 2 
 router-id 10.255.1.1 
 log-adjacency-changes 
 network 10.255.1.1 0.0.0.0 area 0 
 network 10.255.255.1 0.0.0.0 area 0 
 
! 
! Create Loopback and configure it so it’s advertised as /24 in OSPF.  
! By default the OSPF network type on Loopback is LOOPBACK and it’s  
! advertised as /32 no matter the mask. 
! 
interface Loopback1 
 ip address 10.255.1.1 255.255.255.0 
 ip ospf network point-to-point 
 
! 
! Configure OSPF broadcast type and increase OSPF priority such that R1 
! will “always” be the DR. I say “always” because DR election is not a 
! preemptive process. 
! 
interface Tunnel0 
ip ospf network broadcast 
ip ospf priority 2 
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R5: 
interface Tunnel0 
 ip address 10.255.255.5 255.255.255.0 
 no ip redirects 
 ip mtu 1400 
 ip nhrp map 10.255.255.1 150.1.1.1 
 ip nhrp map multicast 150.1.1.1 
 ip nhrp nhs 10.255.255.1 
 ip nhrp network-id 145 
 tunnel source Loopback0 
 tunnel mode gre multipoint 
 tunnel key 145 
interface Loopback1 
 ip address 10.255.5.5 255.255.255.0 
 ip ospf network point-to-point 
! 
router ospf 2 
 router-id 10.255.5.5 
 log-adjacency-changes 
 network 10.255.5.5 0.0.0.0 area 0 
 network 10.255.255.5 0.0.0.0 area 0 
! 
interface Tunnel0 
 i
 
p ospf network broadcast 

R4: 
interface Tunnel0 
 ip address 10.255.255.4 255.255.255.0 
 no ip redirects 
 ip mtu 1400 
 ip nhrp map 10.255.255.1 150.1.1.1 
 ip nhrp map multicast 150.1.1.1 
 ip nhrp nhs 10.255.255.1 
 ip nhrp network-id 145 
 tunnel source Loopback0 
 tunnel mode gre multipoint 
 tunnel key 145 
! 
router ospf 2 
 router-id 10.255.4.4 
 log-adjacency-changes 
 network 10.255.4.4 0.0.0.0 area 0 
 network 10.255.255.4 0.0.0.0 area 0 
! 
interface Loopback1 
 ip address 10.255.4.4 255.255.255.0 
 ip ospf network point-to-point 
! 
interface Tunnel0 
 ip ospf network broadcast 
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Task 3.3 Verification 

 Note 

Verify OSPF adjacencies and that Loopback 1 is advertised as /24 on all R1, R4 
and R5. Verify that R1 is the DR 

Rack1R1#show ip ospf neighbor  
 
Neighbor ID     Pri   State           Dead Time   Address         
Interface 
10.255.4.4        1   FULL/DROTHER    00:00:38    10.255.255.4    
Tunnel0 
10.255.5.5        1   FULL/BDR        00:00:37    10.255.255.5    
Tunnel0 
 
Rack1R1#show ip ospf interface tunnel 0 
Tunnel0 is up, line protocol is up  
  Internet Address 10.255.255.1/24, Area 0  
  Process ID 2, Router ID 10.255.1.1, Network Type BROADCAST, Cost: 
11111 
  Transmit Delay is 1 sec, State DR, Priority 2 
  Designated Router (ID) 10.255.1.1, Interface address 10.255.255.1 
  Backup Designated router (ID) 10.255.5.5, Interface address 
10.255.255.5 
  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 
    oob-resync timeout 40 
    Hello due in 00:00:08 
  Supports Link-local Signaling (LLS) 
  Cisco NSF helper support enabled 
  IETF NSF helper support enabled 
  Index 1/1, flood queue length 0 
  Next 0x0(0)/0x0(0) 
  Last flood scan length is 0, maximum is 2 
  Last flood scan time is 0 msec, maximum is 4 msec 
  Neighbor Count is 2, Adjacent neighbor count is 2  
    Adjacent with neighbor 10.255.4.4 
    Adjacent with neighbor 10.255.5.5  (Backup Designated Router) 
  Suppress hello for 0 neighbor(s) 
 
Rack1R1#show ip route ospf  
     10.0.0.0/24 is subnetted, 4 subnets 
O       10.255.5.0 [110/11112] via 10.255.255.5, 00:31:27, Tunnel0 
O       10.255.4.0 [110/11112] via 10.255.255.4, 00:32:37, Tunnel0 
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Task 3.4 

 Note 

Need to add encryption on top of DMVPN. The easiest way to ensure HA for R4 
and R5 with minimal configuration is to use IPSec Profiles. 

R1, R4, R5: 
! 
! Create isakmp policy to match requirements 
crypto isakmp policy 10 
 encr 3des 
 hash md5 
 authentication pre-share 
 group 1 
 
! 
! Wildcard pre-shared key 
! 
crypto isakmp key CISCO address 150.1.0.0 255.255.0.0 
 
! 
! Transport-mode can be used since packets are already encapsulated  
! into GRE 
! 
crypto ipsec transform-set AES256_SHA_TRANS esp-aes 256 esp-sha-hmac  
 mode transport 
 
! 
! Ipsec Profile to be applied to tunnel interface 
! 
crypto ipsec profile DMVPN_PROFILE 
 set transform-set AES256_SHA_TRANS 
 
! 
! Apply the tunnel protection 
! 
interface Tunnel0 
 tunnel protection ipsec profile DMVPN_PROFILE  
 ip nhrp shortcut 
 ip nhrp redirect 
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Task 3.4 Verification 

 Note 

Check ISAKMP and IPSec SA’s. Verify OSPF adjacencies and that packets get 
encrypted/decrypted. 

Rack1R1#show crypto isakmp sa  
IPv4 Crypto ISAKMP SA 
dst             src             state          conn-id slot status 
150.1.1.1       150.1.5.5       QM_IDLE           1002    0 ACTIVE 
150.1.1.1       150.1.4.4       QM_IDLE           1004    0 ACTIVE 
 
IPv6 Crypto ISAKMP SA 
 
Rack1R1#show crypto ipsec sa peer 150.1.5.5 
 
interface: Tunnel0 
    Crypto map tag: Tunnel0-head-0, local addr 150.1.1.1 
 
   protected vrf: (none) 
   local  ident (addr/mask/prot/port): (150.1.1.1/255.255.255.255/47/0) 
   remote ident (addr/mask/prot/port): (150.1.5.5/255.255.255.255/47/0) 
   current_peer 150.1.5.5 port 500 
     PERMIT, flags={origin_is_acl,} 
    #pkts encaps: 33, #pkts encrypt: 33, #pkts digest: 33 
    #pkts decaps: 33, #pkts decrypt: 33, #pkts verify: 33 
    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0 
    #pkts not decompressed: 0, #pkts decompress failed: 0 
    #send errors 2, #recv errors 0 
 
     local crypto endpt.: 150.1.1.1, remote crypto endpt.: 150.1.5.5 
     path mtu 1514, ip mtu 1514, ip mtu idb Loopback0 
     current outbound spi: 0x83427F34(2202173236) 
 
     inbound esp sas: 
      spi: 0xEBAECEBF(3954101951) 
        transform: esp-256-aes esp-sha-hmac , 
        in use settings ={Transport, } 
        conn id: 3, flow_id: 3, crypto map: Tunnel0-head-0 
        sa timing: remaining key lifetime (k/sec): (4450231/3291) 
        IV size: 16 bytes 
        replay detection support: Y 
        Status: ACTIVE 
 
     inbound ah sas: 
 
     inbound pcp sas: 
 
     outbound esp sas: 
      spi: 0x83427F34(2202173236) 
        transform: esp-256-aes esp-sha-hmac , 
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        in use settings ={Transport, } 
        conn id: 4, flow_id: 4, crypto map: Tunnel0-head-0 
        sa timing: remaining key lifetime (k/sec): (4450231/3291) 
        IV size: 16 bytes 
        replay detection support: Y 
        Status: ACTIVE 
 
     outbound ah sas: 
 
     outbound pcp sas: 
 

Task 4.1 
 
ASA1: 
! 
! The first exception is needed to allow ASA2 requesting a certificate 
! via SCEP. 
! 
access-list CUT_THROUGH_HTTP deny tcp host 174.1.135.13 host 
ACS_POST_NAT_IP eq 80 
access-list CUT_THROUGH_HTTP permit tcp any host ACS_POST_NAT_IP eq 80 
! 
aaa authentication match CUT_THROUGH_HTTP OUT LOCAL 
! 
username WEBUSER password CISCO 
! 
access-list OUTSIDE_IN permit tcp any host ACS_POST_NAT_IP eq 80 
! 
auth-prompt prompt "Access to this server is for authorized personnel 
only." 
 

Task 4.1 Verification 

 Note 

Configure Test PC in VLAN 124 with IP address 172.1.124.160 and initiate traffic 
to AAA server on port 80. 

Rack1ASA1# show uauth  
                        Current    Most Seen 
Authenticated Users       1          1 
Authen In Progress        0          1 
user 'WEBUSER' at 174.1.124.160, authenticated 
   absolute   timeout: 0:05:00 
   inactivity timeout: 0:00:00 

 

Copyright © 2009 Internetwork Expert www.INE.com
- 48 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:11:24 Aug 31,2009

CCIE Security Lab Workbook Vol II   Solutions Guide    Version 5.0 Lab 3
 

Task 4.2 
 
R6: 
aaa new-model 
! 
! Configure console authentication method to none 
! 
aaa authentication login CONSOLE none 
 
! 
! Authenticate users and authorize exec via TACACS+ 
! 
aaa authentication login default group tacacs+ 
aaa authorization  exec default group tacacs+ 
 
! 
! TACACS server config 
! 
ip tacacs source-interface Loopback0 
tacacs-server host 10.0.0.100 key CISCO 
! 
line console 0 
 login authentication CONSOLE 
 
ASA1: 
! 
! Allow telnet traffic to R6 
access-list OUTSIDE_IN permit tcp any host 174.1.124.6 eq 23 
 
ACS: 
 
Step 1: 
 
Add R6 as AAA client to the ACS. Run the ACS Admin utility and click the 
Network Configuration button, then enter the AAA Client Hostname, AAA 
Client IP address of 150.X.6.6 and the key of “CISCO”. Select TACACS+ (Cisco 
IOS) for the Authentication protocol. 
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Step 2: 
 
Add new named “TROUBLEMAKER”. Click the User Setup button, then enter 
the name “TROUBLEMAKER” click the Add/Edit button. Specify the Password 
of “CISCO” on the next page. Scroll down the page to “TACACS+ Settings” and 
check the Shell(exec) field. Check the Privilege Level field and set the value to 
15. 
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Task 4.2 Verification 

 Note 

Initiate telnet traffic from Test PC to R6 translated address. Verify Passed 
authentication log on AAA server afterwards. 

Rack1R4#telnet 174.1.124.6 
Trying 174.1.124.6 ... Open 
 
Username: TROUBLEMAKER 
Password:  
 
Rack1R6# 
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Task 4.3 
 
ASA1: 
username TROUBLEMAKER password CISCO 
 
! 
! Authentication config 
! 
access-list AUTH_TELNET permit tcp host 174.1.124.50 host 174.1.124.6 
eq telnet 
aaa authentication match AUTH_TELNET OUT LOCAL 
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Task 4.3 Verification 

 Note 

Configure IP address on test PC to be 174.1.124.50 and telnet to R6 translated 
address. Check authentication on ASA1. 

Rack1ASA1# show uauth  
                        Current    Most Seen 
Authenticated Users       1          1 
Authen In Progress        0          1 
user 'TROUBLEMAKER' at 174.1.124.50, authenticated 
   absolute   timeout: 0:05:00 
  
 
 inactivity timeout: 0:00:00 

 
Task 4.4 
 
R6: 
! 
! Account for commands and exec start/stop 
!  
aaa accounting exec default start-stop group tacacs+ 
aaa accounting commands 15 default start-stop group tacacs+ 
 
ASA1: 
! 
! Configure AAA server 
! 
aaa-server TACACS+ protocol tacacs 
aaa-server TACACS+ (IN) host 10.0.0.100 CISCO 
 
! 
! Account with TACACS+ server for telnet connections 
! 
a accounting match AUTH_TELNET OUT TACACS+ aa

 
 
ACS: 
 
Step 1: 
 
Add ASA1 as an AAA Client in the ACS. Click the Network Configuration 
button then specify the AAA Client Name “Rack1ASA1-T” along with the IP 
address of 174.X.127.12. Set the Key value to “CISCO” and set the 
authentication protocol to “TACACS+”. Click the Add Entry button when you’re 
done. 
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Task 4.4 Verification 

 Note 

Initiate a telnet connection from Test PC and verify Accounting Logs on AAA. 
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Task 5.1 
 

 Note 

Make sure you entered the root view using the command enable view prior to 
applying the parser view configuration. To enter the view, you must be an 
authenticated user. You cannot use the console for authenticated access per the 
task requirements, but you can work around this by logging in via SSH into the 
router as “ADMIN” and entering the root view. After this, you may configure the 
parser view. 

R4: 
aaa new-model  
aaa authentication login default none 
aaa authentication login VTY local 
aaa authorization exec VTY local 
! 
enable secret cisco 
 
! 
! CLI View for the OPERATOR user 
! 
parser view HTTP 
 secret 0 CISCO 
 commands configure include all ip http 
 commands configure include ip 
 commands exec include configure terminal 
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 commands exec include configure 
! 
username OPERATOR privilege 15 view HTTP password 0 CISCO 
username ADMIN privilege 15 password 0 CISCO 
! 
! 
line vty 0 4 
 transport input ssh 
 login authentication VTY 
 authorization exec VTY 
! 
ip domain-name INE.com 
crypto key generate rsa general modulus 768 
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Task 5.1 Verification 

 Note 

Verify that SSH access is allowed and telnet not. Verify authorization rights for 
both users. 

Rack1R4#telnet 10.255.255.4          

Trying 10.255.255.4 ...  

% Connection refused by remote host 
 
Rack1R4#ssh -l OPERATOR 10.255.255.4 
 
Password:  
 
Rack1R4#show parser view 
Current view is 'HTTP' 
 
Rack1R4(config)#? 
Configure commands: 
  do    To run exec commands in config mode 
  exit  Exit from configure mode 
  ip    Global IP configuration subcommands 
 
Rack1R4(config)#ip ?   
Global IP configuration subcommands: 
  accounting-threshold  Sets the maximum number of accounting entries 
  accounting-transits   Sets the maximum number of transit entries 
  http                  HTTP server configuration 
 
Rack1R4(config)#interface Fa0/1 
                 ^ 
% Invalid input detected at '^' marker. 
 
 
Rack1R4#ssh -l ADMIN 10.255.255.4    
 
Password:  
 
Rack1R4#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
Rack1R4(config)#? 
Configure commands: 
  aaa                         Authentication, Authorization and 
Accounting. 
  access-list                 Add an access list entry 
  alarm-interface             Configure a specific Alarm Interface Card 
  alias                       Create command alias 
  appfw                       Configure the Application Firewall policy 
  archive                     Archive the configuration 
  arp                         Set a static ARP entry 
  async-bootp                 Modify system bootp parameters 
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  backhaul-session-manager    Configure Backhaul Session Manager 
  banner                      Define a login banner 
  bba-group                   Configure BBA Group 
  beep                        Configure BEEP (Blocks Extensible 
Exchange 
                              Protocol) 
  boot                        Modify system boot parameters 
  bridge                      Bridge Group. 
  buffers                     Adjust system buffer pool parameters 
  busy-message                Display message when connection to host 
fails 
  call                        Configure Call parameters 
  call-history-mib            Define call history mib parameters 
  carrier-id                  Name of the carrier associated with this 
trunk 
                              group 
           
Rack1R4(config)#interface Fa0/1 
Rack1R4(config-if)# 
 

Task 5.2 
 

 Note 

This task requires you decrypting the 7-type password configured in SW1’s 
VLAN67 interface. This could be done using the following trick: 
 
1) Configure a key-chain and copy-paste the 7-type password  
 
key chain TEST 
 key 1 
  key-string 7 00111D0D0A541C085C 
 
2) Use the command show key chain to see the clear-text password: 

Key-chain TEST: 
    key 1 -- text "unknown3" 
        accept lifetime (always valid) - (always valid) [valid now] 
        send lifetime (always valid) - (always valid) [valid now] 
 

 
R6: 
interface FastEthernet 0/0 
 ip ospf authentication 
 ip ospf authentication-key unknown3 
! 
! 
SW1  
interface Vlan67 
 ip ospf authentication 
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Task 6.2 Verification 

 Note 

Verify OSPF adjacencies and check that plaint text authentication is being used 

Rack1SW1#show ip ospf neighbor  
 
Neighbor ID     Pri   State           Dead Time   Address         
Interface 
174.1.127.12      1   FULL/DR         00:00:37    174.1.127.12    
Vlan127 
150.1.6.6         1   FULL/DR         00:00:39    174.1.67.6      
Vlan67 
 
Rack1SW1#show ip ospf interface vlan 67 
Vlan67 is up, line protocol is up  
  Internet Address 174.1.67.7/24, Area 51  
  Process ID 1, Router ID 150.1.7.7, Network Type BROADCAST, Cost: 1 
  Transmit Delay is 1 sec, State BDR, Priority 1 
  Designated Router (ID) 150.1.6.6, Interface address 174.1.67.6 
  Backup Designated router (ID) 150.1.7.7, Interface address 174.1.67.7 
  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 
    oob-resync timeout 40 
    Hello due in 00:00:08 
  Supports Link-local Signaling (LLS) 
  Cisco NSF helper support enabled 
  IETF NSF helper support enabled 
  Index 2/2, flood queue length 0 
  Next 0x0(0)/0x0(0) 
  Last flood scan length is 1, maximum is 2 
  Last flood scan time is 0 msec, maximum is 4 msec 
  Neighbor Count is 1, Adjacent neighbor count is 1  
    Adjacent with neighbor 150.1.6.6  (Designated Router) 
  Suppress hello for 0 neighbor(s) 
  Simple password authentication enabled 
 
Rack1SW1#debug ip ospf packet  
Jun 10 03:09:43.962: OSPF: rcv. v:2 t:1 l:48 rid:150.1.6.6 
      aid:0.0.0.51 chk:D145 aut:1 auk: from Vlan67 
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Task 6.1 
 

 Note 

It is best practices to first erase current configuration and reset the sensor. Be 
aware that erasing configuration will NOT erase user accounts. Then we 
configure network settings and NTP. 

IPS: 
ips(config)# service host 
ips(config-hos)# network-settings 
ips(config-hos-net)# host-name Rack1IPS 
ips(config-hos-net)# exit 
ips(config-hos)# exit 
Apply Changes?[yes]: yes 
Rack1IPS# conf t 
Rack1IPS(config)# service host 
Rack1IPS(config-hos)# network-settings   
ips(config-hos-net)# host-ip 174.1.38.10/24,174.1.38.3 
Rack1IPS(config-hos-net)# access-list 10.0.0.100/32 
Rack1IPS(config-hos-net)# telnet-option enabled  
Rack1IPS(config-hos-net)# exit 
Rack1IPS(config-hos)# exit 
Apply Changes:?[yes]: yes 
 
Rack1IPS(config)# service web-server  
Rack1IPS(config-web)# port 443 
Rack1IPS(config-web)# enable-tls true  
Rack1IPS(config-web)# exit 
Apply Changes:?[yes]: yes 
Rack1IPS(config)# exit 
Rack1IPS# 
 
Rack1IPS(config)# service host  
Rack1IPS(config-hos)# ntp-option enabled   
Rack1IPS(config-hos-ena)# ntp-servers 54.1.8.254 key-id 1 
Rack1IPS(config-hos-ena)# ntp-keys 1 md5-key CISCO 
Rack1IPS(config-hos-ena)# exit 
 
R3: 
class-map type inspect match-any IPS_MANAGEMENT 
 match protocol https 
 match protocol telnet 
! 
policy-map type inspect A_TO_B 
 class type inspect IPS_MANAGEMENT 
  inspect 
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Task 6.1 Verification 
 

 Note 

Verify connectivity with default gateway. Make sure you can telnet and browse 
through HTTPS from the AAA server. For the NTP section, there is a trick; you 
actually need to accomplish Task 6.2 first since traffic pattern from IPS C&C 
interface to BB1 NTP server is through the IPS inline VLAN pair. 

Rack1IPS(config-hos)# show settings  
   network-settings 
   ----------------------------------------------- 
host-ip: 174.1.38.10/24,174.1.38.3 default: 192.168.1.2/24,192.168.1.1 
      host-name: Rack1IPS default: sensor 
      telnet-option: enabled default: disabled 
      access-list (min: 0, max: 512, current: 1) 
      ----------------------------------------------- 
         network-address: 10.0.0.100/32 
         ----------------------------------------------- 
      ----------------------------------------------- 
      ftp-timeout: 300 seconds <defaulted> 
      login-banner-text:  <defaulted> 
   ----------------------------------------------- 
   time-zone-settings 
   ----------------------------------------------- 
      offset: 0 minutes default: 0 
      standard-time-zone-name: UTC default: UTC 
   ----------------------------------------------- 
   ntp-option 
   ----------------------------------------------- 
      enabled 
      ----------------------------------------------- 
         ntp-keys (min: 1, max: 1, current: 1) 
         ----------------------------------------------- 
            key-id: 1 
            ----------------------------------------------- 
               md5-key: CISCO 
           ----------------------------------------------- 
         ----------------------------------------------- 
         ntp-servers (min: 1, max: 1, current: 1) 
         ----------------------------------------------- 
            ip-address: 54.1.8.254 
              key-id: 1 
 
Rack1IPS# show statistics host | b NTP 
NTP Statistics 
    =      remote           refid      st t when poll reach   delay   
offset  jitter 
    = *54.1.8.254      CHU_AUDIO(1)     4 u   39   64  377   84.983  
3310.91   0.119 
    =  LOCAL(0)        73.78.73.84      5 l   49   64  377    0.000    
0.000   0.001 
    = ind assID status  conf reach auth condition  last_event cnt 
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    =   1 64212  f614   yes   yes   ok   sys.peer   reachable  1 
    =   2 64213  9014   yes   yes  none    reject   reachable  1 
   status = Synchronized 
 
Rack1IPS(config-web)# show settings  
   enable-tls: true default: true 
   port: 443 default: 443 
   server-id: HTTP/1.1 compliant <defaulted> 
 

 Note 
 

To verify that telnet/https access is permitted from the ACS server, we will 
shutdown the Fa0/0 on R3 and create a Loopback with IP address 10.0.0.100. 
Make sure to remove the Loopback and bring up Fa0/0 after testing.  

 
Rack1R3#show running-config interface loopback 1 
Building configuration... 
 
Current configuration : 66 bytes 
! 
interface Loopback1 
 ip address 10.0.0.100 255.255.255.255 
end 
 
Rack1R3#telnet 174.1.38.10 /source-interface loopback 1 
Trying 174.1.38.10 ... Open 
 
 
login: cisco 
Password:  
Last login: Tue Mar 16 16:32:57 on pts/0 
***NOTICE*** 
This product contains cryptographic features and is subject to United 
States 
and local country laws governing import, export, transfer and use. 
Delivery 
of Cisco cryptographic products does not imply third-party authority to 
import, 
export, distribute or use encryption. Importers, exporters, 
distributors and 
users are responsible for compliance with U.S. and local country laws. 
By using 
this product you agree to comply with applicable laws and regulations. 
If you 
are unable to comply with U.S. and local laws, return this product 
immediately. 
 
A summary of U.S. laws governing Cisco cryptographic products may be 
found at: 
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html 
 
If you require further assistance please contact us by sending email to 
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export@cisco.com. 
 
***LICENSE NOTICE*** 
There is no license key installed on the IDS-4235. 
The system will continue to operate with the currently installed 
signature set.  A valid license must be obtained in order to apply 
signature updates.  Please go to http://www.cisco.com/go/license 
to obtain a new license or install a license. 
 
 
Rack1R3#telnet 174.1.38.10 443 /source-interface loopback 1 
Trying 174.1.38.10, 443 ... Open 

 
[Connection to 174.1.38.10 closed by foreign host] 
 

Task 6.2 
 

 Note 

This task should be configured to allow the network partitions to communicate 
properly. As noticed from the diagram, the IPS breaks the network into 2 parts. 
Configure switch port as a trunk and allow only necessary VLANs as generally 
best practices. 

Rack1IPS(config)# service interface  
Rack1IPS(config-int)# physical-interfaces GigabitEthernet0/0 
Rack1IPS(config-int-phy)# admin-state enabled 
Rack1IPS(config-int-phy)# subinterface-type inline-vlan-pair  
Rack1IPS(config-int-phy-inl)# subinterface 1 
Rack1IPS(config-int-phy-inl-sub)# vlan1 106 
Rack1IPS(config-int-phy-inl-sub)# vlan2 102 
Rack1IPS(config-int-phy-inl-sub)# exit 
Rack1IPS(config-int-phy-inl)# exit 
Rack1IPS(config-int-phy)# exit 
Rack1IPS(config-int)# exit 
Apply Changes:?[yes]: yes 
 
Assign the subinterface to the analysis engine: 
 
Rack1IPS(config)# service analysis-engine  
Rack1IPS(config-ana)# virtual-sensor vs0 
Rack1IPS(config-ana-vir)# physical-interface GigabitEthernet0/0 
subinterface-number 1 
Rack1IPS(config-ana-vir)# exit 
Rack1IPS(config-ana)# exit 
Apply Changes:?[yes]: yes 
 
 
SW2: 
interface FastEthernet0/10 
 switchport trunk encapsulation dot1q 
 switchport trunk allowed vlan 102,106 
 switchport mode trunk 
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Task 6.2 Verification 
 

 Note 

To check if the inline VLAN pair works, we could ping from R2 to R6 on subnet 
174.1.255.0. Since the IPS got NTP synchronized with BB1, we know it works. 
 

 
Rack1R2#ping 174.1.255.6 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 174.1.255.6, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms 
 

Task 6.3 

 

 Note 

Define a new signature using the IPS CLI. This could be configured as well by 
using the GUI. 

IPS: 
Rack1IPS# conf t 
Rack1IPS(config)# service signature-definition sig0 
Rack1IPS(config-sig)# signatures 60001 0 
Rack1IPS(config-sig-sig)# engine atomic-ip 
Rack1IPS(config-sig-sig-ato)# specify-l4-protocol yes 
Rack1IPS(config-sig-sig-ato-yes)# l4-protocol other-protocol 
Rack1IPS(config-sig-sig-ato-yes-oth)# other-ip-protocol-id 77 
Rack1IPS(config-sig-sig-ato-yes-oth)# exit 
Rack1IPS(config-sig-sig-ato)# event-action log-attacker-packets  
Rack1IPS(config-sig-sig-ato)# exit 
Rack1IPS(config-sig-sig)# alert-severity high 
Rack1IPS(config-sig-sig)# status 
Rack1IPS(config-sig-sig-sta)# enabled true  
Rack1IPS(config-sig-sig-sta)# exit 
Rack1IPS(config-sig-si exit g)# 
Rack1IPS(config-sig)# exit 
Apply Changes?[yes]: yes 
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Task 6.3 Verification 
 

 Note 

First we need to check that signature is created as required. Since we can‘t 
generate traffic for protocol number 77, we can’t test the signature. 
 

 
Rack1IPS(config-sig)# show settings | b 60001 
      sig-id: 60001     
      subsig-id: 0 
      ----------------------------------------------- 
         alert-severity: high default: medium 
         sig-fidelity-rating: 75 <defaulted> 
         promisc-delta: 0 <defaulted> 
         sig-description 
         ----------------------------------------------- 
            sig-name: My Sig <defaulted> 
            sig-string-info: My Sig Info <defaulted> 
            sig-comment: Sig Comment <defaulted> 
            alert-traits: 0 <defaulted> 
            release: custom <defaulted> 
         ----------------------------------------------- 
         engine 
         ----------------------------------------------- 
            atomic-ip 
            ----------------------------------------------- 
               event-action: log-attacker-packets default: produce-
alert 
               fragment-status: any <defaulted> 
               specify-l4-protocol 
               ----------------------------------------------- 
                  yes 
                  ----------------------------------------------- 
                     l4-protocol 
                     ----------------------------------------------- 
                        other-protocol 
                        ----------------------------------------------- 
                           other-ip-protocol-id: 77 
         alert-frequency 
          ----------------------------------------------- 
             summary-mode 
            ----------------------------------------------- 
                summarize 
               ----------------------------------------------- 
                   summary-interval: 15 <defaulted> 
                   summary-key: Axxx <defaulted> 
                  specify-global-summary-threshold 
                  ----------------------------------------------- 
                     no 
                     ----------------------------------------------- 
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                     ----------------------------------------------- 
                  ----------------------------------------------- 
               ----------------------------------------------- 
            ----------------------------------------------- 
         ----------------------------------------------- 
          status 
          ----------------------------------------------- 
            enabled: true default: true 

 
Task 6.4 
 

 Note 

Create the new signature using the CLI and not the IDM GUI wizard. The 
summary mode “fire-all” ensures an event will be triggered for every matching 
packet. 

IPS:  
Rack1IPS(config)# service signature-definition sig0   
Rack1IPS(config-sig)# signatures 60002 0 
Rack1IPS(config-sig-sig)# engine service-http  
Rack1IPS(config-sig-sig-ser)# de-obfuscate true  
Rack1IPS(config-sig-sig-ser)# event-action deny-attacker-inline   
Rack1IPS(config-sig-sig-ser)# service-ports 80,8080 
Rack1IPS(config-sig-sig-ser)# regex  
Rack1IPS(config-sig-sig-ser-reg)# specify-uri-regex yes  
Rack1IPS(config-sig-sig-ser-reg-yes)# uri-regex 
[cC][mM][dD]\.[eE][xX][eE] 
Rack1IPS(config-sig-sig-ser-reg-yes)# exi 
Rack1IPS(config-sig-sig-ser-reg)# exi 
Rack1IPS(config-sig-sig-ser)# exi 
Rack1IPS(config-sig-sig)# sig-description   
Rack1IPS(config-sig-sig-sig)# sig-name "HTTP cmd.exe" 
Rack1IPS(config-sig-sig-sig)# exit 
Rack1IPS(config-sig-sig)# alert-severity high  
Rack1IPS(config-sig-sig)# sig-fidelity-rating 50 
Rack1IPS(config-sig-sig)# alert-frequency 
Rack1IPS(config-sig-sig-ale)# summary-mode fire-all  
Rack1IPS(config-sig-sig-ale-fir)# exit 
Rack1IPS(config-sig-sig-ale)# exit 
Rack1IPS(config-sig-si exit g)# 
Rack1IPS(config-sig)# exit 
Apply Changes:?[yes]: yes 
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Task 6.4 Verification 

 Note 

Our created signature matches the string “cmd.exe” as being case insensitive, 
which may be required or not. In the question this is not stated. 

 
Rack1IPS# show events  
 
Rack1SW2#copy http://150.1.6.6/cmd.exe null: 
 
Rack1IPS# show statistics denied-attackers  
Denied Attackers and hit count for each. 
   174.1.38.8 = 11 
Statistics for Virtual Sensor vs0 
   Denied Attackers with percent denied and hit count for each. 
         Attacker Address   Victim Address   Port   Protocol   Requested 
Percentage   Actual Percentage   Hit Count    
         174.1.38.8                                           100                    
100                 11 
 

 Note 

This will block SW2 and may break the topology.  Make sure to remove the block 
after testing. You may accomplish it through the GUI or CLI. 

Rack1IPS#  clear denied-attackers  
Warning: Executing this command will delete all addresses from the list 
of attackers currently being denied by the sensor. 
Continue with clear? [yes]: yes 
Rack1IPS# 
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Task 7.1 

 Note 

Be aware that “service password-encryption” does not encrypt all passwords on 
a Cisco router. In our case it will not encrypt ISAKMP keys. 

 
R3, R4:. 
! 
! Encrypt line passwords and enable 
service password-encryption 
! 
! Encrypt OSPF keys and ISAKMP pre-shared keys 
password encryption aes  
key config-key password-encrypt CISCO123 
 

Task 7.1 Verification 

 Note 

 Display a “show run” but filter the output to match only the relevant output 

Rack1R3#show running-config | i password 7 |-key|enable p 
enable password 7 13061E010803 
 ip ospf authentication-key 7 106D202A2638 
 ip ospf message-digest-key 1 md5 7 05282F3C0263 
 ip ospf message-digest-key 1 md5 7 0802657D2A36 
 password 7 14141B180F0B 
 
Rack1R4#show running-config | i password 7|-key|enable p|isakmp key 
enable password 7 121A0C041104 
username OPERATOR privilege 15 view HTTP password 7 05282F3C0263 
username ADMIN privilege 15 password 7 123A2C243124 
crypto isakmp key 6 HAgfDicIg[WHUGd^BNDRUXfiKJAAAB address 150.1.0.0 
255.255.0.0 
 password 7 094F471A1A0A 
 password 7 094F471A1A0A 
 
 

Task 7.2 

 Note 

Task is pretty simple, only that the connection to BB2 is configured with PPP 
over FR. So the filtering should be applied NOT on the Serial interface but on the 
Virtual-Template interface. 
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R6: 
ip access-list extended RFC2827_IN 
 deny ip 10.0.0.0 0.0.0.255 any log 
 deny ip 174.1.0.0 0.0.255.255 any log 
 deny ip 150.1.0.0 0.0.15.255 any log 
 1000 permit ip any any 
! 
ip access-list extended RFC2827_OUT 
 permit ip 10.0.0.0 0.0.0.255 any 
 permit ip 174.1.0.0 0.0.255.255 any 
 permit ip 150.1.0.0 0.0.15.255 any 
! 
interface virtual-template 1 
 ip access-group RFC2827_IN in 
 ip access-group RFC2827_OUT out 
 

Task 7.2 Verification 
 

 Note 

Since we can’t configure BB1 we will test only outbound filtering. Create a 
Loopback on R2 with ip address not in the allowed range and ping BB1. Make 
sure to remove it after testing. 
 

R2 
! 
interface Loopback2 
 ip address 2.2.2.2 255.255.255.255 
! 
Rack1R2#ping 54.1.8.254 source loopback 2 repeat 2        
 
Type escape sequence to abort. 
Sending 2, 100-byte ICMP Echos to 54.1.8.254, timeout is 2 seconds: 
Packet sent with a source address of 2.2.2.2  
.. 
Su
 
ccess rate is 0 percent (0/2) 

R6 
! 
Rack1R6# debug ip icmp 
Rack1R6# 
ICMP: dst (54.1.8.254) administratively prohibited unreachable sent to 
2.2.2.2 
Rack1R6# 
ICMP: dst (54.1.8.254) administratively prohibited unreachable sent to 
2.2.2.2 
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Task 7.3 

 Note 

We need to create a regular ACL but match on IP options field. 

R6: 
ip access-list extended FILTER_IP_OPTION 
 deny ip any any option sdb 
 permit ip any any 
! 
interface FastEthernet 0/1 
 ip access-group FILTER_OP_OPTION in 
 

Task 7.4 

 Note 

ICMP Unreachables are process switched. Thus we need a local policy route-
map to redirect unreachables to Null0. 

 
SW2: 
! 
ip access-list extended UNREACHABLES_TO_RFC1918 
 permit icmp any 10.0.0.0 0.255.255.255 unreachable 
 permit icmp any 172.16.0.0 0.15.255.255 unreachable 
 permit icmp any 192.168.0.0 0.0.255.255 unreachable 
!  
route-map FILTER_UNREACHABLES permit 10 
 match ip address UNREACHABLES_TO_RFC1918 
 set interface Null0 
! 
ip local policy route-map FILTER_UNREACHABLES 
 

Task 7.4 Verification 

 Note 

For testing purposes disable OSPF between R3 and SW2, shutdown Loopback 
on SW2 and put a static route on R3 for the SW2 Loopback. Then ping the 
Loopback from R3 with source address from RFC1918 (10.0.0.3). Verify that no 
unreachable are being sent. Make sure to remake the configuration after testing. 
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Rack1R3#ping 150.1.8.8 source 174.1.38.3 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 150.1.8.8, timeout is 2 seconds: 
Packet sent with a source address of 174.1.38.3  
U.U.U 
Success rate is 0 percent (0/5) 
Rack1R3# 
ICMP: dst (174.1.38.3) host unreachable rcv from 174.1.38.8 
ICMP: dst (174.1.38.3) host unreachable rcv from 174.1.38.8 
ICMP: dst (174.1.38.3) host unreachable rcv from 174.1.38.8 
 
Rack1R3#ping 150.1.8.8 source 10.0.0.3   
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 150.1.8.8, timeout is 2 seconds: 
Packet sent with a source address of 10.0.0.3  
..... 
Success rate is 0 percent (0/5) 
 

Task 7.5 

 Note 

Configure PAT for Loopback networks going over the FR cloud. Announce the 
NAT Pool into BGP. Keep in mind task 7.2 and add necessary configuration to 
RFC2827 access-lists. 

 
R6: 
! 
! Identify interfaces involved in NAT process. We have PPP over FR, so 
! nat statement is applied NOT on Serial interface 
! 
interface virtual-template 1 
 ip nat outside 
! 
interface FastEthernet 0/0 
 ip nat inside 
! 
interface FastEthernet 0/1 
 ip nat inside 
! 
interface loopback0 
 ip nat inside 
 
! 
! Identify Loopback range 
! 
ip access-list standard LOOPBACKS 
 permit 150.1.0.0 0.0.255.255 
 
! 
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! Create NAT pool and configure PAT 
! 
ip nat pool NAT_POOL 192.168.1.50 192.168.1.51 prefix-length 24 
ip nat inside source list LOOPBACKS pool NAT_POOL overload 
! 
ip route 192.168.1.50 255.255.255.254 Null0 
 
! 
! Announce NAT pool into BGP 
! 
router bgp 100 
 network 192.168.1.50 mask 255.255.255.254 
! 
! Comply with RFC2827 as Task 7.2 requires 
! 
ip access-list extended RFC2827_OUT 
 permit ip 192.168.1.50 0.0.0.1 any 
 
ip access-list extended RFC2827_IN 
 40 deny ip 192.168.1.50 0.0.0.1 any log 
 

Task 7.5 Verification 

 Note 

Verify that only packets sourced from range 150.1.0.0/16 are being translated 
across the FR link. 

See that in this case there are no translations occurring 
 
Rack1R2#ping 54.1.8.254 source 174.1.255.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 54.1.8.254, timeout is 2 seconds: 
Packet sent with a source address of 174.1.255.2  
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/36 ms 
 
Rack1R6#show ip nat translations 
! 
See that in this case there are translations occurring 
 
Rack1R2#ping 54.1.8.254 source 150.1.2.2   
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 54.1.8.254, timeout is 2 seconds: 
Packet sent with a source address of 150.1.2.2  
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms 
 
Rack1R6#show ip nat translations     
Pro Inside global      Inside local       Outside local      Outside 
global 
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icmp 192.168.1.51:27   150.1.2.2:27       54.1.8.254:27      
54.1.8.254:27 
Rack1R6# 
 

Task 7.6 

 Note 

We need match on certain string in HTTP packets, so do application inspection. 
CEF is required. 

R6: 
! 
! CEF is required to match protocol 
! 
ip cef 
 
! 
! Match the string in HTTP packets 
! 
class-map match-all WORM 
 match protocol http url "*root.exe*" 
! 
policy-map MITIGATE_WORM 
 class WORM 
   drop 
! 
interface Virtual-Template1 
  service-policy input MITIGATE_WORM 
 

Task 7.7 

 Note 

As per the requirements the only way to achieve this goal is by using FPM. 
 

R4: 
! 
! Load FPM IP and TCP protocol definitions on router 
! 
load protocol system:/fpm/phdf/ip.phdf 
load protocol system:/fpm/phdf/tcp.phdf 
 
! 
! Match telnet traffic in both directions 
! 
class-map type access-control match-any TELNET 
 match field TCP dest-port eq 23 
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 match field TCP source-port eq 23 
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! 
! Match TCP over IP 
! 
class-map type stack match-all TCP_TRAFFIC 
 match field IP protocol eq 0x6 next TCP 
 
! 
! Drop matched traffic 
! 
policy-map type access-control BLOCK_TELNET 
 class TELNET 
   drop 
! 
policy-map type access-control INTERFACE_POLICY 
 class TCP_TRAFFIC 
  service-policy BLOCK_TELNET 
 
! 
! Apply policy-map 
! 
interface Serial 0/0 
 service-policy type access-control output INTERFACE_POLICY 
! 
interface Serial 0/1 
 service-policy type access-control output INTERFACE_POLICY 
 

Task 7.7 Verification 
 

 Note 

Initiate telnet traffic from behind R4 and observe packets matching the policy. 

 
Rack1SW1#telnet 174.1.145.1 
Trying 174.1.145.1 ...  
% Connection timed out; remote host not responding 
 
Rack1R4#show policy-map type access-control interface serial 0/0 
 
 Serial0/0  
 
  Service-policy access-control output: INTERFACE_POLICY 
 
    Class-map: TCP_TRAFFIC (match-all) 
      20 packets, 1317 bytes 
      5 minute offered rate 0 bps 
      Match: field IP protocol eq 0x6 next TCP 
 
      Service-policy access-control : BLOCK_TELNET 
 
        Class-map: TELNET (match-any) 
          2 packets, 120 bytes 
          5 minute offered rate 0 bps 
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          Match: field TCP dest-port eq 23 
          Match: field TCP source-port eq 23 
      drop 
 
        Class-map: class-default (match-any) 
          18 packets, 1197 bytes 
          5 minute offered rate 0 bps, drop rate 0 bps 
          Match: any  
           
    Class-map: class-default (match-any) 
      0 packets, 0 bytes 
      5 minute offered rate 0 bps, drop rate 0 bps 
      Match: any 
 

Task 8.1 
 

 Note 

We need to configure the intercept feature in watch mode ONLY for servers in 
VLAN 106 and VLAN 102. 

R6: 
! 
! Identify the VLANs subnet 
! 
access-list 100 permit tcp any 174.1.255.0 0.0.0.255 
! 
! Intercept connections to servers in list 
! 
ip tcp intercept list 100 
ip tcp intercept watch-timeout 15 
ip tcp intercept max-incomplete low 1200 high 1500 
ip tcp intercept mode watch 
ip tcp intercept drop-mode random 
 
 

Task 8.1 Verification 
 

 Note 

Advertise the local network into BGP so that a backbone router can see it. This is 
needed only for verification purpose. Additionally, in the real exam you won’t be 
able to access the backbone routers. Next, simulate traffic to a non-existent host 
in VLAN 255 to watch the debugging output on R6. 
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Rack1R6#debug ip tcp intercept  
TCP intercept debugging is on 
 
Rack1R6#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
Rack1R6(config)#router bgp 100 
Rack1R6(config-router)#network 174.1.255.0 mask 255.255.255.0 
Rack1R6# 
10:59:07.615: %SYS-5-CONFIG_I: Configured from console by console 
 
BB1#telnet 174.1.255.200 
Trying 174.1.255.200 ...  
% Connection timed out; remote host not responding 
 
Rack1R6# 
*10:59:15.851: INTERCEPT: new connection (54.1.8.254:20209 SYN -> 
174.1.255.200:23) 
*10:59:17.851: INTERCEPT: client packet passed in SYNSENT (54.1.8.254:20209 -> 
174.1.255.200:23) 
* 10:59:21.851: INTERCEPT: client packet passed in SYNSENT (54.1.8.254:20209 -> 
174.1.255.200:23) 
* 10:59:29.931: INTERCEPT: client packet passed in SYNSENT (54.1.8.254:20209 -> 
174.1.255.200:23) 
* 10:59:30.851: INTERCEPT: SYNSENT timing out (54.1.8.254:20209 <-> 
174.1.255.200:23) 
* 10:59:30.851: INTERCEPT(*): (54.1.8.254:20209 RST -> 174.1.255.200:23) 
 
 

 Note 

Another way is to create a route to Null0 for SW1 Vlan67 ip address on R2; then 
telnet from SW1 to R2. This will trigger the TCP intercept feature on R6. Make 
sure to remove the static route afterwards. 

 
 
Rack1SW1#telnet 174.1.255.2 
Trying 174.1.255.2 ...  
% Connection timed out; remote host not responding 
 
Rack1SW1#telnet 174.1.255.2 
Trying 174.1.255.2 ...  
% Connection timed out; remote host not responding 

Copyright © 2009 Internetwork Expert www.INE.com
- 77 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:11:24 Aug 31,2009

CCIE Security Lab Workbook Vol II   Solutions Guide    Version 5.0 Lab 3
 
 
Rack1R6#show tcp intercept statistics   
Watching new connections using access-list 100 
2 incomplete, 0 established connections (total 2) 
5 connection requests per minute 
 
Rack1R6#show tcp intercept connections  
Incomplete: 
Client                Server                State    Create   Timeout  
Mode 
174.1.67.7:58576      174.1.255.2:23        SYNSENT  00:00:14 00:00:00 
W 
 
Established: 
Client                Server                State    Create   Timeout  
Mode 
 

Task 8.2 
 
ASA2: 
! 
! Disallow fragmented packets 
! 
fragment chain 1 VLAN135 
 
! 
! Match TCP traffic to server 
! 
access-list TRAFFIC_TO_SERVER permit tcp any host 192.10.1.50 
! 
class-map TRAFFIC_TO_SERVER 
  match access-list TRAFFIC_TO_SERVER 
! 
! Create TCP map for TCP normalization 
tcp-map NORMALIZE 
  checksum-verification  
  reserved-bits clear 
  syn-data drop 
  ! 
  ! Options of kind 6 and 7 are TCP Echo and Echo Reply 
  !  
  tcp-options range 6 7 allow 
 
! 
! Apply the policy 
! 
policy-map global_policy 
  class TRAFFIC_TO_SERVER 
    set connection conn-max 2000 embryonic-conn-max 500  
    set connection advanced-options NORMALIZE 
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Task 8.2 Verification 
 
Rack1ASA2(config)# show service-policy global  
 
Global policy:  
  Service-policy: global_policy 
    Class-map: inspection_default 
      Inspect: dns migrated_dns_map_1, packet 0, drop 0, reset-drop 0 
      Inspect: ftp, packet 0, drop 0, reset-drop 0 
      Inspect: h323 h225 _default_h323_map, packet 0, drop 0, reset-
drop 0 
      Inspect: h323 ras _default_h323_map, packet 0, drop 0, reset-drop 
0 
      Inspect: netbios, packet 0, drop 0, reset-drop 0 
      Inspect: rsh, packet 0, drop 0, reset-drop 0 
      Inspect: rtsp, packet 0, drop 0, reset-drop 0 
      Inspect: skinny, packet 0, drop 0, reset-drop 0 
      Inspect: esmtp _default_esmtp_map, packet 0, drop 0, reset-drop 0 
      Inspect: sqlnet, packet 0, drop 0, reset-drop 0 
      Inspect: sunrpc, packet 0, drop 0, reset-drop 0 
      Inspect: tftp, packet 0, drop 0, reset-drop 0 
      Inspect: sip, packet 0, drop 0, reset-drop 0 
      Inspect: xdmcp, packet 0, drop 0, reset-drop 0 
    Class-map: TRAFFIC_TO_SERVER 
      Set connection policy: conn-max 2000 embryonic-conn-max 500  
        current embryonic conns 0, current conns 0, drop 0 
      Set connection advanced-options: NORMALIZE 
        Retransmission drops: 0               TCP checksum drops : 0           
        Exceeded MSS drops  : 0               SYN with data drops: 0           
        Out-of-order packets: 0               No buffer drops    : 0           
        Reserved bit cleared: 0               Reserved bit drops : 0           
        IP TTL modified     : 0               Urgent flag cleared: 0           
        Window varied resets: 0           
        TCP-options: 
          Selective ACK cleared: 0            Timestamp cleared  : 0           
          Window scale cleared : 0           
          Other options cleared: 0           
          Other options drops: 0 
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Task 8.3 
 
IDM: 
 
Step 1: 
 
Activate/Enable ICMP Smurf Signature and Edit signature settings as follows. 
Navigate to Configuration | Policies | Signature Definitions | sig0. Change 
Select by to “DoS” and select the “ICMP Smurf Attack” signature, then click the 
Edit button. 
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Step 2: 
 
Tune the signature’s Event Action to “Request Rate Limit” and set External 
Rate-limit Percentage to 25%: 
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Step 3: 
 
Add new blocking device login profile. Navigate to Configuration | Blocking | 
Device Login Profiles and click the Add  button. Set the Login Password and 
Enable Password to “cisco”. 
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Step 4: 
 
Add new blocking device. Navigate to Configuration | Blocking | Blocking 
Devices and click the Add button. Fill the fields according to the following 
screenshot. 
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Step 5: 
 
Add new blocking device interface. Navigate to Configuration | Blocking > 
Router Blocking Device Interfaces and click the Add button. 

 

 
 

Copyright © 2009 Internetwork Expert www.INE.com
- 84 -   



Accessed by fedorov@ciscotrain.ru from 212.111.90.33 at 00:11:24 Aug 31,2009

CCIE Security Lab Workbook Vol II   Solutions Guide    Version 5.0 Lab 3
 

Task 8.3 Verification 
 

 Note 

Simulate ICMP Smurf attack off SW1 towards R6. Make sure that the IPS sensor 
installs a policy-map in R2 to limit the attack rate. 

SW1: 
interface Loopback100 
 ip address 174.1.123.12 255.255.255.0 
 
Rack1SW1#ping 150.1.6.6 source loopback 100 repeat 50 timeout 0  
 
Type escape sequence to abort. 
Sending 50, 100-byte ICMP Echos to 150.1.6.6, timeout is 0 seconds: 
Packet sent with a source address of 174.1.123.12  
.................................................. 
Success rate is 0 percent (0/50) 
 
Rack1R2#show policy-map interface serial 0/0.23 
 
 Serial0/0.23  
 
  Service-policy output: IDS_RL_POLICY_MAP_1 
 
    Class-map: IDS_RL_CLASS_MAP_icmp-xxBx-0_1 (match-any) 
      50 packets, 5200 bytes 
      5 minute offered rate 0 bps, drop rate 0 bps 
      Match: access-group name IDS_RL_ACL_icmp-xxBx-0_1 
        50 packets, 5200 bytes 
        5 minute rate 0 bps 
      police: 
          cir 25 % 
          cir 386000 bps, bc 12062 bytes 
        conformed 50 packets, 5200 bytes; actions: 
          transmit  
        exceeded 0 packets, 0 bytes; actions: 
          drop  
        conformed 0 bps, exceed 0 bps 
 
    Class-map: class-default (match-any) 
      94 packets, 8503 bytes 
      5 minute offered rate 0 bps, drop rate 0 bps 
      Match: any 
 
Rack1R2#show ip access-lists IDS_RL_ACL_icmp-xxBx-0_1 
Extended IP access list IDS_RL_ACL_icmp-xxBx-0_1 
    10 permit icmp any host 174.1.123.12 echo-reply (50 matches) 
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