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I'taBa 1

OoOmue cJjoBa

1.1 BwmecTto npeaucioBud

Ha mammcanue sToro pykoBojcTBa MeHs BioxHOBUI «Kype momomoro 6oiina Cisco» Cep-
res (Fedia) ®enoposa. Hameroch, 910 0HO OKazKeTCst HOJIE3HBIM /I HATMHAIONAX OJIb-
30BaTesIe.

JlokymenTanuu, 0COGEHHO PYCCKOSI3BITHOM, 110 BbATTE IMOKA UTO KATACTPO(MUIECKU
MaJIO, ¥ 3TOT JIOKYMEHT IPU3BaH XOTh HEMHOI'O 3TO UCIPaBUTH. BO MHOrOM OH OCHOBaH
Ha Marepuasie mybsmkaruii B 6siorax AntiCisco.

DTOT JOKYMEHT akTyaJieH Jijisi Bepcuu 6.2 u Boie. VHOTIa BCTpeIaloTes yKa3aHus
HA& TO, B KAKOIl BEpCUU MOSIBUJIACH (DYHKITHS.

Hokyment pacmpoctpansercs o juriersun CC-BY-SA, To ecth, paspernaercs: ero
HCIIOJTb30BAHIE B JIIOOBIX TIE/ISIX, PACIIPOCTPAHEHNE U CO3JIaHIe MTPOU3BOIHBIX padOT 1pu
YCJIOBUH YKA3aHUU ABTOPCTBA U PACIPOCTPAHEHUST ITPOU3BOIHBIX PAbOT IO/ TOH Ke Jin-
LeH3UE.

Ces3arbesa ¢ aBTOPOM MOXKHO 110 TouTte daniil@baturin.org, xejgarebHO, yKa3aB B
teme «KMDB Vyattas.

Tunorpadckue corsammenns

MozomMpuHHNM mprTOM 0003HAUEHBI KOMAH/IBI U MX BBIBO/I.
B <yrioBeix ckoOKax™> yKazaHbl 00A3aTe/IbHbIE apTyYMEHThI KOMaH/T.
B [kBaspaTHbIX cKOOKaxX| yKasaHbl Heobg3aTebHbIE apIyMEHThl KOMAHI.

1.2 TI'me B3arb?

[Tocnenuss Bepcusi Vyatta moctymna i ckadmBaHusg Ha oduIuajbHOM caiiTe: http:
//vyatta.org/downloads.

CymectBytor Tpu Bepcun: Core, Subscription u Plus. Ilociieane gBe MoxKHO 110JTY-
YUTH TOJBKO 1O TLJIATHOM TOJITMCKE, OHU OTJIMIAIOTCH HAJTUIUEM JIONMOJTHUTETbHBIX KOM-
nouenTos (nanpumep, TACACS+, kommepueckue Habops! npasui IPS u 1.1, ).

Y Bcex Bepcuii ecTh pa3Hble BapuaHThl cOOpKH. Buibop cOOpku 3aBUCHUT OT TOIO,
Ky/Jla BbI COOMPaETeCh yCTaHABIUBATH CUCTEMY. ECTh CreIyfomie BapuaHThL:

— Live CD iso — npennasnaden ajist (pU3NIECKAX CHCTEM, MOYKET OBITh TaK:Ke yCTa-
HOBJIEH Ha JIIOObIE BUPTYaJIbHbIE MAIITMHBI, KPOME X€N B IMapaBUPTYaIHLHOM PEKUME;
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— VMware ESX 4 Template — mrs VMWare ESX Server 4;
— VMware ESX 3 Template — myrs VMWare ESX Server 3;
— Citrix XenServer Template — jus Citrix XenServer;

— Virtualization iso — g Xen;

Kpowme yromanyThix runepBu3opos mpoepena Takxke padora B KVM u VirtualBox,
po0JIeM He 3aMedeHoO.

1.3 I'nme moaydYmTsh moMomib?

Ha dopyme (http://vyatta.org/forum), Ha KaHaue ffvyatta cern Freenode. Oba Ha
anryniickom s3bike, 1po IRC emne Hy?>KHO y4IuTBIBATH, YTO OGOJIBIIMHCTBO YIACTHUKOB U3
CIIA, a korjia y HUX JIeHb — y HAC HOYb.

OdurnmaibayIo TOKyMeHTaInIo MOXKHO cKadaTh Ha http://vyatta.org/documentation
Ha pycckom moxkuO cipammuBaTh Ha http://anticisco.ru.
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I'1aBa 2

I/ICKYCCTBO BJla/ICHUA KOHCOJIBIO

2.1 OcHoBBI

OCHOBHBIM CpeJICTBOM HacTpoiiku Vyatta smisiercss KoHcosb. ['padudecknit nnrepdeiic
XOTb M €CTh, HO KOHCOJIb I'opa3io yiaoouee n 3pdexkTuBHee. Bosbie Bcero ona moxoxka Ha
KOHCOJTh yerpoiicT Juniper Networks, n coBcem me moxozka Ha Cisco.

Hacrpoiikn uMeroT nepapxudeckKyio CTPYKTYPY U IPEJICTABIAIOT cOO0M JIepeBo € y3-
Jtamu u ncetamu. Kazkiass KoMaHIa COJIepKUT MOAU(MUKATOP OIEPAIIdN, IIYTh K HY>KHOMY
y3iy u mapamerp. Hampumep:

set system name-server 192.0.2.1

31ech set — moaudukaTop, system name-server — myTh, 192.0.2.1 — mapamerp.
OcHoBHBIE MOIUGMUKATOPHI OIIEPAITHIA:

— set — co3JaTb WM U3MEHUTDL y3eI;
— delete — yjauTh y3ell.

Nurepdeiic umeer Ba pexxkuma: pezKuM oreparuii u pexkum zHactpoiiku. Cpasy 1mo-
CJle BXOJla BBl IIOIIQJaeTe B PEXKUM Ollepalluil, epeiTi B PeKUM HACTPOUKM MOXKHO KO-
Maaoit configure. BpriiTi 0OpaTHO MOXKHO KOMaH/OW exit. Pe:XKuMbl J1erko oTanmanTh
[0 TPUTJIAINEHUIO KOMAH/IHON CTPOKU: B ONEPAIMOHHOM OHO 3aKaH4YuBaeTcd «3$», B Ha-
CTPOEYHOM — «#».

Baxkuo moMHHUTH, YTO KOMAHJIbl HE IPUMEHAIOTCI Cpa3y Iocje UX BBoOja. dToObI
X TPUMEHUTH, HY’KHO BBECTU KOMaHy commit. Vi oTMeHUTH M3MEHEeHHsS KOMaHJI0i
discard.

OnnmaabHOo MOXKHO YKa3aTh KPATKOe OMUCAHNE CBOMX U3MEHEHHI KOMAaHI0i

commit comment "<COMMENT TEXT>"

Tak:xe MoxkHO 0bOe30macuTh cebsi, ecu M3MEHEHUs TOTEHIIMAJIBLHO MOTYT 3a0JI0KHU-
pPOBaTH JOCTYI K CHCTeMe B ciaydae ommOKu. Hy»KHO BBeCcTH KOMaHTy

commit-confirm [MINUTES]

, ¥ €CJIN B TEYCHUU YKA3AHHOIO BpeMeHU (10 yMOJIYAHUIO — JeCATh MUHYT) He Oyier
BBeJIeHa KoOMaHa confirm, cucreMa aBTOMaTHYECKU BEPHETCS K IIOCJIEeHEN COXPaHEHHON
KOH(PUTYpAIUN.



[Tocsie 3aBepiieHns ceanca HACTPOEK HYXKHO COXPAHUTH KOH(HUI KOMAHJIONW save.
[TpuBeieM HECKOJIBKO ITOJIE3HBIX TPUEMOB.

Xwutpoctsb 1: Ucnonb3yiiTe coueranns KIaBUIIL.
— Ctrl-A — nepexoj; K HAYATY CTPOKU;
— Ctrl-E — nepexo K KOHILy CTPOKH;
— Ctrl-W — ymanauth citoBo Hasam;
— Ctrl-U — ynmanauTh BCIO CTPOKY;
— Ctrl-K — ymamuTh Bce mocie Kypcopa;
— Alt-B — niepemecTuth Kypcop Ha CJIOBO BJIEBO;
— Alt-F — nepemectuth Kypcop Ha CJIOBO BIIPaBO;
— Ctrl-C — mpepBarh Tekymuii mporecc (HaApuMep, BBIBOJL JIOTOB);
— Q — BbIiiTH U3 mpocMoTpIIKKa (TIPU TIPOCMOTPE TEKCTA, PA3JIETIEHHOIO Ha SKPAHBI);
— Ctrl-L — ouncrurh sKpaH.

IIo ucTopun KoMaHI MOXKHO II€pEeMEeNaThCs CTPEIKAMU BBEPX U BHUS.

Xutrpoctb 2: Vcnonwayiire aBrojgonosnenune komaui. [lo naxkaruio Tab komanma Jn-
60 jomoiHsIeTCs (ec/in BBEJICHHAsI YaCTh €e OJIHO3HAYHO OINPEJeIsieT), MO0 BBIBOJUTCS
CITMCOK BapUaHTOB.

Xurpoctsb 3: BbImosHUTS KOMaH/Iy OlEpaIiOHHOrO peskiMa (Bpojie show ip route) u3
HaCTPOEYHOTO MOYKHO yKas3aB Iepejl KOMaH10i1 cjoBo run. Hampumep,

run show ip route

Xwurpoctb 4: MoxkHO TpocMaTpuBaTh He BeCh KOH(MUT, a TOJHKO UHTEPECYIONIYIO YaCTh.
Hanpuwmep,

show service nat

Xurpoctb 5: YToObI He TUCATD JITHHHBIE KOMAH/TbI, MOZKHO TIepeifiTh Ha HY2KHBI YPOBEHb
BJIO?KEHHOCTH ¥ MUCATH KOMAaHJIbI ¢ OTHOCUTEIbHBIM ITyTeM. CpaBHUTE:

set service nat rule 10 type destination
set service nat rule 10 source address 192.168.0.0/24

nu

edit service nat rule 10
set type destination
set source address 192.168.0.0/24

Xwutrpocts 6: [lo jiepeBy HACTpOEK MOXKHO IEpeMeNaThCsl KOMaHIaMi top — IepeiT Ha
BEPXHUIl YPOBEHb M Up — IE€PElTH HA OJIMH YPOBEHb BHIIIIE.

Xwutpoctsb 7: Vcnosb3yitTe GuabTphl Jijisd ToTydeHnsd HyKHOi nadopmarmu. JlocTymHb
caejytonue (puiabTPhbI:



— |more — HMPUHYIUTEJHLHO pa3/Ie/isiTh BBIBOJ HA SKPaHBI;
— |no-more — He pa3/eAThH BBIBOJ HA SKPAHDI;

— |match <KEYWORD> — BBIBECTH CTPOKH, cojiepzkariue cjioBo KEYWORD. Moxkno mu-
caTh BBbIpaKeHNE W3 HECKOJbKUX CJIOB, €CJIM 3aKJIIOUNTHh €ro B KaBBIUKH. Takike
MOZKHO MMHCATh PETYJISAPHbIE BHIPAXKEHNUS;

— |no-match <KEYWORD> — BbIBECTH CTPOKH, He cojepzKaiie KEYWORD;
— | count — HameJaraTh 9UCJIO CTPOK B BBIBOJIC KOMAHIBI.

QuIbTPbl MOYKHO KOMOMHUPOBATH MEK/Iy CODOI, HAIIPUMEDP Y3HATH YUCJIO ITPABUI

NAT:

show service nat|match rulelcount

Xwurpocts 8: [lo ymomuannio HaxkaTne «?» BbI3bIBAET BCTPOEHHYIO CIIPaBKy. Ecim HyKHO
HabpaTh CHMBOJI BOIIPOCUTE/IHLHOIO 3HAKa, HY>KHO cHadasa HaxKaTh Ctrl-V, a morom «7».
Xurpoctb 9: KaBbluku 10 yMOJMAHUIO MCIIOJIB3YIOTCS JIJIsi BBOJIA CTPOK C IIPOOEIaMu,
u B KOHMUI He BKJ/IOYalOTCd. Ecam Tpebyercs MOMECTUTH B TEKCT KOHMUIra KaBBIYKHU
(HampuMep, B apamerpe openvpn-option), HyxkHO HamucaTb \" . Bpose:

set openvpn-option "--push \"route 192.168.1.0 255.255.255.0\" "

2.2 (O6mue peKoMeHIaIn

Nmena

Ucnosp3yiiTe OCMBICTIEHHBIE U €AMHOOOPa3Hble MMEeHa KOHCTPYKIHil (HabOpOB MpaBHI
MCD, route-map’oB u Tak jajee). B aroMm ciaydae ropasio mpoiie pa3sodpaThesi B TOM, 9TO
Juts gero Hy»KHO. OCcoOeHHO 9TO aKTyaJbHO JjIs KOH(DUIOB, HAIIMCAHHBIX KEM-TO JIPYTUM
WA IIPOCTO JIOJINOEe BPeMsi Ha3a,I.

JI1s1 TIOBBINIEHUST YUTAEMOCTH CTOUT INCATH BCE MMEHa C 3arjlaBHON OyKBBI WJIN
[IEJIMKOM 3arJIaBHBIMU OYKBAMU — B 9TOM CJIydae UX IPOIIe OTJIUIUTH OT CJIyKeOHBIX
CJIOB.

KomMmMmenTapun

OcrapgiiTe KOMMEHTAPUHU K KOHCTPYKIIUSM. Y OOJIBIIMHCTBA KOHCTPYKIIHIT KOH(UTa €CTh
napamerp description, B KOTOPOM MOYKHO OCTABUTBH ITPOM3BOJIBHBIA TEKCT (CTPOKH C
pobesTaMu Hy?KHO 3aKJI0UaTh B KaBBIYKH — "").

JlobaBuTh KOMMEHTAPUI K ITPOU3BOJILHOMY MECTY KOH(UTa MOKHO C IIOMOIIBIO KO-
MaHIpl comment. Hampmwmep,

comment protocols static route 192.168.42.0/24 "Route to remote office"
commit

JacT



static {
/* Route to remote office */
route 192.168.42.0/24 {
next-hop 192.168.42.1 {
+
}

V1amTh KOMMEHTapuil MOXKHO TaKOW Ke KOMaHJI0#, HO C B KaveCcTBe apryMeHTa

Oneparnum HaJ KOHCTPYKIUAMU KOHPUTA

11t SKOHOMUM BpeMeHU MOXKHO KOIIMPOBATDH 1 IIePEeNMEeHOBbIBATh KOHCTPYKINH. lemaercs
9TO KOMaHJaMmu copy u rename. [lomHHUTE, 9TO mepenMeHOBATH KOHCTPYKIINIO, KOTOPAast
KyJa-TO NIPUMEHEeHa, He MOJIYYUTCS.

i mpuMeHeHns STUX Olepalnii Hy»KHO IIePeiTH Ha YPOBEHb BHIIIE, YeM HAXOAATCs
HaIl KOHCTpyKIun. Hampumep, HaM JIeHb IcaTh JIBa MOYTH OAUHAKOBBIX mpaBuiaa NAT,
OTJIMYAIOIINXCA TOJBKO ITOPTOM Ha3HavueHHsI. BOT 9TO MOXKHO cjiejiaTh:

vyatta@vyatta# show service nat
rule 10 {
destination {
port http
+
inbound-interface ethO
inside-address {
address 10.91.17.100
port http
+
protocol tcp
type destination
b
[edit]
vyatta@vyatta# edit service nat
[edit service nat]
vyatta@uyatta# copy rule 10 to rule 20
[edit service nat]
vyatta@vyatta# commit
[edit service nat]
vyatta@uyatta# set rule 20 destination port https
vyatta@uyatta# set rule 20 inside-address port https

N eme

Vyatta sro majcrpoiika waj Debian GNU /Linux, u sroro HukTo He cKpbiBaer. Ho Ha-
CTpamBaTh ee HYXKHO 4epe3 pojHoit mHTepdeiic. V3menenus, cienannbie B KOHpUTaX U3
/etc BpyuHyIO Oy/IyT yTEPSHBI IPU CJIELYIONEM commit’e min mepe3arpyske.

He cTout BHOCUTH M3MeHeHUs B HACTPOWKM OIKEHIIOB, €CJIM TOJBKO Bbl HE 3HAKOMBI
C MCXOJIHBIM KOJIOM ¥ BHYTPEHHUM YCTPOUCTBOM CUCTEMbI. EiC/I BBl TOYHO YBEPEHBI B TOM,
9TO JlesiaeTe, MOYKHO OCTOPOXKHO J100aBUTh X B /etc/rc.local

Bupodewm, 3nanne UNIX nomoxkeT B OTJIa/IKe U TTOHUMAHUHU TTPOUCXOISIIETO.



I'taBa 3

HaganbHable HacTpoiiKn

[lepes HavaI0M AKTUBHOTO UCIIOJIB30BaHUS MapIIPYTU3aTOPa CTOUT HACTPOUTH y/IaJIe€H-
HOE yIIPaBJICHUE U MPOYNE CIyKeOHbIE BEIH.

[Ipezxkie Bcero cTouT yKasaThb UMs XOCTa, YTOOBI IOTOM HE COMHEBATHCSA YTO UMEHHO
3a MapIIpyTU3aTop Mbl HacTpauBaeM. OHO OTOOpaKaeTcs B MPULTIAIICHUN KOMAHTHOMN
CTPOKHU U B JIoTaX. YKa3bIBaeTCd KOMaHI0

set system host-name <NAME>

Hy»xH0 oT™MeTHUTD, YTO B IIPUTJIAIIICHUA KOMaHTHOM CTPOKM €0 CTaHeT BUJIHO TOJIBKO
IIPU CJIETYIONIEM BXOJIE B CHCTEMY.

3.1 JlaTa u Bpems

st ynobcTBa 9TeHus JIOrOB MOYKHO HACTPOUTH HacoBoil mosc. [lo ymordanuio ncrosb-
gyercsg UTC. B reorpaduieckn pacipe/ie/IeHHBIX CHCTEMaX COBETYIOT CTABUTD JIJIs BCETO
obopyioBanus nMeHnno ero. [loMmeHdaTh MOXKHO KOMAaHIOM

set system time-zone <REGION/CITY>

Hanpuwmep, Europe/Moscow. Hyzkublit miporrie Bcero HailTi aBTOJOMOTHEHIEM.
HacrpauBath mepexoji Ha JjieTHee BpeMd He HYXKHO, JIJIT YaCOBBIX TOSICOB, TJE OH
IPUCYTCTBYET, IIEPEBO/I TPOUCXOIUT ABTOMATUICCKH.
Tak:xe moxxno ykazaTh cBon N'TP-cepBepa KoMaH 10

set system ntp server <HOSTNAME>

[To yMOTUAHUIO TaM y¥Ke IPHCYTCTBYIOT cepsepa [012].vyatta.pool.ntp.org.!

3.2 DNS

st ynoberBa otyrajgku MoxkHO HacTpouTh DNS-cepBepbl KoMaH 101

set system name-server <IPADDRESS>

'Koropble, BEpOSITHO, ellle U COGHPAIOT AHOHUMHYIO CTATHCTHKY 0 reorpadn yCTAHOBOK. 110 Kpaii-
Hell Mepe OTKy/Ia-TO OHa Oepercsi, a 9TO caMoe JIOTHIHOE IpeirosoxKenue. IlocMOTpeTh MOXKHO TYT:
http://kellyherrell.wordpress.com/2010,/09,/29 /vyatta-network-os-officially-everywhere /


http://kellyherrell.wordpress.com/2010/09/29/vyatta-network-os-officially-everywhere/

Takzke MOYKHO yKa3aTh JIOMEH 110 YMOTJIaHWO. Torja ecian yKasaH JTOMeH
example. com, IpK pa3penieHny XOCTa BHa host Oyjer mpeamosaraTbes
host.example.com. /lemaerca 370 KOMaHIOM:

set system domain-name example.com

3.3 DBkJrmodaeM yJiajJeHHOe yHpaBJieHue

K cereBoMy ycTpoiicTBY JIOTHYHO MMeTh yJAJIEHHBIN J0CTyIl 1o ceTu. Ham mocrymao Tpm
BapuaHTa:

— Telnet;
— SSH;
— Beb-uHTEpDEiic.
Bximrounts Telnet MO:KHO KOMaHIOI:
set service telnet
OrnmuaibHO MOYXKHO U3MEHUTH IIOPT, HA KOTOPOM OH CJIYIIAeT:
set service telnet port <NUMBER>
SSH BKIIIOUAETCS KOMAHIO:
set service ssh

OnmnuabHO TaKKe MOXKHO yKasaTh MOPT, Toi ke omrueit, aro y Telnet. Jljsa reneparmm
KJIIOYell HU4ero mpeIIpuHuMAaTh HE HAJI0 — OHU CT€HEPUPYIOTCA aBTOMATUYECKU.
Beb-unrtepdeiic BKIIOUAETCS ¢ TOMOIIBIO:

set service https

3.4 3aBoJuM MoJb30BaTeJsieii

ITo YMOJI9aHUIO B cucTeMe €CTb TOJIbKO OJUH II0JIb30BaTE€/Ib — Vyatta, KOTOpOTI'o enie u
HEJIb34d YAaJINTD. 3aT0 MOXKHO 3aBE€CTU HOBBLIX. B 3TOM cJiydae MOXKHO 6y11eT:

— Bujerb, KTO UIMEHHO ceffuac MOJIKJ/IIOUYEH K CUCTEME;
— OrpaHuYuTH MOJIB30BATEIO TOJTHOMOYNS;

— HaitT;t oTBeTcTBEHHOrO 34 Te MM MHLIC U3MEHEHU HaCTPOEK.
,HO6&BJI€HI/IG II0JIB30BaTeEJIAd BBITVIAANUT TaK:

edit system login user <NAME>
set authentication plaintext-password <PASSWORD>
set full-name "<FULL NAME>"

CnoBa plaintext-password He HAJIO OOATHCS, OHO 3HAYWUT JIMINH TO, YTO MAPOJIbH
BBOJIUTCA B OTKPBITOM Buje. [Ipu npumenenun nactpoek on Oyier 3ammudposan. Ecim y
BAC YK€ eCTh X3III HapoJis (HApUMep, TIPH TIePEeHOCe MOJIb30BaTeell ¢ IPYTroi CHCTeMBI),
MOXKHO BMECTO Hee HCI0JIb30BaTh encrypted-password <HASH>.

C nowmorpio onrun set level operator MOXKHO 3allPETUTH IOJIB30BATEIO BHO-
CUTH U3MEHEeHUs B HACTPOUKM. «[loBBICHTL» TOIb30BaTE IS IIOTOM OyJIEeT MOYXKHO CMEHOI
operator Ha admin.

10



I'maBa 4

IIpumep HacTpoiiku cetn

Tenepnb permum npuOIMAKEHHYIO K peabHoil 3a1a4dy. [IpeanosokuM, 9To y HaC €CTh CeTh
HeOOJIBINON KOMITAHUH, B KOTOPO# HAJI0:

— Pasznars pabounm cranmusm ajpeca mo DHCP;

— Obecneants pasmady um VHreprera;

— 3BaluTUTh CeTh MEKCETEBBIM KPAHOM;

— IIpoknHYTH HECKOJIBKO IIOPTOB Ha KOPIOPATUBHBIN cEepBEp;

— Ob6ecneunTh COTPYIHUKAM YJIAJTEHHBINH JOCTYII K CETH.

Y

[ 192.168.1.0/24
h

AR eth0.20
192.168.1.1/24 ——

_________ — o

&th0.10 e ! A
. 192.168.2.1/24 192.0.2.61/24 —

Internet y
J

DA

— .

" bmz )
(1921682024

Puc. 4.1: Tonosiorua ceru

[Ipeamonoxkum takzke, uro nuio3 nposaitaepa — 192.0.2.1. Cerb nojiesieHa Ha jasa
VLAN: mng pabounx cramnuii (ter 20, ¢ agpecamu 192.168.1.0/24) u mast cepBepos (Ter
10, 192.168.2.0/24).

11



4.1 HacrpauBaeMm uHTEepdeiichl

[Tycte ethO Oymer BuyTpennum unrepdeiicom, a ethl — Buernaum. Haunem ¢ Buerraero u
IIPUCBOUM €My aJIpec:

configure
set interfaces ethernet ethl address 192.0.2.61/24
commit

Ecnu mposaitep ucnoszyer DHCP, o BMecTo ajpeca HyKHO UCI0/1b30BaTh oruio dhep:
set interfaces ethernet ethl address dhcp

Teneps nepeiizem K BHyTpeHHemy uHTepdeiicy. Ha nem Hy:kHO co3imars aBa VLAN.
JlenaeTcs 9TO CJAEAYIONUM 00pa30M:

edit interfaces ethernet ethO

set vif 10 address 192.168.2.1/24
set vif 20 address 192.168.1.1/24
commit

[TocMoTpuM, YTO y HAC MMOJTYyYUJIOCD:

# show interfaces ethernet ethO
duplex auto
smp_affinity auto
speed auto
vif 10 {
address 192.168.2.1/24

}
vif 20 {

address 192.168.1.1/24
}

Tax>ke HACTPOUM MapIIPYT MO YMOJYAHUIO:

set protocols static route 0.0.0.0/0 next-hop 192.0.2.1

4.2 HactpanBaem DHCP

Hawm norpebytorest naBa 1mysia ajpecos. llpuctynaem K nHactpoiike:

edit service dhcp-server shared-network-name LAN

set authoritative # 06baBnAeM cepBep OTBETCTBEHHHM 3a CeTb
edit subnet 192.168.1.0/24

set start 192.168.1.100 stop 192.168.1.200 # [lmamas3oH azpecos
set default-router 192.168.1.1 # llmo3 1m0 yMOTIaHUD

set dns-server 192.0.2.250 # DNS-cepsep

top

edit service dhcp-server shared-network-name DMZ
set authoritative
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edit subnet 192.168.2.0/24

set start 192.168.2.100 stop 192.168.2.200
set default-router 192.168.2.1

set dns-server 192.0.2.250

[Iycts HaM HY2KHO BBIJIABaTh cepBepy dukcupoBanublii agapec 192.168.2.50. Ilyctn
ero cereBas Kapta nmeer MAC-aapec 00:aa:bb:cc:dd:ee. Cozmaamm cooTBeTCByOIIEE TIPa-
BIJIO:

edit service dhcp-server shared-network-name DMZ

edit subnet 192.168.2.0/24

set static-mapping Server ip-address 192.168.2.50

set static-mapping Server mac-address 00:aa:bb:cc:dd:ee

[TocMoTpuM Ha TTOTYYUBITYIOCT KOH(MUTYPAIIHIO:

# show service dhcp-server
shared-network-name DMZ {
subnet 192.168.2.0/24 {
default-router 192.168.2.1
dns-server 192.0.2.250
start 192.168.2.100 {
stop 192.168.2.200
}
static-mapping Server {
ip-address 192.168.2.50
mac-address 00:aa:bb:cc:dd:ee

+
shared-network-name LAN {
subnet 192.168.1.0/24 {
default-router 192.168.1.1
dns-server 192.0.2.250
start 192.168.1.100 {
stop 192.168.1.200

4.3 HacrpanBaem NAT

Ham my»kHBI /1Ba Bria IPABUIT: OJIHN OY/IyT TPAHCINPOBATH BHYTPEHHEE aJIpeca BO BHEI-
Hue 9T00BI 0becrednTh BHYTpeHHe# cerw jocTyn B VHTepHeT, BTOpBIE OYIAyT TPAHCIIN-
poBaTh BHEIIHMI aJIpec BO BHYTPEHHUN YTOOBI 00ECIIEYNUTH JIOCTYIl CHAPYXKU K CEPBEPY
BHYTPH.

Haunem ¢ mpasmi ajist pazgadu MaTepHera:

edit service nat rule 10
set source address 192.168.1.0/24
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set outbound-interface ethl
set type masquerade
set description "LAN to the Internet"

[To anajorum cosmaauM IPaBUJIO JJIsi BTOPOIl ceTu:

edit service nat rule 20

set source address 192.168.2.0/24

set outbound-interface ethl

set type masquerade

set description "DMZ to the Internet"

Teneps 3aitmemcst TpoOPOCOM MTOPTOB BHYTPb. [lycTh HAM HY2KHO TPOOPOCUTH TTOPTHI

80 u 25.

edit service nat rule 30

set destination port http

set protocol tcp

set inbound-interface ethl

set inside-address address 192.168.2.50
set inside-address port http

set type destination

[IpaBuiio po mopT 25 oTIM4aeTcs TOJBLKO omiueil port.
CMmoTpuM pe3y/ibrar:

# show service nat
rule 10 {
description "LAN to the Internet"
outbound-interface ethl
source {
address 192.168.1.0/24
}
type masquerade
}
rule 20 {
description "DMZ to the Internet"
outbound-interface ethil
source {
address 192.168.2.0/24
}
type masquerade
}
rule 30 {
destination {
port http
}
inbound-interface ethl
inside-address {
address 192.168.2.50
port http
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b
protocol tcp
type destination
}
rule 40 {
destination {
port smtp
b
inbound-interface ethl
inside-address {
address 192.168.2.50
port smtp
+
protocol tcp
type destination

Ob6paTure BHUMaHHE, UTO BMECTO HOMEDPOB IIOPTOB MOYKHO yKa3blBaTh MX Ha3Ba-
HU¢, KaK B HameM npuMepe ykaszaH http Bmecto 80. IloaHbIN CIIMCOK MOYKHO TOJIYYHUTh
KOMaHI0M

cat /etc/services

4.4 HacrtpauBaeM yjaJjgeHHblil goctyn 1mo PPTP

Y10o0br 06eCIeYnTh HAIUM I0/IH30BATE/ISIM BO3MOXKHOCTD YIAJIEHHOTO TOJIKIIOYUECHUS K
KOPIIOpaTUBHO# ceTu, Mbl HacTpouM soctyi o PPTP. IIpoTokon naneko e caMblii yaad-
HbIIT 1 O€30IMacHbIil, HO 3aTO IIPOCT B HACTPOMKE KaK Ha MapIIPyTU3ATOPE, TaK U Ha KJIU-
eHTax.

edit vpn pptp remote-access

set client-ip-pool start 192.168.3.1

set client-ip-pool stop 192.168.3.50

set dns-servers server-1 192.168.2.50

set authentication mode local

set authentication local-users username User password 2WsX3EdC

s MuUHUMAJIBHOM pabOThI TOrO JIOCTATOYIHO.

4.5 HactpanBaem MC3

B coBpemennom MHTepHeTEe TaKk MHOIO yrpo3 0€30IaCHOCTH, 9TO OCTABJIATH CETh He3a-
IIUAIIEHHON — IPeCcTyITHas XaJaTHOCTh. [losTomy Mbl HacTpouM puabTpaIuo Tpaduka ¢
nomorsio MCD. B nepsyto odepesib chopmysupyem 3agady. Ham HyKHO:

— PHBPQHH/ITI) yCTaHOBKY COG,ILI/IHGHI/If/'I U3HYTPpU CceTUu KyJda YyI'OJIHO;

— Paspenmurs nogksmovenus K koproparusaomy cepsepy o HTTP (mopr TCP/80) u
SMTP (TCP/25);

15



— Paspenmrs nojkr0UeHNs K MapiipyTusaTopy 1o nporokosy PPTP (mopr TCP /1723
u nporokosi GRE);

— Pazpemurs ucxojigimme coeIMHEHNA U3 CETH PAOOYINX CTAHIUN B CETh CEPBEPOB, HO
HE HA0OOPOT;

— Paspenurs ucxopsime coepunenus 1o nporokory SMTP (TCP/25) B Murepuer
TOJIbKO KOPIIOPATUBHOMY CEpPBepY;

— SaﬂpeTI/ITb BCe OCTaJIbHOE€.

[Ipucrynaem. M ieosorus nacTpoiiku TaKOBa: MbI CO3/1aeM HAOOPbI IPaBUT (DUILTPaA-
K, & TIOTOM IPUMEHsIEM UX K CeTeBbIM MHTepdeiicaMm. ¥ KaxkJIoro mHTepdeiica MOryT
OBITH HAOOPBI TIPABUJI JIJIA TPeX HalpaBJ/ICHUIA:

— 1in — coeMHEHUdA CHAPY2KUA BHYTPb CETH;
— out — CoeMHEHNdA U3HYTPU CETU HAPYZKY;

— local — coeguHeHHUA K CAMOMY MapIIPpYTU3aTODY.

Ham morpebytorca dersipe Habopa npasBui: u3 VHTepHeTa BO BHYTDPEHHIOIO CETh,
u3 Uureprera K mapuipyruszaTopy, u3 ceru cepsepoB (192.168.2.0/24) B cerb paboumx
craunuii (192.168.1.0/24) u u3 sokanbHoit cetn B VlHTepHeT. HazoBeMm nx, cooTBETCTBEHHO,
Inet-Local, Inet-Router, DMZ-LAN u Local-Inet.

CozgaeMm Inet-Local

B Hem Ham Hy:kHO paspenuth Bxojgiue coeaunernst Ha TCP /80 u TCP /25, a rakxke e
COEJIMHEHN S, KOTOPbIE Y2Ke OBbLIN YCTAHOBJIEHBI M3HYTPU CETH.

edit firewall name Inet-Local

set rule 10 action accept
set rule 10 state established enable
set rule 10 state related enable

set rule 20 action accept
set rule 20 destination port http
set rule 20 protocol tcp

set rule 30 action accept
set rule 30 destination port smtp
set rule 30 protocol tcp

[IepBoe mpaBuIo TpedOyeT HEKOTOPHIX MosicHeHUit. Vyatta ymeeT oTcIeKuBaTh COCTO-
SIHAS COeTMHEHU T 1 3arroMuHaTh uX. CocTOAHMI ObIBaeT YeThIpe: new — yCTaHaBINBAEMbIe
coesimnenud, established — y:ke ycranosiiennble, related — coeimnennd, aBIAIONINECA
BCIIOMOTATeJIbHBIMU JIJIs YK€ YCTAHOBJICHHBIX (TaKue BO3HUKAIOT, HAIPUMED, B IPOTOKOJIE
FTP, koropsiil ucroib3yer pasHble COCIMHEHUS I yIPABJICHUA U JIjId Iepe/iadu JIaH-
HbIX) u invalid — He nomajaronme HU 110/ OAUH U3 YKA3aHHBIX KPUTEPHUEB.

Takum 0O6pa3oM, TUM IIPABUJIOM MbI Pa3pEIInId IIPOXOXKICHNE BO BHYTPEHHIOIO
ceTh TpaduKa, KOTOPbIil COOTBETCTBYET COEJIMHEHUsIM, KOTOPbIE YK€ OBbLIN yCTaHOBJIEHBI
U3HYTPHU U BCIIOMOTATEJbHBIX K HUAM.
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CozmaeMm Inet-Router

edit firewall name Inet-Router

set rule 10 action accept
set rule 10 state established enable
set rule 10 state related enable

set rule 20 action accept
set rule 20 destination port 1723
set rule 20 protocol tcp

Borpoc, KOTOpBIil OH MOXKeT BBI3BATBH: IIOYEMY Mbl Pa3PENIU/IN IIOPT YIIPABJISIONIETO CO-
equnennss PPTP, no me paspemuiu GRE, koTopsiit on ucrnosb3yer s mnepeiadn JaH-
Hbix! Bce moromy, uTo 310 coemunenue Oyser B cocTosinuu related 1O OTHOIIEHUIO K
YIPABJISIONIEMY, & IIEPBOE MIPABUJIO €r0 Pa3perraeT.

Cozmaem DMZ-LAN

edit firewall name DMZ-LAN
set default-action accept

set rule 10 action drop
set rule 10 destination address 192.168.1.0/24
set rule 10 state new enable

OTuM HaOOPOM TPABU MBI pa3pelmiin Bce, KpoMe YCTAHOBKM COeJIUHEHU B CeTb
pabounx crannumii. Obparure BHUMaHue Ha onnuio default-action. Eit MOXKHO TOMEHATH
JieficTBHe, KOTOpOe MpUMEHsieTcst K TpaduKy, KOTOPBIfi He COOTBETCTBYET HU OJHOMY U3
npasui. [lo ymomuanuio ono ycranossieno B drop.

CozmaeMm Local-Inet

Eciu paboume craHium HaJOBAT PACCHUIAIONINX CHAM YepBeil, HaM TI'DO3UT IONa/IaHue
BHEIITHET'O aJIpeca B UEPHBIC CIIUCKU, BBIOMPATHCA U3 KOTOPBIX JOBOJILHO YTOMHUTEIHHO.
[Tostomy wmbr 3anperum SMTP-coenubenust st Bcex MalinH, KpoMe KOPIIOPATUBHOTO
cepBepa.

edit firewall name Local-Inet
set default-action accept

set rule 10 action drop

set rule 10 destination port smtp

set rule 10 source address !192.168.2.50
set rule 10 protocol tcp

Obparute BHuManue Ha omiuio source address. CumBoJI ! 0O3HAYAET «BCE, KPOME
YKa3aHHOTO», TaKuM 00pa3oM, mpasmio 3arperiaer SMTP s Becex, kpome 192.168.2.50.
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IIpumensiem HaboOpbI TpaBUJI K nHTEepdeiicam

Ha6op mpasui Inet-Local gosken 6bITh TpuMeHeH B HAIIPaBJIEHUM in BHEITHETO WHTEp-
deiica.

set interfaces ethernet ethl firewall in name Inet-Local

Habop mpasui Inet-Router nykno npumenuTs B HanpaBienun local BHEIIHETO WH-
Tepdeiica.

set interfaces ethernet ethl firewall local name Inet-Router

Ha6op DMZ-LAN Hy>KHO IIpUMEHUTDH B HAIIPABJIEHUU in TOTO nHTEpdeiica, KOTOPBIit
CMOTPHUT B CETh C CEPBEPAMH.

set interfaces ethernet ethO vif 10 firewall in name DMZ-LAN
Habop Local-Inet my»kHo npuMeHUTb B HaIIpaB/JIeHUHM out BHEITHErO uHTepdeiica.
set interfaces ethernet ethl firewall out name Local-Inet

Tenepb Hallla CE€TH OTHOCUTEJ/ILHO 3alllUIIICHA.
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I'1aBa 5

Pabora ¢ kondurypanueii

5.1 HemnHoro Teopun

JI1s1 HAvUaIa MOCMOTPUM, KaK IMEHHO BhATTa paboTaeT co CBOMMU HacTpoiikamu. Karkibrit
KOH(QUI' TTPOXOIUT B CBOEH YKU3HU TPU CTAUN:

— Pabouas korms (working);
— Heiicryromnuit koudur (active);
— CoxpaHeHHbIit KOHQUT.

Pabovas komms 9T0 TO, UTO MOIyYaeTCs KOIJa MOJIH30BaTe/ b BHEC U3MEHEHUs], HO
erre He mpUMeHMT nxX. Ha Kaxkayio ceccuio (Ha BXOJ[ MOJIb30BaTe s WM paboTy CKPUIITA )
cozJiaeTcs cBos pabodas Korwms. Y Hee JIBA BapUaHTa JlajIbHelInel }Ku3Hu: ObITh 00be 11-
HEHHOI ¢ JeficTByformeil (KomaH 10 commit) mim GbITH OTOPOIIEHHOI.

JeiicTBytonuit KOH(MUT 9TO, OUEBUIHO, TOT, KOTOPBIl CUCTEMa B HACTOATINI MOMEHT
UCIIOJIL3YET.

CoxpaHneHHbIi KOH(MUT 9TO IPOCTOi TeKCTOBbIN (haiti. [lo ymoaanuio oHn XpausaTes
B Karasore /opt/vyatta/etc/config/.

Jl1st Tex, KOMy MHTepecHO, Kak pabodas U JIefCTBYIONIasd KON KOHMUTra yCTPOEHbI
BHYTpH. DTO JIepeBbsi KaTaJloroB B /opt/vyatta/config/active (mis jeiicTByromero) u
/opt/vyatta/config/tmp/* (myst paboumx Komwmit). Y3iy, Hanmpumep, service telnet
port Tam COOTBETCTBYyeT KaTaJior service/telnet/port. 3Hadenue Jijist y3/1a XPAHUTCS
B (baiise node.val.

Tporarsb 9T0 BCe pyKaMu He PEKOMEHJIYETCs, €CJIA TOJILKO He JJIs U3YYeHUs] BHYT-
PEHHEro yCTPOMCTBA CUCTEMDI.

5.2 Jemaem konmm KoHdura

[TomyunTh KOmmio JIeHCTBYIOMEro KOH(MWUra Ha CTAHIAPTHBIA BBIBOJ MOXKHO KOMAHIOM
show|no-more. B sToM ciiyuae on Oy/eT 1mokasaH IeJUKOM, 06e3 pa3jeeHust Ha SKPaHbI,
KaK 9TO MPOUCXOJUT TI0 YMOTIAHUIO.

CoxpaHeHHbIe KOH(MUTH 3TO TPOCThIE TEKCTOBBIE (ailbl. ToT, KoTOpHIit 3arpyKaeTcs
10 YMOJTIYAHWIO, Ha3biBaeTcs /opt/vyatta/etc/config/config.boot. Komanmoit save c
apryMeHTOM, BPO/ie

save config-2011.04.01
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MOYKHO COXPAHUTH €T0 TOJ, APYTUM MMEHEM.
3arpys3urh paHee COXpaHEHHBIN KOH(MUT MOYKHO KOMaH IO

load <FILE NAME>
Tax>ke MOKHO 3arpyzkaTh ero 1no cetu, ykazas URL Hamnpuwmep,
load ftp://example.com/config.txt

Tak ke MOXKHO M COXpaHsSTh KOH(UI Ha yAaJeHHbII cepBep, yKazas 1eseBoit URL.
Hanpuwmep,

save tftp://192.0.2.1/config.boot

Kpowme sToro, B cucreme ectb dailsl, KOTOPbIii XPAHUT HACTPONKHU 10 yMOJTIAHHIIO
(KOTOpbIE UCIIOJIB3YET CBEKEYCTAHOBJIEHHASI CUCTEMA), HA3bIBAETCsI OH
/opt/vyatta/etc/config.boot.default. CoorBeTCTBEHHO, 3arpy3uB €ro, MOXKHO Bep-
HYTbCS K Ha9aIbHBIM HACTPOIKAM.

5.3 Komupyem Kycok KoHdUTa C APYTroil CuCTeMbl

TyT ectnb aBa BapuanTa. [lepsbrii 1o weosornn Hamomunaer Cisco ¥ COCTOUT B MOy YCHUN
KOMaH/I TEeKyIlero KoH(ura M BCTaBKe MX B KOHCOJb IlesIeBOil cucreMsl. [IpocMoTpersb
KOMaH/Ibl MOKHO € IIOMOIIbIO KOMAH/bI OLePAIMOHHOI0 PEXKUMa

show configuration commands|match <KEYWORD>
, Tie KEYWORD — cJj10BO 11T BBIOODKHU, HAIpUMeEp, service ssh.

# run show configuration commands |match "service ssh"
set service ssh port ’22°
set service ssh protocol-version ’v2’

Bropoit cocrout B ciausHun aByx daitioB Kondurypamun koMauaoii merge. s
9TOr0 HYZKHO IOJATOTOBUTD (bailjl ¢ Hy>KHBIM KYCKOM HACTPOEK, IIEPEHECTH €ro Ha IEJIEBYI0
cucreMmy (UM TIOJIOXKUTH B JIOCTYITHOE IO CETH MECTO) U BBECTH KOMAHJLY

merge /path/to/file

Bam BbIIa Iy T npeIynpeK ieHie 06 OTCy TCTBUIN CTPOKU BEPCHH (€CJIH Bl HE CKOIIMPOBAIN
ee U3 OPUTHHAJBHOIO KOH(bUTa, 9TO camasi MOCJIeHssI CTPOKA), HO €r0 MOYKHO UTHOPHPO-
BaTh.

5.4 ABTOMaTM3MpyeM pe3epBHOE KOIMPOBAHIE

Hauunas ¢ Bepcun 6.2 1mosgiBuiach BO3MOXKHOCTH aBTOMATUYECKH JEIaTh PE3EPBHYIO KO-
o KoHdwUra mocje Kaxioro commit’a. lemaercd 3To ciemyomumum obpa3om:

set system config-management commit-archive location <URL>

Hamnpuwmep:
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# show system config-management
commit-archive {
location ftp://10.91.17.5/pub/configs
}

Bce, Temeps Kakiplii pa3, KoIyla BbI IPHUMeHseTe CBOM M3MEHEHH:d, Ball KOHMHUr OyeT

KOIIMPOBATHCA B YKa3aHHOE MECTO 110 UMEHEM BUA

config.boot-yourhostname.yyyymmdd_hhmmss
[MompnepxkuBaercsa coxpanenne o TFTP, FTP u SCP

5.5 Imem BuHOBATBIX

Haunnas onsth ke ¢ 6.2 Kaxkiplii commit ocrtaBiigeT CBOI cjiell B UCTOPUM, U JlaKe
COXPaAHAIOTCST TEKCTHhI Pa3HbIX peBusnii Kondura. HacTpourh KoamdecTBO pPeBU3UIA s
XpaHeHusT MOKHO KOMaH/IO:

set system config-management commit-revisions <NUMBER>
Komanioit onepannoHHOro peskuma

show system commit

MOXKHO YBHJIETh UMeIOITecs peBu3nn. [IpmmepHo Tak:

# run show system commit

0 2011-04-01 00:20:36 by vyatta via cli
1 2011-04-01 00:08:30 by userl via cli
2 2011-04-01 00:03:16 by user2 via cli
3 2011-04-01 00:01:52 by user3 via cli

MoxkHO 1TOCMOTPETH JTMOO KOH(MUTYPAIIUIO ITEJTUMKOM, KaK OHa, BBITVIsI/Ie/1a Ha MOMEHT
PEBU3UMN C HEKOTOPBIM HOMEPOM MO KOMaHJIE

show system commit file <NUMBER>
JI0O ee OTJIMYUs OT TEKYIIeil KOMaHI0i
show system commit diff <NUMBER>
Hanpumep:

# run show system commit diff O
©e -110,7 +110,7 @@

console {

+

domain-name baturin.org
- host-name dutl
+ host-name ril

login {

user vyatta {
authentication {

@0 -121,8 +121,6 Q@

b

21



name-server 10.91.17.10
ntp {
- server 0.vyatta.pool.ntp.org {
- ¥
server 1.vyatta.pool.ntp.org {

+
server 2.vyatta.pool.ntp.org {

[TosBUBIIMECH B PEBU3UU CTPOKU OTMEYEHBI CUMBOJIOM <«—+», yOpaHHbIe B HEll, COOTBET-
CTBCHHO, CIMBOJIOM «-».
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I''1aBa 6

OT1aIKa 1 IIONCK HencCIIpaBHOCTell

Vyatta pacrosaraer moCTaTovHO OOJIBIIMM HAOOPOM CPEJICTB OTJIAJKUA U JUATHOCTUKH,
KOTOPBIE [TIOMOTAIOT MOHATh, YTO UMEHHO UJIET HE TaK. 3JIeCh s OIUCHIBAIO, 110 BO3MOXKHO-
CTH, TOJIBKO ITaTHbIe (npucyTeTByomnie B pogaoM CLI) cpescTBa, X0Tst HUUTO HEe MeIaeT
UCIIOIb30BaTh ITPOU3BOJILHBIE HHCTPYMEHTHI Linux.

6.1 CucremMHBIE COOOIIIEHUS

[lepBoe, ¢ wero crout HaunHaTh nouckK. Coobrienns (7orm) BHosHE WHMOPMATUBHBI, 1
JacTO OJHMX HX BIOJHE J0cTaToIHO. CMOTpeTrh MX MOXKHO KOMAHJION OIEpaImOHHOIO
pexxuMa show log, umeromieil psji apryMeHTOB.

show log tail
Oy/leT TIOKa3bIBaTh UX 110 MePe MOCTYIJIEHUs] HOBBIX COOOIIEHUII.
show log all

MOKaKeT BCEe HAKOIUBIITUECS COOOIIEHU.
Tunuanerit hopmaT coobIeHnsT TAKOB:

[zaTta u Bpems] [kommomenT]: [coobmenue]
Hampuwmep,

Apr 1 06:39:30 vyatta vyatta-zebra[1923]: interface vtun6 index 602
deleted

Kpowme Toro, /11 HEKOTOPBIX TUIIOB MHTEPMENCOB MOKHO ITOCMOTPETh COOOITIEHUSI,
Kacaroluecss NCKII0INTeNbHO X (Hanpumep, s PPPoE).

$show interfaces pppoe pppoeO log

Wed Mar 24 14:43:46 NOVT 2011: PPP interface pppoe0 created
Wed Mar 24 14:44:01 NOVT 2011: Stopping PPP daemon for pppoe0
Wed Mar 24 14:44:02 NOVT 2011: Starting PPP daemon for pppoe0
Serial connection established.

JL1g BBIXOJIa U3 TIPOCMOTPA COOOIEHUN UCIIO/IB3YHTe KIIABHIILY (.
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6.2 CoeanHeHNs N NPOXOAAINUil Tpaduk

[IpocMoOTpeTh aKTUBHBIE COEIMHEHHS MOYKHO KOMAHIOM
show system connections
Breiryianers OyeT npuMepHO Tak:

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 0.0.0.0:179 0.0.0.0:% LISTEN

tcp 0 0 10.55.6.3:179 10.55.6.4:59153 SYN_RECV
tcp 0 0 0.0.0.0:1723 0.0.0.0:% LISTEN

tcp 0 0 90.188.xxx.xxx:9755 0.0.0.0:% LISTEN

tcp 0 0 90.188.xxx.xxx:9756 0.0.0.0:% LISTEN

tcp 0 0 0.0.0.0:222 0.0.0.0:% LISTEN

tcp 0 0 90.188.xxx.xxx:1723  95.191.xx.xx:30279 ESTABLISHED
tcp 0 0 90.188.xxx.xxx:1723  92.125.xx.xxx:50556 ESTABLISHED
tcp 0 0 90.188.xxx.xxx:1723  95.191.xx.xx:32393 ESTABLISHED
tcp 0 0 90.188.xxx.xxx:1723  95.191.xx.xx:32023 ESTABLISHED

Ucnonw3yst aprymenT 9T0i KOMaH/IbI tCp Wi udp MOXKHO MOy IUTh, COOTBETCTBEH-
HO, To1bKO TCP mmm Tomsko UDP coemmaenust.

Kpowme Toro, MoKHO B peajibHOM BPEMEHH IPOCMATPUBATDH ITPOXOIAIIUN Yepe3 WH-
repdeiic TpaduK KOMaHI0i

show interfaces <type> <name> capture

Tam moka3bIBaIOT BeChbMa, JIETAJbHYIO CTATUCTUKY ITPOXOJIAIINX TAKETOB CO CBEJIEHUSIMU O
THUIIE X COJEPIKUMOro (a TakzKe aJpecaMu OTIpaBuTess u nosydaress, daaramu TCP u
[POYUMU OJIE3HBIMU CBEJICHUSIMHT).

# run show interfaces ethernet ethO capture

Capturing traffic on ethO ...

0.000000 00:1b:11:79:53:98 -> 01:80:¢2:00:00:00 STP Conf.

Root = 32768/00:1b:11:79:53:98 Cost = 0 Port = 0x8001

0.504377 10.91.19.1 -> 10.91.19.5 SSH Encrypted response packet len=160
0.504506 10.91.19.5 -> 10.91.19.1 TCP 34550 > 22 [ACK]

Seq=1 Ack=161 Win=501 Len=0 TSV=185862671 TSER=532169015

0.661132 10.91.19.5 -> 205.188.7.50 AIM Keep Alive

Eme moxkuO ncnonbzoBaTh apryMeHTsl port PORTNUMBER u not port PORTNUMBER
YTOOBI TPOCMOTPETH MAKEThI TOJIHLKO Ha OIPE/IeJIEHHBII MOPT, NIl HA0OOPOT, Ha BCE KPO-
Me 3aJIaHHOrO (HANpPUMEp, UCKJIYATHL HOPT 22 4robbl He BujeTh coenuuenue o SSH
MexkIy coboit m Mapmpyrusaropom). K coxanenuto, s unrepdeiicos VPN-ceccnit Tak
mpocMoTpeTh Tpaduk He mosyantcs: ux npocto Het B CLI. Ho moxkHO ckazarh

sudo tshark -i pppX

U TIOJIyYUTh B TOYHOCTH TO ke camoe. Y Wireshark (6niBimmit Ethereal), koTopsrit ciryzxur
OIKEH/IOM 3axBaTa IMAKETOB, €CTh elle rpaduueckas 000/J09YKa, KOTOPOW TEOPETUIECKU
MOKHO 3TOT BBIBOJI CKOPMUTH JJIs OOJiee BU3YaIbHOTO MPOCMOTpA U aHaau3a. s He mpo-
6oBaJI, HO eCJiu y KOro OyJIeT »KeJlaHue, PACCKaXKuTe BEPHO MOE MPEIIOI0KEHNE NN HET.
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6.3 MexkceTeBoil 3KpaH

st npoBepku pabotsl mpasuwyi MCD MOXKHO TOCMOTPETH CTATUCTUKY KOMAHIOMN
show firewall statistics
WK, JIIA TToJTydeHus 6oJjiee MmoapoOHbIX CBEJICHUI,

show firewall detail

$show firewall statistics
IPv4 Firewall "InternetTolLocal":
Active on (ethl,IN)

rule packets  Dbytes action source destination
1 172.75M  78.48G ACCEPT 0.0.0.0/0 0.0.0.0/0
10 0 0 ACCEPT 0.0.0.0/0 0.0.0.0/0
20 548.49K  30.16M ACCEPT 0.0.0.0/0 0.0.0.0/0
25 222 11.37K ACCEPT 0.0.0.0/0 0.0.0.0/0

Kak BujiHO, BBIBOJ MOKa3bIBAIOT OT/ACIBHO IO KaxkKjaoMmy Habopy mupasugi MCD u
npaBmiy B HeM. [l GoJibImeit HAIVISTHOCTH W3MEHEHUs CUeTIUKOB B IIPOIEcce PabOTHI
UX MOXKHO IIPEIBAPUTEIHLHO COPOCUTH KOMAaHI0

clear firewall <RULESET_NAME>

Ecan kakme-To mpapumiia BbI3BIBAIOT COMHEHUsI WJIN IIPOCTO MEIIAIT, MOXKHO OTKJIIO-
YUTH UX C HOMOINLIo onini disable (set firewall <RULESET_NAME> rule <NUMBER>
disable).

6.4 NAT

[Iporecc oTagKum TPAHCIANNE CETEBBIX aJpecoB B IEJIOM HamoMmuHaeT TO ke ¢ MCD.
MoKHO TPOCMOTPETH AKTUBHBIE TPAHCISIIUN C IOMOIIHIO

show nat translations

, CTATUCTUKY PabOTHI IPABU depes
show nat statistics

1 COPOCUTH CUYETUYNKN KOMAaH IO

clear nat counters rule <NUMBER>

# run show nat statistics
Type Codes: BSRC - source, DST - destination, MASQ - masquerade

rule count type IN ouT

10 571K MASQ - pppoe0
20 4023K MASQ - pppoe0
150 548K DST pppoe0 -
156 222 DST pppoe0 -

Heyrosnoe mipaBu/io TpaHC/IAIUNA MOYKHO OTKJ/IIOUYUTH TOI ke orueii disable:

set service nat rule <NUMBER> disable
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6.5 CereBble nHTEpP(EIiChH

s dpusmyeckux unrepdeiico, nanpumep Ethernet, MoxKHO MOJyIUTh HEKOTOPBIE JTUA-
rHOCTHYeCcKUe cBejlenus. Hampumep,

show interfaces ethernet ethX statistics

[TOKAKeT CUETYUKHU HPOIIe X nmakeToB. COpOCUTH MX MOYKHO IIyTEM
clear interfaces ethernet ethX counters

C momoIpo

show interfaces ethernet ethX physical

MOYKHO YBUJIETH CBEJIEHUsI O pexkuMe paboTsl nHTepdeiica (mojiepKuBaeMble U TEKYIIasi
CKOPOCTb TI€peJIad, JIYIIJIEKC, HAJMIUe JIMHKA), UCIIOJIb3YEeMblil JipaifBep U mpodee B 9TOM
nayxe. [Tapamerp bus-info u3 BBIBOJ 9TOI KOMaH/IbI ITOKA3bIBA€T HOMED CJIOTA IIUHBI, B
KOTOPOM OH CTOUT, YTO MOYKET OBbITH ITOJIE3HO JIJIs COIMOCTABJICHUsT UMEH UHTeP(EicoB ¢
CETEeBBIMHU KapTaM.

s 3aaan noncka HyKHOTO mHTepdeiica (4 Ha MPOM3BOIBHON MAIIMHE 9TO aKTy-
AJIbHO, ITOCKOJIbKY B OTJIMYIE OT TOTOBBIX DEIeHH MOIIICel 0T HUMU HET) eCTh KOMaHIa,

show interfaces ethernet ethX identify

, KOTOpas 3aCTaBUT BBLIOPAHHBIN nHTEpdeEiic MopraTh nHanKaTopamu. K coxaienuio, pa-
OoTaeT He JJId BCEX TUIIOB CETEBBIX KapT.

6.6 Otiagka IIPOTOKOJIOB MapINPyTU3AINN

Peykum oriragxkm MOYKHO BKJIIOYATH KOMaHON
debug <PROTOCOL>

, HaIpuMep,

debug ospf events

, & IIPOCMOTPETh BKJ/IIOYEeHa JIM OT/Ia/Ka C IIOMOIILIO
show debugging <PROTOCOL>

Oragounbie coobeHust OyIyT MoKa3aHbl B jorax. OTKIIOYATE 0OPATHO MOXKHO C TIOMO-
IBIO

no debug <PROTOCOL>
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6.7 IIpobuaembl c camoii cucTeMoii

Ecim ¢ camumMm MapHaIpyTHU3aTOPOM IIPOU3OMIJIO YTO-TO CTPAIIIHOE, JIb0o IIPOCTO XO4YeTCA
Y3HaTb HO,ZLp06HOCTI/I €ro 2KM3HU, MO2KHO HCIIOJIb30BaThb CJICAYIOIHEe KOMaHIbI:

— Brnosagromuecs mporeccol: show system processes;
— Coobienus sijipa B mporieece paboThl: show system kernel-messages;
— Coobmenus sapa BO BpeMs 3arpy3ku: show system boot-messages;

— Hcnoap3oBanne naMsIT: show system memory. C apryMEHTOM quagga OHa BbIBEIET
HCIIOJIb30OBaHUA ITaMATU CTEKOM MapIIDYyTHU3allu;

— Hcnonb3oBanue JAUCKOBOI'O IIPOCTPaHCTBA: show system storage

— Cruncok ycrpoiicts PCI: show hardware pci.
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